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Rust Crate arrayref Poisoned in
Attack Tied to DPRK Infrastructure

Wiz identifies command-and-control and hosting overlaps with
prior North Korean-linked campaigns; attribution remains
unconfirmed

2026-08-22

[E) Al-assisted Rapid Research

AW o1 ‘dogedcurit
= Al y
N CS baﬂa”fance“



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,
provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair
Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with Al assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 2



Key Takeaways

On August 20, 2026, an attacker used a compromised maintainer account to publish malicious versions
of three widely used Rust crates on crates.io— arrayref, internment, and append-only-
vec —each carrying a dependency on a typosquatted package called proc-macrol [1][2]. Because
the malicious logic lived in that dependency's build script, simply compiling a project that resolved it was
enough to trigger the payload; nothing in the poisoned crates themselves needed to be called [1][3]. The
arrayref crate alone carries 245 million lifetime downloads and is a direct dependency of 403 other
crates, giving the attack a blast radius that potentially reached projects as varied as the blake3
hashing library, the egui and iced GUI toolkits, and components used in Ethereum and Solana
tooling—though, as discussed below, dependency-graph membership is not itself evidence that any of
these specific projects executed the malicious build script [2]. Wiz researchers identified network and
infrastructure overlaps between the attack's command-and-control setup and prior campaigns
attributed to North Korean threat actors, including the Sapphire Sleet compromise of the Mastra npm
ecosystem and the UNCI1069 (Sapphire Sleet) attack on the axios package, though Wiz itself frames this
as an infrastructure overlap rather than a formal attribution [1]. crates.io removed the malicious versions
within roughly 90 minutes of publication, and while no advisory has found confirmed evidence that the
payload executed against a downstream victim, a critical-severity CVE has since been assigned to the
incident [3][4], but the episode is a stark illustration of how build-time execution in modern package

ecosystems collapses the distinction between "installing a dependency” and "running untrusted code."

Background

Rust's package ecosystem, like npm and PyPl before it, allows any crate to declare a build script
(build.rs ) that Cargo executes automatically and with full user privileges before compilation
begins. This feature exists for legitimate purposes—generating bindings, detecting platform capabilities,
compiling native code—but it also means that resolving a dependency, not merely importing or calling it,
is sufficient to run arbitrary code on a developer's machine or in a Cl pipeline. Security researchers have
pointed to build scripts as an underexamined trust boundary in Cargo's dependency model, and by the

scale of its download counts and blast radius, the August 2026 arrayref incident is among the

largest publicly documented demonstrations of that risk [1][2].
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The attack began in the early hours of August 20, 2026, when the attacker created a GitHub account
impersonating David Tolnay, a well-known and trusted Rust ecosystem maintainer, and used it to lend
credibility to a new package named proc-macrol —a typosquat of Tolnay's legitimate and widely
trusted proc-macro2 crate [3]. A benign version of proc-macrol was published first, likely to
pass automated scrutiny and establish a track record, before a malicious version, 1.0.107 , followed
roughly five and a half hours later [3]. Within minutes, the attacker used a separately compromised
crates.io account belonging to David Roundy, the actual maintainer of arrayref, to publish
arrayref 0.3.10 with a new, otherwise-unnecessary dependency on the malicious proc-
macrol [3][4]. The same technique was applied to internment 0.8.7 and append-only-
vec 0.1.9 within the following twenty minutes [4]. In total, researchers identified nine attacker-
associated packages on crates.io, including decoy and supporting crates named proc-macro-en,

aovine, arone, aronenao,and tinymember [1].

Crates.io's security team and independent researchers at StepSecurity, SafeDep, Aikido, and Wiz
responded once the compromise was reported around 07:54 UTC, and the malicious package versions
were pulled from the registry index between roughly 08:41 and 09:25 UTC—an exposure window of 86 to
107 minutes [4]. The Rust Security Response Working Group published a public incident writeup and the
RustSec advisory database issued advisories for all three affected crates. Contrary to an earlier draft of
this note, a CVE identifier has in fact been assigned: CVE-2026-77651, published August 21, 2026,

carries a CVSS v3.1 base score of 9.8 (Critical) and explicitly ties arrayref 0.3.10's malicious proc-

macrol dependency to RUSTSEC-2026-0260 [5][6].

Security Analysis

Build-Time Execution as the Attack Vector

The technical core of the attack was proc-macrol's build.rs script, which reconstructed a
command-and-control address from Base64-encoded fragments embedded in the source, replaced
Rust's default TLS certificate verification with a custom verifier that accepted any certificate, and then
downloaded and executed a second-stage payload selected for the host's operating system [1][3]. On
Unix-like systems the loader wrote its payload to /tmp/rust-setup and executed it directly; on
Windows it relied on hidden PowerShell and VBScript launchers to avoid triggering visible windows or
common heuristic detections [2]. Because this all happened inside a build script rather than inside
application logic, static analysis tooling that scans a crate's public APl or runtime behavior is, in our

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 4



assessment, likely to miss this class of payload, and the payload executed with the same privileges as the
developer or Cl runner performing the build—not the more limited privileges an application's own code

might carry at runtime.

The second-stage implant functioned as a general-purpose infostealer and backdoor. It enumerated and
exfiltrated login credentials stored by Chrome, Brave, and Edge by directly querying each browser's
SQLite-based credential store, collected host and system information, and established persistence
through mechanisms tailored to each operating system: Registry Run keys on Windows, LaunchAgents
on macOS, and systemd services on Linux [1][2]. It communicated with its command-and-control server
over HTTPS POST requests to a specific endpoint path, supported remote commands for self-
termination, C2 reconfiguration, and additional payload execution, and included a Domain Generation
Algorithm as a fallback communication channel should its primary infrastructure be taken down [1]. In our
assessment, this capability set—persistence, remote command handling, and a DGA fallback—makes the
implant a materially more capable payload than a simple cryptominer or credential-stealing script; it
appears built for sustained, remotely operated access to compromised hosts rather than a one-shot
theft.

Scale of Exposure

The arrayref crate's reach is a central reason this compromise drew broad attention. Wiz
researchers estimated the crate is present in more than a third of all Rust build environments and roughly
three-quarters of environments where Rust is used at all, a reflection of how deeply it sits in the
dependency graphs of foundational libraries [1]. Crates.io's own download telemetry recorded
245,385,500 lifetime downloads for arrayref and 53,905,601 downloads in the ninety days

preceding the attack, with 403 crates listing it as a direct dependency [4]. Because Cargo dependency
resolution follows transitive chains automatically, many developers who never directly chose to depend

on arrayref were nonetheless exposed to the compromised version the moment they ran cargo
build or cargo update during the exposure window; StepSecurity's analysis traced one such
chain running from tiny-skia through sctk-adwaita and winit up to the egui,
eframe, and iced GUI frameworks, meaning most Rust GUI applications built on that stack were
potentially exposed without their developers ever having named arrayref directly [7]. Notable
downstream projects identified as depending on the affected crates include the blake3

cryptographic hash library and components used in Ethereum and Solana blockchain tooling, alongside

the GUI frameworks named above [1].
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Overlap with DPRK-Attributed Infrastructure

Wiz's analysis is most notable for the infrastructure links it draws between this Rust-ecosystem attack
and prior campaigns publicly attributed to North Korean state-linked threat actors. The report identifies
a shared command-and-control endpoint pattern, a specific URL path also observed in the Sapphire
Sleet compromise of more than 140 Mastra Al npm packages in June 2026, along with matching SSL
certificate issuers between the two campaigns' infrastructure—signals Wiz treats as its strongest
evidence of overlap [1]. Independent victim reporting also surfaced overlap with infrastructure previously
linked to UNC1069's compromise of the widely used axios npm package, and researchers observed
consistent use of IP address ranges belonging to Hostwinds LLC across all three campaigns, including
addresses in the 23.254.164.0/23 block and the specific host 23.254.165.112 ; because
Hostwinds is a commercial hosting provider serving many unrelated customers, this shared-IP-range
signal is weaker evidence of a common operator than the matching certificates and URL path [1][2].
CSA's own prior analysis of the Mastra compromise attributed that campaign to Sapphire Sleet, an alias
cluster that Microsoft's reporting also associates with the names BlueNoroff, UNC1069, STARDUST
CHOLLIMA, and CageyChameleon—a North Korean threat actor with a documented history of targeting
software developers and cryptocurrency infrastructure for both espionage and financial gain, though
different vendors' actor-clustering methodologies do not always align precisely on which activity belongs

under a single name [8][9].

These overlaps should be read as evidence of shared or reused attacker infrastructure and tradecraft
rather than as definitive proof that the same operators executed the arrayref compromise, and Wiz
appropriately frames the connection as an infrastructure overlap rather than a formal attribution. Even
so, the pattern is consistent with a trend CSA has tracked throughout 2026: DPRK-linked actors
targeting open-source package ecosystems—npm and now Cargo—using build-time or install-time
execution hooks to gain a foothold on developer workstations, which are frequently rich targets for
credential theft and cryptocurrency wallet access and often sit closer to production deployment

pipelines than typical end-user endpoints.

Ecosystem Response Gaps

The incident also exposes a structural gap in Cargo's defenses relative to comparable ecosystems. npm,
through GitHub, has introduced a Dependabot cooldown that waits at least three days after a release
before opening an automated update pull request, alongside expanded package provenance
attestations and staged-publishing approval requirements, all intended to slow the window during which
a newly published, potentially malicious package version can be widely adopted before community
review catches it [10]. Cargo currently lacks an equivalent, generally available cooldown or delayed-
adoption mechanism, meaning a malicious release can be pulled into dependent builds within minutes of
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publication, exactly as occurred here [4]. Combined with the automatic execution of build scripts—a
feature PyPI and npm also share in different forms—the incident is a reminder that trust in a package
registry rests heavily on its maintainer account security and its tolerance for arbitrary code execution

during installation or build.

Recommendations

Immediate Actions

Organizations building Rust software should search their Cargo dependency caches and Cargo.lock
files for any reference to arrayref 0.3.10, internment 0.8.7, append-only-vec
0.1.9, or the packages proc-macrol, proc-macro-en, aovine, arone, aronenao,
and tinymember [1][4]. Any host that performeda cargo build or cargo update between
roughly 07:15 and 09:25 UTC on August 20, 2026, and resolved one of the affected versions should be
treated as potentially compromised rather than merely at risk. On such hosts, teams should look for the
specific indicators published by Wiz and RustSec, including files or processes named /tmp/rust-
setup on Unix-like systems, $TEMP$\rust-setup.psl on Windows, and executables following
the naming pattern rust-crate 0.1.0 through rust-crate 0.4.0, along with outbound
network connections to the identified command-and-control ranges [1][2]. Given the infostealer's
targeting of browser credential stores, affected hosts warrant a full credential rotation—including any
passwords saved in Chrome, Brave, or Edge—rather than a narrower cleanup limited to removing the

malware binary itself.

Short-Term Mitigations

Development teams should pin arrayref to version 0.3.9 or earlier until they have independently
verified the integrity of later releases, and should audit their broader dependency trees for other crates
carrying unexplained or recently added dependencies, a common signature of this style of typosquat-
injection attack [4]. Build environments, particularly ClI/CD runners, should be treated as high-value
targets in their own right: running Cargo builds in ephemeral, network-egress-restricted sandboxes limits
the damage a malicious build script can do even if it does execute, and logging outbound connections
from build agents can surface exactly this kind of anomalous C2 beacon. Where feasible, teams should
evaluate cargo vet or cargo-crev -style supply chain auditing tools to introduce a human
review step before newly published or updated dependencies are pulled into production builds, mirroring

the "trust but verify" posture increasingly recommended for npm and PyPlI.
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Strategic Considerations

This incident is best understood as the Rust ecosystem's version of a pattern CSA has now documented
repeatedly across npm and other registries during 2026: state-linked and financially motivated threat
actors have identified open-source package management as a high-leverage, low-cost vector for
gaining developer-machine and CI/CD access at scale. Security leaders should treat package registry
compromise as a recurring, not episodic, risk category and build standing detection and response
capability around it rather than reacting fresh each time a new ecosystem is hit. That includes
maintaining an inventory of build-time dependency execution points across all languages in use at an
organization, establishing monitoring for anomalous outbound connections from build and developer
infrastructure, and pressing registry operators—Rust's crates.io team included—to adopt cooldown
periods, mandatory multi-factor authentication for maintainer accounts, and stronger provenance

attestation as standard ecosystem features rather than optional add-ons.

CSA Resource Alignment

This incident sits squarely within a body of DPRK-attributed open-source supply chain compromises that
CSA has tracked closely throughout 2026, and the same defensive posture CSA has recommended for
those cases applies directly here. CSA's Sapphire Sleet Poisons Mastra Al npm Supply Chain research
note [9] documents the specific infrastructure and tradecraft—including the rapid publish-then-remove
tempo and typosquat-based dependency injection—that Wiz identified as overlapping with the
arrayref campaign's command-and-control setup, and provides useful context for understanding
why Wiz's attribution signal (shared C2 endpoint pattern, matching SSL issuers) is meaningful despite
falling short of formal attribution. Its recommendations around maintainer-account hardening and rapid-
takedown coordination with registry operators translate directly to Cargo's crates.io ecosystem, which
faced the same publish-then-remove race condition in this incident.

CSA's The Developer Toolchain as Enterprise Attack Surface whitepaper [11] is directly relevant to the
arrayref incident's exploitation of build-time code execution: it documents the broader 2025-2026
pattern of attackers targeting the developer's own machine and CI pipeline—rather than production
infrastructure—as the highest-leverage point of compromise, and maps defensive controls to established
frameworks that organizations can apply regardless of which package ecosystem or language is involved.
Organizations assessing their exposure to this style of attack, and to future compromises in other
language ecosystems, should also map their software supply chain controls against the Al Controls
Matrix (AICM) v1.I's Application and Interface Security (AIS) and Threat and Vulnerability Management
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https://labs.cloudsecurityalliance.org/research/csa-research-note-sapphire-sleet-mastra-ai-npm-supply-chain/
https://labs.cloudsecurityalliance.org/research/csa-whitepaper-developer-toolchain-systemic-attack-surface-v/

(TVM) domains, which address secure software development lifecycle practices, third-party dependency
risk, and detection of anomalous build and deployment behavior; the AICM is available from CSA at its

published artifact page [12].
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https://cloudsecurityalliance.org/artifacts/ai-controls-matrix-v1-1
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