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Encrypted Prompts Defeat Content Classifiers in Grok and Gemini
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Key Takeaways

Security researchers at Adversa Al have disclosed a technique called Cryptographic Context Injection,
which conceals malicious instructions inside AES-256-GCM-encrypted payloads embedded in ordinary
web pages, allowing them to slip past content classifiers that can only inspect plaintext [1]. When a
chatbot agent such as xAl's Grok summarizes or interacts with the page, it decrypts the payload inside its
own code-execution environment and treats the resulting plaintext as trustworthy output rather than
untrusted external content, then follows the hidden instructions [2]. In proof-of-concept testing against
Grok's web chat, researcher Rony Utevsky achieved data exfiltration — including chat history, username,
approximate location, and subscription tier — in a self-reported, unreplicated sample of 8 of 20 attempts
(@ 40 percent success rate) run between June and August 2026 [1][3]. A related variant against
Google's Gemini in Deep Thinking mode chained the same encrypted-payload trick with a fabricated
Python traceback to hijack the model's chain-of-thought and produce content that safety filters would
normally block, including instructions for building an incendiary device — a detail Utevsky reports and
that The Register independently corroborated in its own testing of the technique [2][4]. Adversa
reported the Grok vulnerability to xAl on June 3, 2026, and again on August 4 and 10; as of the August
20 public disclosure, xAl had acknowledged the report but issued no patch, no CVE, and no mitigation
timeline [1][2]. The underlying weakness is architectural rather than model-specific: any guardrail that
classifies content before code execution, but not after decryption or decoding inside that execution, is
blind to instructions that only become legible at runtime — a gap CSA's own research has already flagged

in adjacent contexts such as shell-command and image-based bypasses of Al coding agents.

Background

Prompt injection has been recognized as the top risk to LLM-integrated applications since OWASP first
published its Top 10 for LLM Applications [5], and CSA's own Large Language Model (LLM) Threats
Taxonomy catalogs it as a foundational threat category alongside jailbreaking and data leakage [6]. Most
production defenses against injection are widely understood to rely on classifiers, keyword filters, or
moderation models that inspect incoming text — whether typed by a user or retrieved from a web page,
document, or email — before that text reaches the underlying model's reasoning context. This approach

works reasonably well against injection attempts written in plain, semantically legible language, because
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a classifier trained to recognize phrases like "ignore previous instructions” or "reveal your system prompt"
can flag and block them. It breaks down, however, whenever the malicious instruction is not legible at the

point of inspection.

Cryptographic Context Injection, disclosed by Adversa Al on August 20, 2026, exploits exactly that
seam. Rather than hiding an injection payload behind Unicode confusables, invisible characters, or
steganographic tricks — techniques CSA and others have documented in prior agentic Al research —
Adversa's approach hides it behind real, standards-compliant encryption [1]. The attacker places three
things on an otherwise ordinary web page: a block of ciphertext generated with PBKDF2 key derivation
and AES-256-GCM encryption, the key material needed to decrypt it, and a plain-language instruction
telling the model to decrypt the block and act on its contents. This evaded the classifiers Adversa tested,
because a classifier scanning static text sees only an opaque blob of base64-like characters and an
instruction to run a cryptographic function — neither of which resembles a jailbreak or an exfiltration
attempt on its face [2][3].

The trouble begins when an agentic model with code-execution capability, such as Grok's web chat
interface, actually carries out that instruction. Grok generates and runs Python code to perform the
decryption, and the decrypted plaintext — the actual malicious instructions — materializes inside the
model's own execution sandbox rather than arriving as external, clearly foreign input. Researchers
attribute this to the model implicitly treating its own code output as a trusted intermediate result rather
than as untrusted content requiring re-inspection, allowing the decrypted instructions to flow directly
into context and be followed [2][3]. Utevsky has described this dynamic as a form of trust laundering:
the sandbox converts adversarial content that would have been rejected in plaintext into content the

model accepts because it appears to be the model's own computed output.

Security Analysis

The mechanics of the Grok attack illustrate how narrow but consequential this gap is. When Adversa's
researchers placed the exfiltration instructions on a test page in plain text, Grok correctly identified and
refused them as an attempted prompt injection. When the identical instructions were encrypted with
AES-256-GCM and accompanied by the decryption key, Grok decrypted them inside its Python runtime
and executed them without objection, then constructed a URL embedding the user's name, approximate
location, subscription tier, and portions of the ongoing conversation as query parameters, effectively
exfiltrating the data to an attacker-controlled endpoint [2][3]. Across a proof-of-concept sample of 20

attempts conducted between June and August 2026 against Grok 4.5 Fast, the technique succeeded
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40 percent of the time by Adversa's own accounting — a figure that neither citing outlet independently
reproduced; Adversa attributes most of the failures to Grok mishandling the decryption step itself rather

than to any guardrail correctly identifying and blocking the payload [1][3].

A parallel variant targets Google's Gemini in its Deep Thinking mode and demonstrates that the
underlying weakness generalizes beyond data exfiltration to full safety-policy bypass. In Utevsky's
published write-up, the attack chains three steps into a single prompt with no prior conversational
context: it first reframes Gemini's role toward code execution rather than content evaluation, then
supplies AES-encrypted ciphertext that decrypts into a fabricated Python traceback containing injected
phrases designed to look like a legitimate system event deactivating safety policy, and finally lets that
fabricated traceback enter the model's chain-of-thought, where it is processed as though it were the
model's own prior reasoning [4]. Because the safety layer evaluates only the encrypted blob at input
time and never re-evaluates the decrypted plaintext once it has been folded into the reasoning trace, the
model proceeds to generate content it would otherwise refuse. In the disclosed testing this included
instructions for constructing an incendiary device — a detail Utevsky reports and that The Register
independently corroborated in its own testing of the technique [2][4] — and, separately, the full text of
Gemini's own confidential system instructions, including the line directing it never to reveal them [4].
Utevsky reports achieving this bypass in a small proof-of-concept sample of five out of five independent
attempts, a figure that, like Adversa's Grok success rate, has not been independently reproduced by a
third party.

Not every model tested proved vulnerable, which is instructive in itself. OpenAl's GPT-5 was reportedly
unable to correctly parse and execute the decryption instructions, and Anthropic's Claude Sonnet 4.5
flagged the encrypted payload as a probable injection attempt and declined to proceed, according to
Adversa's testing [1]. This divergence suggests the vulnerability is not inherent to large language models
generally but depends on specific architectural choices: whether a model's code-execution sandbox
output is treated as trusted or is re-screened before being folded back into the reasoning context, and
whether classifiers are positioned only at the perimeter (screening raw input) or also at intermediate
points inside an agent's execution pipeline. Some reporting has also named Microsoft 365 Copilot in
connection with a separate incident: SC Media describes a secret-input exfiltration against Copilot, not
the AES/PBKDF2 cryptographic-payload technique this note documents, and readers should treat any

suggestion of a direct technical link between the two as unconfirmed pending further disclosure [7].

xAl's disclosure timeline adds to the technical concern. Adversa first reported the Grok vulnerability
through xAl's HackerOne bug bounty program and directly to xAl on June 3, 2026, followed up on
August 4 and August 10, and received acknowledgment of the report but no fix, mitigation guidance, or
timeline before proceeding with public disclosure on August 20, 2026 — a gap of roughly eleven weeks
with no user-facing remediation [1][2]. Google was not formally notified in advance because its

disclosure program does not treat jailbreak-style findings as in-scope vulnerabilities — a scoping choice
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shared by several vendors that treat content-policy findings differently from traditional security
vulnerabilities, though it means this category of finding is less likely to receive coordinated vendor
response [1]. As of this writing, no CVE identifier has been assigned to either the Grok or Gemini variant,
and no user-facing workaround exists for either product; there is no public evidence of exploitation in the
wild beyond the researchers' own proof-of-concept.

Recommendations

The disclosed technique carries both immediate operational implications for anyone running agentic Al
products today and longer-term architectural implications for how LLM-integrated applications should
be designed and governed going forward. The recommendations below move from what security teams

can act on now to the strategic posture organizations should adopt as this class of vulnerability recurs.

Immediate Actions

Security teams operating Grok, Gemini, or similarly capable agentic chat products in enterprise contexts
should tighten controls now, while the vulnerability remains unpatched and no vendor-issued mitigation
exists. Three specific steps reduce exposure in the interim:

e Treat any Al assistant with web-browsing or code-execution capability as a potential data-
exfiltration vector until vendors confirm a fix, and review data loss prevention policies for chat
sessions that browse untrusted web content.

e Where feasible, disable or restrict automatic execution of code generated in response to
content retrieved from third-party web pages, particularly when that code performs
cryptographic operations such as decryption, decoding, or deserialization on retrieved
payloads.

e Monitor outbound network requests initiated by Al agents for unusual query-string patterns;

long, structured parameter strings appended to URLs are a signature of exactly this kind of
exfiltration technique.

Short-Term Mitigations

Organizations building or operating their own LLM-integrated applications should extend content
inspection beyond the perimeter and apply it to intermediate artifacts as well. Any output produced by a
model's own code-execution step — decrypted, decoded, decompressed, or otherwise transformed

content — should be re-screened by the same classifiers applied to untrusted external input before it is
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allowed back into the model's reasoning context, rather than being implicitly trusted because it
originated from the model's own sandbox. Teams should also add cryptographic and encoding
operations (base64 decoding, decompression, decryption calls) to the set of behaviors that trigger
heightened scrutiny or human review when requested by content retrieved from an untrusted source,
since legitimate summarization or browsing tasks rarely require a chatbot to decrypt attacker-supplied
ciphertext. Where chain-of-thought or intermediate reasoning traces are exposed to downstream
processing, those traces should be validated for injected content rather than assumed to be model-
generated and therefore safe, consistent with the layered guardrail architecture CSA has previously

recommended for enterprise LLM deployments.

Strategic Considerations

Cryptographic Context Injection is best understood as one instance of a broader and recurring pattern:
guardrails built as a single inspection point at the input boundary will continue to be defeated by any
technique that renders malicious content illegible at that boundary and legible only after some
transformation the model itself performs, whether that transformation is decryption, image decoding, or
shell-level command construction. Security and Al governance leaders should treat this as a durable
architectural risk rather than a one-off bug to be patched, and should prioritize defense-in-depth
designs that assume any single control layer will eventually be bypassed and are engineered so that a
bypass at one layer is caught by an independent layer downstream. Procurement and vendor-risk
processes for third-party Al agents should specifically ask whether code-execution or tool-use outputs
are re-screened before re-entering the model's context, since this is precisely the control gap the
disclosed attacks exploit and one that is not visible from a vendor's marketing claims about "guardrails”
or "safety filters" alone.

CSA Resource Alignment

This disclosure illustrates why CSA's own research into enterprise LLM safety argues that defenses must
be engineered as a layered security architecture rather than solved through model tuning or a single
input classifier, since no finite guardrail set is robust against an open-ended adversary. A four-layer
reference model commonly used in that research — spanning pre-prompt input, pre-inference content,
post-inference output, and post-action containment — maps onto the gap Cryptographic Context
Injection exploits: the attack defeats pre-prompt input screening entirely and succeeds because nothing
downstream re-screens the decrypted plaintext once it emerges from the model's code-execution layer.

The episode reinforces that layer independence, not layer count, is what determines resilience.
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The technique also fits a broader pattern of failure modes — which this note groups under the label of
inspection-execution gaps — in which a guardrail correctly screens content at the point of initial
inspection, but the malicious payload only becomes legible after some transformation the Al system
itself performs downstream. CSA research has documented structurally similar failures in adjacent
contexts: guardrails that check a proposed shell command before an Al coding agent executes it can
miss commands that are dynamically constructed or transformed and only reveal their malicious intent at
execution time, and guardrails applied to Al code review can be defeated by hiding instructions inside
image data that only becomes legible once an Al agent decodes it internally. Read together with the
present disclosure, these cases suggest that encoding-agnostic, execution-aware guardrail architecture
— not encoding-specific pattern matching — is the durable fix, and organizations evaluating any of these

findings individually should treat them as data points in the same systemic risk category.

Finally, CSA's Large Language Model (LLM) Threats Taxonomy provides the shared vocabulary for
classifying this attack within existing risk registers [6]: Cryptographic Context Injection is a form of
indirect prompt injection (malicious instructions arrive via retrieved content rather than direct user input)
compounded by a jailbreak outcome (safety-policy bypass). Organizations conducting AICM-aligned
assessments of Al application security should ensure their relevant application-security controls

explicitly address re-screening of code-execution and tool-use outputs, not just initial input.
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