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Key Takeaways

A new attack technique called cryptographic context injection encrypts malicious instructions

with a strong cipher — AES-256-GCM with PBKDF2-derived keys — so that static content

classifiers cannot read them before they reach the model. The AI system then decrypts the

payload inside its own trusted code-execution runtime and treats the resulting plaintext as its

own output rather than as untrusted external input [1][2].

Adversa AI researcher Rony Utevsky demonstrated a working proof of concept against xAI's

Grok (Grok 4.5 Fast, grok.com) that let an attacker-controlled webpage exfiltrate a user's

name, approximate location, subscription tier, and ongoing conversation content by directing

the browsing-enabled agent to smuggle stolen data out through a constructed URL [2][3].

Adversa AI reported the vulnerability to xAI through HackerOne on June 3, 2026. As of the

August 20, 2026 public disclosure, xAI had acknowledged receipt but shipped no patch, no

CVE identifier, and no mitigation timeline, despite follow-up contact in early August [1][2].

The underlying encryption-bypass technique is not unique to Grok. Utevsky's own earlier

research, published independently in March 2026 under the name "Cryptographic Payload

Injection," reported the same approach bypassing Google Gemini's safety filters in five of five

attempts, without achieving a full data-exfiltration chain. That same body of cross-model

testing produced a mixed picture elsewhere: OpenAI's GPT-5 failed to parse the decryption

instructions at all, while Anthropic's Claude Sonnet 4.5 decrypted the payload but then

flagged the resulting plaintext as prompt injection — a partial defensive success [1]. A separate

report describes a Microsoft 365 Copilot incident from the same week involving a different

exploit — a secret input causing password exfiltration — that shares a comparable root cause

rather than reproducing the same cryptographic technique [4].

Based on the evidence gathered so far, the attack does not appear to depend on a model-

specific bug. It appears to exploit a structural mismatch — present in any agent architecture

that grants a language model code-execution or tool-use capability while inspecting

incoming content for safety before, rather than after, that capability runs — though this

generalization rests on evidence from a handful of vendors and warrants further testing

across other agent platforms.
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Background

Guardrails for large language models have historically relied on inspecting text as it arrives: input

classifiers scan a prompt or a retrieved document for known attack patterns, jailbreak phrasing, or

suspicious instructions before the model ever processes the content. This approach has already shown

strain against encoding-based evasion. Attackers have long used encoding tricks such as base64 strings,

ROT13, and leetspeak to slip instructions past keyword and pattern-matching filters, counting on the fact

that a sufficiently capable model can recognize and decode these weak encodings natively, essentially

"reading through" the disguise using patterns absorbed during training. Security teams responded by

training classifiers to recognize these common obfuscation patterns as suspicious in their own right,

treating an unexplained base64 blob in a web page as a red flag regardless of its content.

Cryptographic context injection breaks this defensive assumption in a more fundamental way. Rather

than using a weak, reversible encoding that a model can shortcut from patterns in its training data, the

technique hides instructions behind genuine strong encryption. Utevsky's research embeds an encrypted

JSON payload on an ordinary-looking webpage, along with the key material and a short set of

instructions telling the model how to recover the plaintext: derive a key using PBKDF2, then decrypt the

ciphertext with AES-256-GCM. As Utevsky explained the core insight, "strong encryption cannot be

read by a content classifier and cannot be shortcut in-weights" [1]. A model cannot decrypt AES-256-

GCM by pattern-matching the way it can decode base64; recovering the plaintext requires actually

executing the cryptographic algorithm, which means the model must run real code in a runtime

environment such as a Python execution sandbox rather than simply parsing text.

That requirement is precisely what makes the attack work. Grok's browsing feature allows the model to

fetch and summarize a web page, and its agentic capabilities give it access to a code-execution sandbox

for tasks such as data analysis. When a user asks Grok to summarize the poisoned page, the model

processes the encrypted blob it finds there, runs the supplied decryption routine in its own trusted

runtime, and recovers a set of instructions. Because those instructions now exist only as the output of

code the model itself executed, the system treats them as trusted, model-generated content rather

than as untrusted material sourced from an external, attacker-controlled webpage. The decrypted

instructions then direct the agent to gather details it holds in the active session — the user's name,

coarse location, subscription tier, and elements of the ongoing conversation — and construct a URL that

embeds this data as query parameters. The agent autonomously invokes its own navigation or fetch

capability to reach that URL, silently transmitting the stolen data to an attacker-controlled server [1][2]

[3].
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Utevsky reported the finding to xAI on June 3, 2026, through direct outreach and the company's

HackerOne program. Across roughly twenty attempts made since that initial report, the proof of concept

succeeded in exfiltrating data approximately 40 percent of the time, with a successful demonstration

confirmed as recently as August 19, 2026, the day before public disclosure [1]. xAI acknowledged the

report without providing technical detail or a remediation timeline, and Adversa AI's follow-up messages

on August 4 and August 10 went unanswered [1][2]. That two-and-a-half-month gap between private

disclosure and public reporting, with no patch in sight, is itself a notable data point: it suggests the

vendor either underestimated the severity of a chat-history and PII exfiltration vector or found the

architectural fix nontrivial to implement without disrupting the agent's browsing and code-execution

functionality.

Security Analysis

The technical significance of cryptographic context injection lies less in the specific exfiltration outcome

against Grok than in what it reveals about the architecture of guardrails generally. Content classifiers,

whether they are simple keyword filters or more sophisticated learned models, operate on the raw text or

tokens available at inspection time. They can only flag what they can read. Encoding schemes that a

model can reverse "in-weights" — recognizing common base64 alphabets or simple substitution ciphers

from patterns seen during training — still expose enough statistical structure for a classifier to at least

treat the encoded blob as suspicious, even without fully decoding it. Strong, properly implemented

encryption removes that statistical structure entirely: ciphertext is, by design, indistinguishable from

random noise to anyone without the key, which means a classifier scanning the page has nothing legible

to flag. The malicious payload becomes visible only after the model has already decided to trust and

execute the decryption instructions itself.

This creates what Adversa AI's research characterizes as a form of trust laundering [2]. The model's

runtime environment — its Python sandbox, its code-execution tools — is generally treated as a trusted

extension of the model, since code the model writes and runs is presumed to serve the user's request.

Cryptographic context injection exploits that presumption by ensuring the actual malicious instructions

never appear as external, untrusted input at all; they appear only as the model's own decrypted output,

one step removed from the poisoned webpage that supplied the ciphertext and the decryption recipe.

Utevsky has also drawn a comparison to return-oriented programming in traditional exploitation, where

an attacker assembles a harmful outcome entirely from small pieces — the ciphertext, the key material,

the decryption instructions — that are each individually unremarkable and pass inspection on their own,

with the harmful behavior emerging only once the model assembles and executes them together [2].
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This is not a Grok-specific flaw, though the supporting evidence for that claim varies in strength and

recency across vendors. Utevsky's own earlier research, published independently in March 2026 under

the name Cryptographic Payload Injection, reported the same encryption-based bypass succeeding

against Google's Gemini in five of five attempts, without achieving a full data-exfiltration chain but still

defeating Gemini's safety filters [1]. That same body of cross-model testing found a more mixed picture

elsewhere: OpenAI's GPT-5 failed to parse the decryption instructions at all, while Anthropic's Claude

Sonnet 4.5 decrypted the payload but then flagged the resulting plaintext as prompt injection, a partial

defensive success that current reporting does not attribute to any vendor examined in the Grok

disclosure itself [1]. A single secondary account, SC World, separately describes a Microsoft 365 Copilot

incident from the same week in which a secret input caused the assistant to exfiltrate a password [4]. SC

World frames this as "a similar attack" rather than a reproduction of the cryptographic-context-injection

technique itself, so it is best read as evidence of a comparable class of guardrail-timing weakness rather

than confirmation of the identical mechanism appearing twice. Taken together, the evidence supports

treating this as a pattern that recurs across model architectures rather than a single-vendor bug, but the

strength of that support differs by vendor: the Gemini finding rests on the same researcher's

independently reproduced work, while the Copilot case is a different exploit with a similar root cause, not

the same technique confirmed a second time.

This finding is also a concrete, practical illustration of a broader theoretical limit that CSA has previously

examined in the context of a peer-reviewed NIST analysis [7]. That research, drawing on Gödel-style

incompleteness reasoning, argues that no finite set of static guardrail rules can be complete and

consistent against a natural-language adversarial input space that is effectively unbounded, because

there will always be some transformation of an attack that falls outside the guardrail's rule set.

Cryptographic context injection does not merely find one more gap in that rule set; it illustrates, in

concrete form, the theoretical limit that research describes: a purely pre-execution, text-inspection

guardrail has no legible content to evaluate for this class of input, because the classifier cannot read the

ciphertext until after the trust boundary has already been crossed [7]. Heuristic signals may still offer a

partial, narrower detection surface even here — a classifier could, for instance, flag the presence of

decryption or key-derivation instructions themselves as suspicious, independent of the ciphertext's

actual content — but that heuristic addresses the wrapper around the payload rather than the payload's

underlying legibility.

The same inspection-execution mismatch has recurred in CSA's own recent research into a structurally

different but conceptually related bypass class affecting AI coding agents [5]. In that case, guardrails

inspected raw command strings before the underlying shell reinterpreted and expanded them, creating a

gap between what the safety filter saw and what actually executed. Cryptographic context injection is

the conversational-agent analog of that same failure pattern: a safety check performed at the wrong

point in the pipeline, before a transformation step the model itself will perform, rather than after it.
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Recommendations

Immediate Actions

Organizations operating or evaluating browsing-enabled AI assistants with code-execution capabilities

should treat the combination of unrestricted web browsing and an unsandboxed or loosely sandboxed

code-execution tool as a materially elevated risk pending vendor remediation, particularly for consumer-

facing deployments that retain session data such as names, location signals, or subscription details.

Security teams should apply egress controls on any network calls an agent can initiate as a result of

processing external content, specifically blocking or requiring human approval for outbound requests

that embed query parameters constructed from session data, since URL-based exfiltration is the

concrete mechanism demonstrated in this disclosure. Any organization that has deployed Grok, or that

relies on Gemini or Microsoft 365 Copilot in comparable browsing- and code-execution-enabled

configurations, for users who handle sensitive conversations should confirm with the vendor whether a

fix has shipped and, absent one, consider disabling the browsing-plus-code-execution combination for

those user populations.

Short-Term Mitigations

Vendors and integrators should add a content-classification step that runs after any decode or decrypt

operation a model performs, not only before, so that plaintext recovered from an encrypted or encoded

payload is re-inspected as untrusted content rather than automatically accorded the trust normally given

to the model's own reasoning output. Anomaly detection should be extended to flag unusual invocations

of cryptographic primitives — PBKDF2 key derivation or AES decryption calls, in particular — triggered by

code the model wrote in direct response to processing an external, untrusted document, since legitimate

user tasks rarely require an assistant to decrypt attacker-supplied ciphertext mid-conversation.

Architectures that separate a privileged, tool-using orchestrator from a quarantined model instance that

processes untrusted retrieved content offer a more durable interim posture than input-only inspection,

since they prevent the output of untrusted-content processing from directly triggering privileged actions

such as network egress, regardless of whether that output arrived in plaintext or was recovered through

decryption.
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Strategic Considerations

The persistence of this class of bypass — confirmed against Grok, independently reproduced by the

same researcher against Gemini, and echoed by a related but distinct exploit against Microsoft 365

Copilot — reinforces the case for treating AI guardrails as a continuously updated security control rather

than a static, deploy-and-forget safety feature. Security and AI governance teams should build recurring

red-team exercises that specifically test encoding- and encryption-based evasion, not only the natural-

language jailbreak phrasing that most existing test suites emphasize. Longer term, the industry needs

stronger provenance and data-flow tracking that follows content through transformations such as

decryption or decoding, so that data originating from an untrusted external source remains tagged as

untrusted even after the model has processed it, rather than acquiring trust simply because it passed

through the model's own execution environment. Finally, the multi-month gap between private

disclosure and public reporting in this case argues for organizations to build vendor risk assessments that

account for demonstrated responsiveness to AI security disclosures, not just the presence of a bug

bounty program on paper.

CSA Resource Alignment

This disclosure connects directly to CSA's own recent research into structural guardrail bypasses and the

theoretical limits of static AI safety controls. CSA's analysis of GuardFall, "GuardFall: Shell Injection

Bypass Defeats AI Coding Agent Guardrails" [5], documented a comparable inspection-execution gap in

AI coding agents, where guardrails evaluated raw command text before the shell reinterpreted it through

quote removal, variable expansion, and command substitution. Cryptographic context injection is the

conversational-agent counterpart of that same root cause: a safety check applied before a

transformation — shell expansion in one case, decryption in the other — that the system itself will

subsequently perform, leaving the guardrail blind to the content that actually executes.

CSA's research note "Agent Data Injection: A New Attack Class Beyond Prompt Injection" [6] similarly

documented how attacks that corrupt or manipulate the context an agent implicitly trusts can retain

significant effectiveness against defenses purpose-built to catch direct prompt injection. Cryptographic

context injection extends that lesson: because the malicious instructions surface only as the model's own

decrypted output, existing indirect-prompt-injection defenses that focus on flagging suspicious

instructions in retrieved content have nothing to flag until after the trust boundary has already been

crossed.
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CSA's rapid research brief on a peer-reviewed NIST analysis, "NIST Proves Static AI Guardrails Are

Mathematically Insufficient" [7], provides the theoretical grounding for why this pattern keeps recurring.

That research explains, via a Gödel-informed argument, that no finite set of static guardrail rules can be

complete and consistent against an effectively unbounded adversarial input space. Encrypted payloads

represent an extreme, illustrative case of that limit: a properly encrypted blob is not merely one more

pattern a classifier failed to include in its rule set, it is a category of input a pre-execution text classifier

cannot evaluate at all. The recommended shift toward continuous monitoring and adaptive guardrail

updates in that research directly supports the mitigations proposed here.

Finally, organizations building or governing agentic AI deployments should evaluate this risk against

CSA's AI Controls Matrix (AICM) v1.1 [8], particularly its Model Security, Identity & Access Management,

and Supply Chain Management, Transparency & Accountability domains, available at "AI Controls Matrix

(AICM) v1.1." AICM's control structure for bounding what an AI agent's execution environment is

permitted to do, and for governing which outputs of that environment are treated as trusted, maps

closely to the mitigations needed to contain a trust-laundering technique like cryptographic context

injection.
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