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Key Takeaways

The European Union Agency for Cybersecurity (ENISA) has expanded to 20 CVE Numbering Authorities
(CNAs) operating under its CVE Root — 12 recruited and onboarded directly by ENISA and 8 transferred
from the MITRE Root — with the NATO Communications and Information Agency (NCIA) and Al-driven
vulnerability-research firm AISLE joining as the most recent additions in early August 2026 [1][2][3].
ENISA's formal designation as a CVE Root came seven months after a near-shutdown of the CVE
Program's core U.S. funding in April 2025 exposed the fragility of relying on a single national sponsor for
global vulnerability identification infrastructure, and this latest CNA expansion lands five weeks before
the EU Cyber Resilience Act's (CRA) 24-hour/72-hour/14-day vulnerability reporting obligations take
effect on September 11, 2026 [4][5][6][7]. ENISA's own announcement cites "the emergence of Frontier
Al models and their impact on vulnerability discovery and exploitation” as a direct driver of the buildout,
explicitly linking the governance expansion to Al-accelerated discovery volume rather than treating it as
a routine administrative change [1]. AISLE's onboarding as a CNA is notable in its own right: it is among
the first instances of an Al-native vulnerability-discovery company receiving formal authority to assign
CVE identifiers, a step this note treats as an early test of how the CVE Program's decades-old intake and
verification processes handle disclosure volume originating from machine-speed discovery [2]. Security
and compliance teams operating in or selling into the EU should treat this as a structural shift in
vulnerability governance, not a one-time press release, and should reassess how they track CNA scope,
CVE ID assignment paths, and EU reporting-platform readiness accordingly.

Background

The CVE Program has operated since 1999 as a single, MITRE-administered catalog of publicly disclosed
software and hardware vulnerabilities, funded through a CISA contract and organized around CNAs —
vendors, researchers, and national bodies authorized to assign CVE identifiers within a defined scope. In
April 2025, that arrangement nearly collapsed: MITRE told the CVE Board that its DHS/CISA contract
was set to expire on April 16, and for roughly a day the program that underpins vulnerability scanners,
patch-management tools, and threat-intelligence feeds worldwide appeared headed for an abrupt
funding lapse before CISA issued an emergency 11-month extension [5][8]. CISA and MITRE
renegotiated the underlying contract in 2026 to move CVE Program funding from a discretionary line

item to a protected budget category, a change intended to reduce the odds of a repeat crisis [9]. That
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episode also coincided with — and, in CSA's assessment, likely accelerated — a policy conversation
already underway in Europe and elsewhere about distributing CVE Program governance rather than

depending on one country's procurement cycle.

ENISA became a CVE Root in November 2025, formally designating the agency as, in its own words, "the
central point of contact within the CVE Program for national and EU authorities, EU CSIRTs Network
members, and cooperative partners" [1]. A CVE Root sits above CNAs in the program's hierarchy: it
recruits, trains, and manages the CNAs within its scope, audits their identifier assignments against CVE
Program rules, and coordinates with the program's other roots — principally MITRE, which continues to
operate the historic global root — to keep identifier numbering globally consistent. ENISA's rollout has
proceeded in stages. A first wave of CNAs, including several transferred voluntarily from the MITRE Root,
brought early membership into double digits; ENISA's May 2026 announcement of four newly
onboarded CNAs described roughly 90 additional European CNAs as eligible to transfer voluntarily, out
of 510 CNAs then operating globally across 42 countries — which would put European entities at roughly
one-fifth of the global CNA population before this latest expansion [3]. By early August 2026, ENISA
reported 20 total CNAs under its Root, split between direct onboarding and MITRE Root transfers, with
Hans de Vries, ENISA's Chief Cybersecurity and Operations Officer, describing the agency as "acting as

a driver and facilitator of vulnerability management at European and international level” [1].

The two newest entrants illustrate different motivations for joining. The NATO Communications and
Information Agency's Cyber Security Centre became a CNA to assign CVE identifiers to eligible flaws
across the NATO enterprise directly, rather than routing disclosures through an external authority; NCIA
stated the change would make tracking more consistent and let the alliance share information with
trusted partners sooner [2]. AISLE, a cybersecurity company with offices in San Francisco and Prague
that uses Al systems to identify software vulnerabilities, joined with CNA scope covering its own
products; the company has already disclosed hundreds of vulnerabilities in widely used open-source
software, including OpenSSL, Linux, Apache, and OpenEMR, through other authorities' CNA channels,
and co-founder Jaya Baloo described the new designation as "foundational® to formalizing the
company's coordinated-disclosure practices [2]. Both additions occurred in the same window ENISA has

repeatedly tied to Al-driven discovery pressure on the broader disclosure ecosystem [1].

Security Analysis

ENISA's expansion should be read against two converging pressures rather than as an isolated European
administrative decision. The first is capacity: CVE submission volume grew roughly 263 percent between
2020 and 2025, reaching 48,185 new CVE records in 2025 alone [10][18], a growth curve that CSA's own
analysis of NIST's parallel restructuring of the National Vulnerability Database (NVD) attributes in
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significant part to Al-assisted discovery tooling surfacing vulnerability classes that CSA's analysis
estimates would previously have taken security researchers months or years to find manually [10]. NIST
responded to that same volume pressure in April 2026 by moving away from universal CVE enrichment
toward risk-based triage, reserving full metadata enrichment — CPE identifiers, CVSS scores, CWE
classifications — for the 15 to 20 percent of CVEs judged highest-priority and leaving the remainder
without the structured data that automated scanners depend on [10]. ENISA's Root expansion is best
understood as the European analog of that same structural adjustment: rather than let a single
centralized bottleneck absorb Al-accelerated disclosure volume, both institutions are distributing

enrichment and identifier-assignment work across more specialized, capacity-matched authorities.

The second pressure is regulatory timing. The EU Cyber Resilience Act's vulnerability and incident
reporting obligations take effect September 11, 2026, requiring manufacturers of products with digital
elements to file an early-warning notification within 24 hours of learning of an actively exploited
vulnerability, a more detailed notification within 72 hours, and a final report with root-cause analysis
within 14 days of a patch becoming available, all routed through ENISA's Single Reporting Platform and
disseminated to national CSIRTs [6][7]. Fines for non-compliance can reach 15 million euros or 2.5
percent of global annual turnover, whichever is higher, for the most serious violations [16]. That ceiling is
comparable in kind to, though lower than, the General Data Protection Regulation's maximum of 20
million euros or 4 percent of global turnover [17] — a gap of roughly one-quarter to one-third on the flat-
fee and percentage axes, respectively, that keeps CRA enforcement in the same regulatory weight class
as GDPR without matching its severity. An ENISA official closely involved in the CVE Program buildout,
Nuno Rodrigues Carvalho, has framed the agency's expanding role in terms of "building a truly
sustainable operating model for the next decade, strengthening the distributed approach and
accountability, and resilience,” warning against concentrating CVE Program dependency in any single
institution — remarks this note reads as connected to, though not explicitly framed by Carvalho as a
direct response to, the 2025 MITRE funding scare [7]. That framing suggests ENISA's CNA recruitment
is, at minimum, well-timed relative to giving European organizations reporting infrastructure and
identifier-assignment pathways they can rely on before CRA deadlines create legal exposure for gaps in

that infrastructure.

AISLE's onboarding raises a narrower but consequential question: how the CVE Program's verification
and intake processes will handle disclosure volume that originates from an Al-driven discovery pipeline
rather than individual human researchers. AISLE has already demonstrated the scale at which Al-assisted
discovery can operate: its Al system identified all 12 OpenSSL vulnerabilities disclosed in a coordinated
release in early 2026, a batch that included a flaw traced to SSLeay-inherited code dating to the 1990s
alongside several other bugs originating between 1998 and 2000 — over a quarter century old at the
time of discovery, according to independent review of the disclosure [11][12]. A CNA designation
formalizes AISLE's disclosure channel but does not, on its own, resolve the underlying capacity question:
whether human-paced verification, patch development, and downstream enrichment can keep pace with
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Al-paced discovery once that discovery is happening inside the formal CVE assignment process rather
than alongside it. ENISA's willingness to onboard an Al-native discovery firm as a CNA — rather than
routing its findings exclusively through existing intermediaries — indicates European vulnerability-
governance infrastructure is adapting to treat Al-originated disclosures as a first-class category, which
has implications for how downstream consumers of CVE data (vulnerability scanners, SBOM tooling,
enterprise patch-prioritization systems) should expect record volume and provenance characteristics to

shift going forward.

Recommendations

Immediate Actions

Security teams with products or operations in the EU, NATO member states, or NATO-affiliated supply
chains should confirm whether NCIA's or AISLE's new CNA scope covers any component of their
technology stack, and update internal vulnerability-intelligence feeds to ingest identifiers assigned
under the ENISA Root alongside the historic MITRE Root feed, since relying on a single feed risks missing
identifiers assigned locally in Europe before they propagate to a consolidated view. Compliance and legal
teams with EU market exposure should confirm registration and process readiness for ENISA's Single
Reporting Platform well ahead of the September 11, 2026 CRA reporting deadline, given the 24-hour
early-warning window leaves no margin for building intake processes after an exploited vulnerability is
discovered [6][7].

Short-Term Mitigations

Vulnerability management teams should audit their organization's existing CNA relationships and
disclosure pathways — security.txt files, bug bounty programs, vendor CNA status — to confirm they
remain current as the CNA landscape diversifies beyond the historically MITRE-centric model, and
should build internal processes capable of tracking which root and which CNA issued a given identifier,
since provenance increasingly correlates with enrichment quality and reporting-timeline obligations.
Organizations that consume vulnerability data from open-source dependencies with Al-driven research
relationships, including OpenSSL and other AISLE-covered projects, should expect continued high-
volume disclosure from that channel and should not assume historical patch-cadence baselines still

describe current risk.
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Strategic Considerations

CISOs and board risk committees should treat the CVE Program's shift toward a distributed, multi-root
model as a durable structural change rather than a temporary adaptation to 2025's funding crisis, and
should factor jurisdictional fragmentation — different roots, different regulatory reporting clocks,
different enrichment completeness — into vulnerability management program design rather than
assuming a single global source of truth will re-emerge. Organizations should also monitor whether other
regions follow ENISA's example by establishing their own CVE Roots, since a further-distributed program
changes both the resilience profile CSA and other observers have called for and the operational
complexity of maintaining comprehensive vulnerability visibility across jurisdictions.

CSA Resource Alignment

CSA's research note NVD Triage Overhaul: End of Universal CVE Enrichment documents the American
counterpart to ENISA's restructuring — NIST's April 2026 shift to risk-based CVE enrichment in the face
of the same Al-accelerated volume growth — and provides the quantitative baseline (263 percent
submission growth, 15 to 20 percent full-enrichment coverage) this note draws on to contextualize why
ENISA's Root expansion is arriving now rather than as an isolated European initiative [10]. CSA's
whitepaper The Al Agent Disclosure Vacuum examines a structurally related gap: the CVE Program's
historical design around discrete, clearly owned software components, and the accountability diffusion
that occurs when vulnerabilities span compositional, Al-driven systems; ENISA's decision to onboard an
Al-native discovery firm as a CNA is a concrete, early test of whether CVE Program governance can
adapt to exactly the kind of Al-originated disclosure volume that whitepaper argues current processes
were not designed to absorb [13]. CSA's research note Al-Assisted CVE Enrichment: A Research Agenda
and Pilot Proposal offers a complementary, coordination-focused response to the same capacity
problem, proposing Al-assisted, human-verified enrichment pilots rather than infrastructure expansion
alone, and is directly relevant to European CNAs and the ENISA Root as they scale intake capacity [14].
Finally, organizations assessing how Al-driven vulnerability discovery and disclosure processes fit into
their broader control environment should map this development against the Threat and Vulnerability
Management domain of CSA's Al Controls Matrix (AICM v1.1), which provides control objectives for
vulnerability identification, tracking, and remediation applicable regardless of which CVE Root or CNA
issued a given identifier [15].
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