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Key Takeaways

An unpatched SQL injection vulnerability in GeoServer's jsonArrayContains  OGC Filter function

is under active probing from a small, concentrated set of sources less than three days after a security

researcher disclosed it publicly, and no vendor patch exists as of this writing. Researcher q1uf3ng posted

technical details of the flaw to social media on August 12, 2026, and the attack surface management firm

watchTowr reports it began observing exploitation attempts within hours, ultimately recording hundreds

of probing requests from a small cluster of source IP addresses [1][2][3]. The vulnerability allows an

unauthenticated attacker to inject SQL through the jsonArrayContains  filter expression when

GeoServer is backed by a PostGIS or Oracle JDBC data store, and watchTowr's Jake Knott has stated

that where the underlying database account holds elevated privileges, the injection can escalate into

remote code execution [2][3]. No CVE identifier has yet been assigned, and current exploitation activity

appears limited to reconnaissance-style probing rather than confirmed compromise, but GeoServer's

history with prior critical flaws (see Background) gives little confidence that window will hold [3][4].

Given that pattern, this report recommends that organizations running GeoServer, a widely deployed

open-source geospatial data platform used across government, defense, utility, and research

environments, treat any internet-facing instance as exposed until a patch is confirmed and applied [4]

[5].

Background

GeoServer is an open-source server implementation, maintained under the Open Source Geospatial

Foundation (OSGeo), that publishes and shares geospatial data using standards set by the Open

Geospatial Consortium (OGC), including Web Feature Service (WFS), Web Map Service (WMS), and

Web Coverage Service (WCS). It underpins mapping and geographic information system (GIS)

infrastructure across a wide range of sectors, and CSO Online reports its user base spans government

agencies, defense organizations, scientific and research institutions, universities, engineering firms, and

utility operators [5]. That footprint, combined with the platform's tendency to expose rich query

interfaces to the internet by design, has made GeoServer a recurring target. SecurityWeek and CSO

Online both note GeoServer's use across government, defense, and research sectors [2][5]; given that

prior exploitation campaigns, described below, have already targeted that user base at scale, this report

considers GeoServer operators comparatively high-value targets.
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That history is not abstract. GeoServer disclosed CVE-2024-36401 in late June 2024, a critical remote-

code-execution flaw (CVSS 9.8) caused by unsafe evaluation of user-supplied property names as XPath

expressions; the U.S. Cybersecurity and Infrastructure Security Agency added it to its Known Exploited

Vulnerabilities catalog roughly two and a half weeks later, on July 15, 2024, after the Shadowserver

Foundation observed exploitation attempts against its honeypot sensors [6][7]. Fortinet's FortiGuard

Labs subsequently tracked multiple campaigns abusing that flaw to deploy cryptocurrency miners, the

Condi and JenX botnet malware families, and the SideWalk backdoor [7]. Separately, Palo Alto

Networks' Unit 42 recorded more than 7,100 publicly exposed GeoServer instances across 99 countries

in Cortex Xpanse telemetry gathered in March and April 2025 — roughly eight months after Fortinet's

campaign findings, and tied to a distinct bandwidth-monetization scheme rather than the malware

campaigns described above — with the largest concentrations in China, the United States, Germany, the

United Kingdom, and Singapore [9]. GeoServer has also previously shipped fixes for SQL injection

specifically in its OGC Filter and CQL query language, including CVE-2023-25157, a critical (CVSS 9.8)

flaw affecting the PropertyIsLike , strEndsWith , strStartsWith , FeatureId ,

jsonArrayContains , and DWithin  filter functions, patched in February 2023 [8]. This report

reads the recurrence of an unauthenticated SQL injection in that same jsonArrayContains

function three years later as evidence of how difficult it has proven to fully close off GeoServer's OGC

Filter query surface, even after a prior fix targeted that exact code path.

Security Analysis

The newly disclosed flaw lives in jsonArrayContains , a filter expression GeoServer exposes so

that OGC Filter and CQL queries can test whether a JSON array field contains a given value. According

to reporting on researcher q1uf3ng's disclosure, the function fails to properly sanitize user-supplied

arguments before encoding them into the SQL statements GeoServer generates against a connected

database, allowing an unauthenticated caller to inject arbitrary SQL [1][2]. The vulnerability applies

where GeoServer is configured against a PostGIS or Oracle JDBC data store, both common backends

for geospatial deployments, and it requires no authentication to trigger, meaning any GeoServer

instance reachable over the network with a vulnerable data store configuration is a viable target [1][2][3].

The severity of the flaw depends heavily on the privileges granted to the database account GeoServer

uses. Where that account holds elevated or administrative permissions, most notably in configurations

researchers describe as running under "SA" (system administrator) conditions on Microsoft SQL Server,

the injected SQL can be leveraged to invoke database-native command-execution features, turning

what begins as a query-layer SQL injection into full remote code execution on the underlying host [2][3].

This is the same escalation pattern that has made GeoServer's earlier vulnerabilities attractive to

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 4



opportunistic attackers: a flaw that reads as "merely" a data-layer bug on paper converts into host

compromise wherever operational convenience led an administrator to grant the application's database

account broader rights than strictly necessary.

Exploitation activity so far has tracked the pattern security teams have come to expect from high-profile

public disclosures. WatchTowr's Jake Knott reported that his firm began observing exploitation attempts

within hours of q1uf3ng's post, and that the hundreds of subsequent attempts it recorded originated

from a comparatively small number of source IP addresses — a pattern this report reads as consistent

with automated scanning from a limited toolset, rather than a broad, distributed campaign [2][3]. As of

mid-August 2026, public reporting characterizes this activity as reconnaissance: attackers are triggering

database errors to fingerprint which internet-facing GeoServer instances are running vulnerable

configurations, rather than confirmed instances of data theft or code execution [3][4]. That distinction

matters operationally, but it is a fragile one. Knott characterized the speed of the response as

unsurprising given how quickly attackers now move once a vulnerability enters the public domain [2].

This report's assessment is that nothing about the current reconnaissance-only phase should be read as

evidence attackers lack follow-on payloads — the absence of confirmed compromise so far may reflect a

probing strategy, not a capability gap.

Two elements compound the risk during this window. First, no CVE identifier had been assigned to the

vulnerability as of this writing, and OSGeo has not published an official patch or advisory, leaving

defenders without an authoritative source of affected-version detail or a scheduled remediation date to

plan against [1][3][4]. Second, the absence of a patch leaves operators dependent on configuration-

level mitigations until a patch ships. CVE-2024-36401 illustrates the risk of that window: despite a patch

and CISA KEV listing within roughly two and a half weeks of disclosure, Fortinet tracked exploitation

campaigns against it for months afterward [6][7].

Recommendations

Immediate Actions

Security teams should inventory every GeoServer instance in their environment, with particular urgency

for any instance reachable from the public internet, and identify which of those instances use a PostGIS

or Oracle JDBC data store, since those configurations are the ones reported as vulnerable to this

specific flaw [1][2]. Wherever business requirements permit, GeoServer's administrative and data-

service endpoints should be moved behind a VPN, reverse proxy, or IP allowlist rather than left directly

internet-facing, and organizations that cannot immediately restrict access should deploy web application

firewall rules targeting anomalous or malformed OGC Filter and CQL query parameters as an interim
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compensating control. Teams should also audit the database account GeoServer connects with and

reduce its privileges to the minimum required for normal operation, since the difference between a

contained SQL injection and full remote code execution in this vulnerability turns directly on whether

that account holds elevated or administrative rights [2][3].

Short-Term Mitigations

Because no vendor patch exists yet, organizations should monitor GeoServer's official channels and

major vulnerability databases daily for a fix, and should be prepared to apply it as an emergency change

rather than through a standard patch cycle once one ships, given how quickly exploitation has followed

disclosure. Logging and monitoring should be tuned to detect the reconnaissance pattern already

observed in the wild: repeated malformed jsonArrayContains  queries, unusual database error

volumes, and connections from IP addresses with no prior legitimate access history. Security teams

should also review logs retroactively back to August 12, 2026, the date of public disclosure, to determine

whether their own instances were among those probed, and should treat any confirmed probing as a

signal to escalate that instance's monitoring and access restrictions regardless of whether compromise

indicators are present.

Strategic Considerations

This report's assessment is that geospatial and other specialized data-serving platforms likely receive

less security scrutiny than conventional web applications, given their frequent treatment as GIS-team-

owned infrastructure rather than core attack surface, even though they carry the same query-injection

risk class as conventional applications — though this note is not aware of comparative audit data

confirming that gap directly. Organizations that depend on GeoServer or comparable OGC-compliant

platforms should incorporate them explicitly into vulnerability management and asset inventory

programs, rather than treating them as specialized systems owned solely by GIS teams outside standard

security review. Given that this is the second time in three years that the jsonArrayContains

function specifically has been the source of a critical SQL injection, organizations with a long-term

dependency on GeoServer should also weigh whether their risk tolerance justifies isolating the

platform's database layer with defense-in-depth controls, such as parameterized query enforcement at a

proxy layer or database-level command restrictions, that do not rely solely on the application code being

free of injection flaws going forward.
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CSA Resource Alignment

This disclosure is a direct illustration of the dynamic CSA documented in Project Glasswing: AI Discovery

Outpaces Open Source Patching Capacity [10], which found that the median time between a

vulnerability's disclosure and a weaponized exploit has collapsed from 771 days in 2018 to single-digit

hours today, with nearly a third of CVEs seeing exploitation attempts within 24 hours of becoming public.

The GeoServer case matches that pattern almost exactly: watchTowr recorded exploitation attempts

within hours of q1uf3ng's post, well before any patch existed, reinforcing that paper's central argument

that the operative security bottleneck for open-source infrastructure has shifted from whether a

vulnerability will be found to whether maintainers and operators can remediate it before attackers act.

The recommendation in that CSA analysis to treat unpatched disclosures as compensating-control

situations, rather than waiting on a fix before acting, applies directly to the immediate and short-term

guidance above.

CSA's AI Finds 21 FFmpeg Zero-Days for $1,000 [11] is relevant background on a related theme: widely

embedded open-source infrastructure software can carry exploitable defects for years, in that paper's

cases as long as 15 to 23 years, before discovery. GeoServer's own track record fits that pattern, having

shipped a fix for jsonArrayContains  SQL injection in 2023 only to see a related unauthenticated

SQL injection in the same function surface again in 2026, illustrating that a single historical patch to a

vulnerable function is not a guarantee the underlying query-construction pattern has been fully

remediated.

These findings also fall within the vulnerability and application-security scope of the AI Controls Matrix

(AICM v1.1) [12], whose Threat and Vulnerability Management and Application and Interface Security

control domains address the asset inventory, privilege minimization, and compensating-control practices

this report recommends for organizations operating GeoServer or comparable data-serving platforms

during an unpatched disclosure window.
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