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Key Takeaways

Security researcher Wunderwuzzi, writing on the Embrace The Red blog, disclosed a post-compromise

technique dubbed "LLM Heist" showing that an attacker who already holds administrative access to a

LiteLLM AI gateway can weaponize the proxy's own management API and callback system to intercept

traffic, harvest backend provider credentials, and inject forged tool calls into agentic workflows [1]. The

technique requires no new software vulnerability. It repurposes two pieces of documented LiteLLM

functionality — the /model/update  management endpoint and the callback hook system — to

reroute victim traffic through an attacker-controlled gateway while client-side authentication and

endpoints remain unchanged, making the compromise invisible to end users and difficult to distinguish

from routine configuration activity [1]. Wunderwuzzi frames the disclosure explicitly as an authorized red-

team technique intended for permitted penetration-testing engagements rather than as a novel

unauthenticated vulnerability, a distinction this note preserves throughout [1].

Because the attack modifies model responses after inference rather than manipulating the prompt, tool

calls injected through the async_post_call_success_hook  and

async_post_call_streaming_iterator_hook  callbacks bypass prompt-level guardrails

entirely, giving an attacker a durable foothold to influence agentic tool use in any application that routes

through the compromised gateway [1]. The precondition for this technique — proxy-admin access or

possession of the LITELLM_MASTER_KEY  — now has multiple disclosed paths available to attackers

in 2026: LiteLLM has disclosed a supply chain compromise and a chain of critical CVEs, including an

unauthenticated remote code execution path and a privilege-escalation chain that lets a low-privilege

API key holder self-promote to proxy_admin , any of which can hand an attacker the very access this

technique assumes [2][4][5]. Organizations running LiteLLM in proxy mode should treat any change to

routing-critical settings, and any registration of a new callback, as a security event requiring immediate

investigation.

Background

LiteLLM is an open-source AI gateway and proxy server maintained by BerriAI that lets organizations

route requests to more than 100 large language model providers through a single OpenAI-compatible

interface, centralizing rate limiting, budget enforcement, per-team virtual keys, and audit logging [2].
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That centralization is also what makes the gateway a concentrated target: a single LiteLLM deployment

holds the decrypted API keys for every backend model provider an organization uses, protected by a

LITELLM_MASTER_KEY  and a LITELLM_SALT_KEY  used to encrypt credentials at rest [2]. The

library has seen rapid adoption — approximately 95 million monthly PyPI downloads at the time of the

March 2026 supply chain compromise, and tens of thousands of GitHub stars — and it is embedded

inside numerous AI agent frameworks and orchestration platforms as the default routing layer [2].

That popularity has drawn sustained attacker interest throughout 2026. In March, the TeamPCP threat

actor group compromised LiteLLM's PyPI publishing pipeline and briefly shipped malicious package

versions carrying a multi-stage payload for credential harvesting and Kubernetes lateral movement [2].

In June, CISA added CVE-2026-42271 — a command injection flaw in LiteLLM's MCP test endpoints —

to its Known Exploited Vulnerabilities catalog after confirming active in-the-wild exploitation; chained

with a Host-header authentication bypass in the underlying Starlette framework (CVE-2026-48710,

"BadHost"), the combined attack reaches a CVSS score of 10.0 and is exploitable without any

authentication at all [4]. A pre-authentication SQL injection, CVE-2026-42208, separately allowed

extraction of the entire credential inventory from LiteLLM's backing database [3]. Most relevant to the

technique this note examines, Obsidian Security disclosed in June that a low-privilege

internal_user  API key holder could chain an authorization bypass on key-management endpoints

(CVE-2026-47101) with missing field-level authorization on the /user/update  endpoint (CVE-

2026-47102) to self-escalate to the proxy_admin  role, at which point a sandbox escape in

LiteLLM's custom-code guardrails (CVE-2026-40217) delivers remote code execution [5]. Complete

fixes for that chain shipped in v1.83.14-stable, released May 2, 2026, well before the chain was publicly

disclosed in June [5][8].

Wunderwuzzi's "LLM Heist" post, published August 3, 2026, starts from the premise that any of these

vectors — a leaked master key, a misconfigured deployment, or exploitation of one of the vulnerability

chains above — can hand an attacker the proxy-admin access the technique assumes, and asks what a

capable attacker does next [1]. The answer, the post argues, does not require another zero-day. It

requires only the management functionality LiteLLM ships and documents by default [1].

Security Analysis

The attack unfolds in three stages, each abusing a distinct piece of legitimate LiteLLM functionality

rather than a code-level bug.
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Traffic rerouting. An attacker with proxy-admin access calls LiteLLM's /model/update  endpoint

and changes two fields on an existing model configuration: api_base , redirected to point at an

attacker-controlled LiteLLM instance, and use_litellm_proxy , set to route traffic through that

instance as an intermediary [1]. Because the change happens at the gateway's model-routing layer, end

users and downstream applications continue calling the same LiteLLM endpoint with the same virtual

keys; nothing in the client-facing contract changes, and there is no error, warning, or visible disruption to

signal that requests are now transiting an attacker's infrastructure [1].

Key theft. LiteLLM resolves and decrypts the real backend provider credential — the actual OpenAI,

Anthropic, or other provider API key — before attaching it to the upstream request in an

Authorization  header. Once traffic is rerouted, that decrypted key is sent directly to the attacker's

gateway with every inference call, handing the attacker standing access to the organization's LLM

provider accounts without ever touching the encrypted credential store [1]. This mirrors the systemic risk

CSA has previously flagged in LiteLLM's architecture: because the gateway centralizes and decrypts

credentials for potentially dozens of backend providers, any single point of administrative compromise

becomes a mass credential-exposure event [2].

Tool-call injection. The most consequential stage uses LiteLLM's callback and hook system — an

extension point intended for logging, cost tracking, and custom business logic — to register handlers

such as async_post_call_success_hook  and

async_post_call_streaming_iterator_hook  that intercept and rewrite model output

after inference completes [1]. Because the modification happens after the model has already generated

its response, an attacker can forge a tool call and insert it into the stream returned to the client. For any

downstream system that is an AI agent with tool-calling ability, this means the attacker can trigger real

actions — file writes, API calls, code execution — without ever touching the prompt that reached the

model, which is precisely where most prompt-injection defenses are positioned to look [1]. In CSA's

assessment, a forged tool call injected at this stage bypasses any guardrail architecture that inspects

only the prompt or the model's initial response before it reaches the callback layer — a description that

fits most input-side filtering and system-prompt hardening approaches — though output-scanning

guardrails positioned after the callback chain may still have a chance to catch it, depending on where in

the pipeline they sit.

Wunderwuzzi frames the work explicitly as a red-team TTP for authorized engagements rather than a

new vulnerability disclosure, and the post carries a standard penetration-testing authorization disclaimer

[1]. That framing is analytically important: LiteLLM's management API and callback hooks are

functioning exactly as documented. The exposure is not a coding defect that BerriAI can patch in the

traditional sense; it is the absence of continuous verification around a control plane that, once trusted, is

trusted completely and silently. This distinguishes "LLM Heist" from the CVE-driven RCE and SQL
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injection chains disclosed earlier in 2026: those vulnerabilities are the likely means of obtaining proxy-

admin access, while the technique described here is what a capable attacker does with that access once

obtained, and it would persist as an attack surface even if LiteLLM shipped a perfectly bug-free release.

Recommendations

Immediate Actions

Organizations running LiteLLM in proxy mode should audit their current /model/update  history and

callback/hook registrations for unexplained changes to api_base , use_litellm_proxy , or any

custom hook class, treating unexplained modifications as a probable indicator of compromise rather than

routine configuration drift. Any organization that has not already done so in response to CVE-2026-

42271, CVE-2026-48710, or the March supply chain incident should rotate every credential the LiteLLM

instance had access to — backend provider API keys, the database password, the master key, and any

cloud credentials reachable from the proxy host — since a rotation performed before this technique is

understood does not rule out that an attacker used exactly this rerouting method during the exposure

window [2][4]. Confirm the deployment runs LiteLLM v1.83.14-stable or later and Starlette 1.0.1 or later,

which together close the disclosed RCE, SQL injection, and privilege-escalation chains that represent

the most likely paths to the proxy-admin access this technique requires [3][4][5][8].

Short-Term Mitigations

Configure SIEM alerting specifically on changes to api_base , use_litellm_proxy , and

registration of new callback hooks, since these are the exact primitives the technique depends on and

are not otherwise routine, high-frequency operations in a stable deployment. Restrict which roles can

reach the /model/update , /model/info , and callback-registration endpoints to a minimal set

of named administrators, enforce multi-party approval for changes to routing configuration, and add

network egress controls so the gateway host cannot reach arbitrary attacker-controlled endpoints even

if api_base  is modified. Reconcile provider billing statements against expected usage patterns; an

attacker holding a stolen provider key will typically generate usage that a billing anomaly can surface

even when technical logging has been tampered with or is incomplete.
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Strategic Considerations

The underlying exposure is standing, unconditional administrative trust in a network-reachable control

plane: once an actor obtains proxy-admin status, LiteLLM enforces no additional verification before

granting the actor the ability to rewrite where money and traffic flow. Treating the gateway's

management API and callback registration surface as boundaries requiring continuous verification, rather

than one-time authentication at login, moves the control model closer to the assume-breach posture

CSA's Zero Trust guidance recommends for systems that broker access to enterprise data on behalf of

LLM applications [6]. Because the gateway concentrates credentials for every backend AI provider an

organization uses, security teams should evaluate LiteLLM and comparable AI gateways with the same

rigor applied to identity providers and secrets managers, rather than as ordinary application middleware,

and should include the callback/hook extension model explicitly in vendor security reviews and internal

threat models going forward.

CSA Resource Alignment

This note builds directly on CSA's own prior analysis of the identical technique. "LLM Heist: Abusing

LiteLLM Callback Hooks Post-Compromise," published August 5, 2026, was CSA's first research note on

Wunderwuzzi's disclosure, produced within two days of the original post [9]. This document extends that

initial analysis by situating the technique against the full 2026 LiteLLM vulnerability timeline — the March

supply chain compromise, the June RCE and SQL injection chains, and the privilege-escalation chain

Obsidian Security disclosed — and by mapping the exposure explicitly to the AI Controls Matrix and

CSA's Zero Trust guidance. Readers evaluating this exposure should consult both notes together rather

than treating this document as a standalone account.

Three additional prior CSA rapid-research advisories are directly relevant to understanding how an

attacker reaches the proxy-admin position this note's attack assumes. "LiteLLM PyPI Backdoor:

Credential Theft in AI Toolchains" documents the March supply chain compromise that handed attackers

standing access to compromised hosts and the credentials on them [2]. "LiteLLM CVE-2026-42208:

Pre-Auth SQL Injection in AI Proxy" details the pre-authentication database compromise that separately

exposed LiteLLM's full credential inventory [3]. "LiteLLM AI Gateway: Active Exploitation via MCP

Injection" details the CVE-2026-42271/CVE-2026-48710 chain that delivers unauthenticated remote

code execution against a LiteLLM host — one of the most direct paths to the administrative access the

callback-hijacking technique requires — and maps the exposure to the MAESTRO framework's

infrastructure and AI-model/API security layers [4]. Together, these advisories and this note describe a

full attack lifecycle: vulnerability or credential exposure grants initial administrative access, and the "LLM

Heist" technique is what a capable actor does with it.
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CSA's published guidance on "Using Zero Trust to Secure Data in LLM Environments" provides the

architectural response most directly applicable to this technique, since it addresses exactly the identity-

and-access question this note raises: how to apply continuous, per-request verification to human and

non-human identities operating inside LLM infrastructure rather than granting standing trust after a

single authentication event [6]. Organizations should also evaluate this exposure against the AI Controls

Matrix (AICM) v1.1, particularly its identity and access management and vulnerability/threat management

domains, when assessing whether their AI gateway deployment enforces least-privilege administrative

access and monitors for the kind of configuration and callback changes this note describes [7].

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 8



References

[1] Wunderwuzzi. "LLM Heist: Hijacking LiteLLM for Traffic Interception, Key Theft, and Tool-Call Injectio

n." Embrace The Red, August 3, 2026.

[2] Cloud Security Alliance. "LiteLLM PyPI Backdoor: Credential Theft in AI Toolchains." CSA AI-assisted

Rapid Research, March 27, 2026.

[3] Cloud Security Alliance. "LiteLLM CVE-2026-42208: Pre-Auth SQL Injection in AI Proxy." CSA AI-

assisted Rapid Research, 2026.

[4] Cloud Security Alliance. "LiteLLM AI Gateway: Active Exploitation via MCP Injection." CSA AI-

assisted Rapid Research, June 13, 2026.

[5] Obsidian Security. "Breaking LiteLLM: From Low-Privilege User to Admin and RCE (CVE-2026-4710

1, CVE-2026-47102, CVE-2026-40217)." Obsidian Security, June 11, 2026.

[6] Cloud Security Alliance. "Using Zero Trust to Secure Data in LLM Environments." Cloud Security

Alliance.

[7] Cloud Security Alliance. "AI Controls Matrix (AICM) v1.1." Cloud Security Alliance.

[8] BerriAI. "Release v1.83.14-stable." LiteLLM, May 2, 2026.

[9] Cloud Security Alliance. "LLM Heist: Abusing LiteLLM Callback Hooks Post-Compromise." CSA AI-

assisted Rapid Research, August 5, 2026.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 9

https://embracethered.com/blog/posts/2026/hijacking-litellm-for-fun-and-profit/
https://embracethered.com/blog/posts/2026/hijacking-litellm-for-fun-and-profit/
https://labs.cloudsecurityalliance.org/research/csa-research-note-litellm-pypi-backdoor-ai-toolchain-supply/
https://labs.cloudsecurityalliance.org/research/csa-research-note-litellm-cve-2026-42208-ai-proxy-sqli-20260/
https://labs.cloudsecurityalliance.org/research/csa-research-note-litellm-cve-2026-42271-ai-gateway-exploita/
https://www.obsidiansecurity.com/blog/litellm-privilege-escalation-rce
https://www.obsidiansecurity.com/blog/litellm-privilege-escalation-rce
https://cloudsecurityalliance.org/artifacts/using-zero-trust-to-secure-enterprise-information-in-llm-environments
https://cloudsecurityalliance.org/artifacts/ai-controls-matrix-v1-1
https://github.com/BerriAI/litellm/releases/tag/v1.83.14-stable
https://labs.cloudsecurityalliance.org/research/csa-research-note-litellm-callback-hook-hijacking-20260805-c/

