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Key Takeaways

CVE-2026-65400 is a critical, pre-authentication remote code execution flaw in macOS Screen Sharing

that lets a network attacker reach root-level file access without presenting any credentials at all [1][2].

Apple traced the defect to flawed state management inside the screensharingd  daemon's Secure

Remote Password (SRP) authentication handshake and patched it on August 6, 2026, in macOS Tahoe

26.6.1, Sequoia 15.7.9, and Sonoma 14.8.9 [3]. Within eight days of that patch, the Dutch National Cyber

Security Centre (NCSC-NL) confirmed active in-the-wild exploitation, reporting a consistent pattern

across victim systems: an internet-reachable Screen Sharing port, a root compromise, and a Monero

cryptocurrency miner dropped on the box [1][4]. Because the flaw lives in the authentication step itself,

none of the usual configuration defenses — removing approved Screen Sharing users, disabling legacy

VNC password authentication, or rotating credentials — are likely to help, since they don't address a flaw

in the authentication handshake itself; only patching or disabling the service closes the hole [1]. A

companion, lower-severity flaw, CVE-2026-43760, was fixed in the same release and required valid VNC

credentials to abuse, making it a secondary concern compared to the unauthenticated bug [2]. The

episode is also notable for how the exploit came together: independent researchers reported building a

working proof of concept in a matter of hours with the help of an AI coding agent, a data point that

reinforces CSA's broader research on the shrinking gap between disclosure and weaponization [5][9].

Background

Screen Sharing is macOS's built-in remote desktop feature, implemented on top of the Virtual Network

Computing (VNC) protocol and served by the screensharingd  system daemon over TCP port

5900 [1]. Screen Sharing is disabled by default on macOS, but it is routinely turned on in bare-metal Mac

hosting used by CI/CD build farms and Mac-in-the-cloud providers, where remote graphical access is an

operational requirement rather than an occasional convenience — and it is in exactly these environments

that internet exposure is most likely. That combination of routine enablement in performance-sensitive

hosting environments and, in some cases, direct internet exposure is what turned an implementation bug

into an active exploitation campaign within days of patch availability.
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The vulnerability was reported by researcher Alfredo Pesoli (working under the handle @__rev at Bynario

Atlas), who identified that screensharingd 's handling of the SRP protocol — the challenge-

response scheme Screen Sharing uses in place of sending a plaintext password — contained a frame-

length validation error [3]. Apple's own advisory describes the issue simply as "an attacker on the

network may be able to authenticate to Screen Sharing without valid credentials," addressed "with

improved state management," and assigns it CWE-287 (Improper Authentication) [3]. The National

Vulnerability Database rates the flaw 9.8 out of 10 on the CVSS v3.1 scale (vector

AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H), reflecting that it is remotely reachable, requires no privileges

or user interaction, and yields complete compromise of confidentiality, integrity, and availability [8].

Apple shipped fixes for all three currently supported macOS releases on August 6, 2026: Tahoe 26.6.1,

Sequoia 15.7.9, and Sonoma 14.8.9 [3].

A second, related issue, CVE-2026-43760, was disclosed and patched in the same update cycle. Unlike

CVE-2026-65400, it required an attacker to already hold valid legacy VNC credentials; from that

authenticated starting point, a confused-deputy flaw in the SSFileCopySender  and

SSFileCopyReceiver  helper processes let the attacker read or write arbitrary files as root [2].

Because it depends on prior credential access, CVE-2026-43760 sits well below CVE-2026-65400 on

the urgency scale, but organizations patching one should patch both, since a single update train

addresses them together.

Security Analysis

The heart of CVE-2026-65400 is a logic error rather than memory corruption or a race condition, which

is part of why it proved straightforward to weaponize. During the SRP handshake,

screensharingd 's frame-length validator can return a stale "success" status; the daemon then

treats the connection as authenticated and continues the session without the cryptographic protection

SRP is supposed to provide, effectively downgrading it to a cleartext, unauthenticated channel [2][3].

No valid macOS account, no legacy VNC password, and no user interaction on the target machine are

required — an attacker only needs network reachability to port 5900 [1][2].

Once past this checkpoint, the attacker inherits access to the SSFileCopySender  helper process,

which carries the kTCCServiceSystemPolicyAllFiles  entitlement — full disk access that

bypasses Apple's Transparency, Consent, and Control (TCC) privacy framework entirely [2]. From there,

researchers documented two straightforward paths to code execution: writing a privileged

LaunchDaemon that runs as root on the next reboot, or modifying a shell startup file such as .zshenv

so that any subsequent Terminal session executes attacker-supplied code [2]. Both techniques convert

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 4



an initially transient authentication bypass into durable, privileged persistence, which is consistent with

what defenders are observing in the field: root-level compromise followed immediately by the

deployment of Monero mining software [1][4].

The exploitation pattern reported by NCSC-NL under advisory NCSC-2026-0280 is notably uniform. In

every confirmed case, the victim had Screen Sharing reachable from the internet on port 5900, an

attacker obtained root, and a Monero miner was subsequently installed [1][4]. This pattern is consistent

with opportunistic, internet-scale scanning rather than a targeted campaign: a pre-authentication bug

on a well-known port is exactly the kind of flaw that mass-scanning infrastructure can exploit

automatically once weaponized code exists. Internet-wide scans conducted around the disclosure

identified on the order of 40,000 Screen Sharing hosts exposed to the public internet, giving a rough

sense of the addressable attack surface before patching began to reduce it [4]. Cryptomining is a

comparatively low-severity monetization choice relative to what the access level would permit — full root

control could just as easily support data exfiltration, ransomware staging, or use of the host as a pivot

point — so the presence of a miner should be read as evidence of opportunistic tooling rather than a

ceiling on what the vulnerability enables.

A further point of concern is the reported speed of exploit development. Security researchers at Calif

described the underlying bugs as simple logic errors — "no memory corruption, no exploitation trickery,

no race condition to win" — and said a functioning exploit was produced in approximately four hours with

the assistance of an AI coding agent [9]. Whether or not that specific timeline generalizes, it illustrates a

pattern CSA has tracked closely in prior research: AI-assisted tooling is compressing the interval

between vulnerability disclosure and reliable weaponization, which in turn compresses the window

organizations have to patch before exploitation begins [5].

Recommendations

Immediate Actions

Update every managed Mac to macOS Tahoe 26.6.1, Sequoia 15.7.9, or Sonoma 14.8.9, treating this as an

emergency patch cycle rather than a routine maintenance window, given confirmed active exploitation

[1][3]. In parallel, audit firewall, NAT, and cloud security-group configurations to confirm that TCP port

5900 is not reachable from the public internet on any Mac, including bare-metal Mac hosts, CI/CD build

agents, and lab or kiosk machines that are easy to overlook in routine asset inventories. Where patching

cannot happen immediately, disable Screen Sharing entirely (System Settings > General > Sharing) until

the update is applied, since no configuration workaround short of disabling the service mitigates the pre-

authentication flaw [1].
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Short-Term Mitigations

Because standard hardening steps do not address this vulnerability, defenders should focus on detection

and exposure reduction rather than access-list tuning. Threat hunt for indicators consistent with the

reported attack chain: unexpected LaunchDaemons installed after a Screen Sharing session,

unauthorized modifications to shell startup files such as .zshenv , and unfamiliar CPU-intensive

processes consistent with Monero mining software (cryptojacking campaigns of this kind commonly

deploy XMRig-family miners, though the specific payload in these incidents was not detailed in available

reporting). Where remote screen sharing is a genuine operational need, require it to run over a VPN or

SSH tunnel rather than exposing port 5900 directly, and maintain an authoritative, continuously updated

inventory of internet-facing Mac infrastructure, since hosting providers and build-farm operators are the

environments most likely to have Screen Sharing exposed by design.

Strategic Considerations

This incident is a useful case study in why network reachability should never be treated as an implicit

trust boundary for administrative services, a principle at the center of Zero Trust architecture.

Organizations should extend Zero Trust segmentation and continuous verification practices to remote

administration and remote-desktop protocols specifically, rather than assuming that a service's built-in

authentication step is itself sufficient perimeter defense — CVE-2026-65400 demonstrates that

authentication logic can fail silently and leave a service that appears protected fully open. Security teams

should also treat the reported four-hour exploit-development timeline as a signal to shorten internal

patch SLAs for critical, pre-authentication, network-facing vulnerabilities, since this reported timeline,

consistent with the broader pattern CSA has tracked in Project Glasswing, suggests the assumption that

defenders have days or weeks after disclosure before exploitation begins no longer holds reliably for

straightforward logic bugs in widely deployed services.

CSA Resource Alignment

This incident connects most directly to CSA's research on AI-accelerated vulnerability discovery and

exploitation. Project Glasswing: AI Discovery Outpaces Open Source Patching Capacity

documents how AI-assisted research tools are identifying critical vulnerabilities at a volume and speed

that outstrips remediation capacity; the reported four-hour, AI-assisted development of a working CVE-

2026-65400 exploit is a concrete illustration of the same dynamic operating on the exploitation side of
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that equation, not just the discovery side [5][9]. Organizations using Project Glasswing's findings to

reassess patch SLAs should treat pre-authentication, network-facing bugs like this one as the priority

tier that most urgently needs compressed response timelines.

The exposure pattern behind this campaign — a management or remote-access service reachable from

the internet, whose authentication step turned out not to be trustworthy — is exactly the failure mode

CSA's Zero Trust Guidance for Achieving Operational Resilience addresses. Its guidance on

treating network reachability as untrusted by default, and building resilience assumptions around the

possibility that any single control (including authentication) can fail, applies directly to how organizations

should scope and segment remote-desktop and remote-administration services going forward.

Finally, the AI Controls Matrix (AICM v1.1) remains the relevant standing framework for organizations

mapping this incident to formal control requirements. The AI Controls Matrix (AICM v1.1) Threat and

Vulnerability Management domain speaks to timely patching of critical, actively exploited vulnerabilities,

while its Identity and Access Management domain speaks to the broader principle — reinforced by this

incident — that authentication mechanisms protecting privileged and administrative access must

themselves be verified rather than assumed sound.
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