
CSAI Foundation | Cloud Security Alliance

Open Source's Two-Front War: AI
Bugs and Industrial Malware

How AI-Accelerated Vulnerability Discovery and Automated npm

Campaigns Are Compounding Supply Chain Risk

2026-08-11



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,

provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair Use

provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with AI assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 2



Table of Contents

Executive Summary 4

1. Introduction: A War on Two Fronts 5

2. Front One: AI-Accelerated Vulnerability Discovery and the Validation Gap 7

2.1 From Scarcity to Abundance

2.2 The Human Validation Bottleneck

2.3 When Remediation Becomes Mathematically Infeasible

3. Front Two: Industrialized Malware Distribution at Registry Scale 10

3.1 From Craft to Factory

3.2 Case Study: The 800-Package Slopsquatting Campaign

3.3 Case Study: Stale Credentials and the Mastra npm Takeover

4. The Convergence: Why Two Fronts Compound Each Other 13

5. The Maintainer Sustainability Crisis Underneath Both Fronts 15

6. Recommendations 17

Immediate Actions

Short-Term Mitigations

Strategic Considerations

7. CSA Resource Alignment 19

References 20

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 3



Executive Summary

Open source software sits at the center of a structural crisis that has been building for years and is now

accelerating under the influence of generative and agentic artificial intelligence. On one front, AI systems

have moved from a research curiosity to a production capability in vulnerability discovery: models and

agentic pipelines can review source code, reason about data flow across modules, and surface candidate

flaws at a pace that consistently outstrips traditional human audit throughput, and defenders and attackers

increasingly have access to comparable tooling [1][2]. On a second, related front, the same economics of

cheap generation are being exploited by criminal actors, who are using automated tooling and disposable

infrastructure to publish malicious packages to open registries such as npm at a volume and velocity that

outpaces manual review, most recently in a campaign that pushed nearly 800 malicious packages carrying a

cross-platform remote access trojan and infostealer onto the registry within days [3].

This paper's central argument is that these two fronts are not independent phenomena competing for

security teams' attention, but expressions of the same underlying dynamic. Generating a plausible

vulnerability report, a plausible exploit chain, or a plausible npm package has become inexpensive, while

confirming that any of those artifacts is real, reachable, and safe has not. SANS Fellow Stephen Sims

captured the resulting asymmetry succinctly: "output is not the same as evidence," and bug bounty

platforms including Bugcrowd have documented triage queues growing by more than 300 percent in a

matter of weeks as a direct consequence [2][4]. Chainguard co-founder and CEO Dan Lorenc has

separately argued that open source itself is being "drafted" into a role — critical infrastructure underpinning

trillions of downloads a year — that its informal, volunteer-driven maintenance model was never built to

sustain, and that the software supply chain's next phase will require some open source projects to formally

commit to enterprise-grade maintenance obligations while the rest of the ecosystem remains as it always

has [5].

This paper treats these three data points — AI-accelerated vulnerability discovery outpacing validation and

patch capacity, AI-adjacent tooling accelerating industrialized malware distribution, and the maintainer

sustainability crisis that connects them — as a single systemic risk rather than three separate news stories. It

draws on CSA's own body of research documenting the 2026 npm supply chain campaigns, the AI-

accelerated patch debt crisis, and the AI Controls Matrix to argue that enterprises which continue to treat

open source dependency risk as a static, periodically-audited category are structurally unprepared for an

environment in which both the discovery of new flaws and the manufacture of new malicious packages now

happen at machine speed. The paper closes with a set of recommendations organized around immediate

operational hardening, near-term process changes, and the longer-term governance posture organizations

will need as the AI-driven acceleration of both fronts continues.
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1. Introduction: A War on Two Fronts

The open source software supply chain has weathered serious shocks before — the Heartbleed disclosure in

2014, the SolarWinds compromise in 2020, and the Log4Shell vulnerability in 2021 each forced a round of

industry-wide reckoning about how much unexamined trust flows through shared code. What distinguishes

the current moment, in this paper's assessment, is not the existence of a crisis but its structure: for what

appears to be the first time, the twin pressures of vulnerability discovery and malicious package distribution

are both being reshaped by the same technology at the same time, and each pressure is intensifying the

other's effects rather than developing in isolation.

On the discovery side, AI-assisted code review, fuzzing orchestration, and exploit reasoning have moved

vulnerability research from a search-constrained discipline, in which the scarce resource was finding a flaw at

all, toward a discipline constrained by remediation capacity, in which flaws are found faster than any

organization can triage, validate, and patch them [1]. CSA's own research on this dynamic projects that 2026

CVE disclosure volume will approach roughly 66,000 entries, nearly triple historical baselines, while the

window between a vulnerability's disclosure and its exploitation in the wild has compressed to the point that

some vulnerabilities are exploited before a patch exists at all [1]. Google's Big Sleep project, a joint effort

between Google DeepMind and Google Project Zero, illustrated the leading edge of this trend in mid-2025

when it identified and helped neutralize an actively-targeted zero-day memory corruption flaw in SQLite

(CVE-2025-6965) before attackers could weaponize it, a result widely described as the first documented

case of an AI system directly disrupting a real-world exploitation attempt [6]. That same acceleration cuts

both ways: the tools that let defenders find flaws faster are equally available to attackers, and the flood of

AI-generated findings arriving at bug bounty programs and vulnerability databases has begun to overwhelm

the human review processes that are supposed to separate genuine risk from noise [2][4].

On the distribution side, the open registries that make modern software development possible — npm chief

among them, given JavaScript's dominance in web and increasingly in AI tooling — have become a favored

target for actors who have industrialized the process of registering, publishing, and propagating malicious

packages. Sonatype's 2026 State of the Software Supply Chain report counted more than 454,600 new

malicious open-source packages discovered in 2025 alone, pushing its cumulative blocked-package total

past 1.233 million, a 75 percent increase year over year, against a backdrop of 9.8 trillion open-source

package downloads across Maven Central, PyPI, npm, and NuGet in the same period [7]. npm malware has

more than doubled year over year and now accounts for nearly 90 percent of all open-source malware that

ReversingLabs detects, reflecting both the ecosystem's sheer size and its comparatively permissive

publishing model [8]. This is no longer a landscape of isolated typosquatting stunts; Sonatype's own framing
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is that open source malware has "evolved from spam and stunts into sustained, industrialized campaigns

against the people and tooling that build software," and a growing share of the most damaging campaigns

are state-sponsored [7].

The remainder of this paper examines each front in turn before arguing that their convergence — and the

maintainer sustainability crisis underneath both — constitutes the more important story for enterprise risk

management than either front considered alone.
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2. Front One: AI-Accelerated Vulnerability Discovery

and the Validation Gap

2.1 From Scarcity to Abundance

Traditional vulnerability management assumes that discovery is the scarce resource: finding a genuine,

exploitable flaw in production software has historically required specialized expertise, patient manual review,

and often months of sustained effort, which is why the population of known vulnerabilities is commonly

described as having grown at a relatively predictable pace for decades. CSA's research on AI-accelerated

vulnerability discovery describes advanced AI systems as invalidating that assumption directly, through AI-

assisted code review, binary analysis, fuzzing orchestration, symbolic execution, and automated exploit

reasoning that together compress work that once took a skilled researcher weeks into a process that can run

continuously and in parallel across an entire codebase [1]. The practical result, per that research, is a shift

from a search-constrained discipline to a remediation-capacity discipline: when the rate of actionable

vulnerability discovery exceeds an organization's capacity to triage and patch, backlogs grow, triage quality

degrades under pressure, and exposure windows widen even as the raw number of disclosed vulnerabilities

climbs [1].

Anthropic's own Project Glasswing initiative supplies an independent, concrete illustration of the same

dynamic playing out in production. Within the first month of deploying an AI system to scan partner

codebases in April 2026, the initiative surfaced more than 10,000 high- or critical-severity vulnerabilities

across twelve technology partners, and by late May had formally disclosed 1,596 vetted findings to

maintainers across 281 projects, of which only about six percent — 97 vulnerabilities — had been patched [9].

That fix rate is not so much a program failure as a direct measurement of the remediation-capacity

bottleneck described above: the standard 90-day coordinated-disclosure window assumed a discovery

pace no AI system had yet demonstrated, and several affected maintainers have since asked Anthropic to

slow its disclosure rate because they cannot keep pace with it [9].

Google's Big Sleep program is the most visible public proof point for this shift on the defensive side.

Operating as an autonomous agent that continuously searches open-source and widely-deployed software

for unknown flaws, Big Sleep discovered more than 20 real vulnerabilities in open-source projects through

mid-2025 and, in July 2025, identified a critical SQLite vulnerability that threat intelligence indicated was

already being prepared for exploitation, allowing Google to coordinate a fix before any attack could be

carried out [6]. That episode demonstrated both the promise and the risk embedded in the same capability:
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an AI system found a flaw that a human research pipeline likely would not have caught in time, but the very

same categories of automated code analysis are available, in less carefully governed forms, to offensive

researchers and criminal actors who have no obligation to disclose responsibly.

2.2 The Human Validation Bottleneck

The more immediate operational consequence of AI-accelerated discovery is not that too few real

vulnerabilities are being found; it is that the volume of plausible-looking but unverified findings has

overwhelmed the human processes responsible for separating signal from noise. SANS Fellow Stephen

Sims, writing in July 2026, framed the core problem directly: a polished, AI-generated vulnerability report

can describe a plausible attack path in convincing technical language while never establishing that the

underlying flaw is reachable by an attacker, that it crosses an actual security boundary, or that it survives

contact with the target's real, deployed configuration — in his words, "output is not the same as evidence"

[2]. Sims's recommended validation checklist for any AI-assisted finding — what specific behavior occurred,

what attacker-controlled input was required, which security boundary was actually crossed, how the issue

reproduces in the target environment, and what a genuine fix would require — is in effect a description of the

manual expertise that AI tooling has not replaced and, per Sims, risks eroding if practitioners lean on

automation without maintaining the hands-on skill needed to check its output [2].

Bug bounty platforms have already absorbed the practical cost of this gap. Bugcrowd's own account of the

problem, published under the internal term "sloptimism," describes reports "generated quickly and hopefully,

where the author trusts the LLM more than the underlying evidence," and the platform recorded its triage

queue growing 334 percent over a three-week period in March 2026, driven substantially by low-quality,

templated submissions with thin or absent proof of exploitability [4]. The pattern was not limited to

Bugcrowd: the curl project's maintainer, Daniel Stenberg, coined the phrase "death by a thousand slops" in a

mid-2025 post describing the cumulative burden AI-generated submissions place on a volunteer

maintenance team [10], and he formally ended curl's seven-year-old HackerOne bug bounty program in

January 2026 after its confirmed-vulnerability rate fell below five percent under the same flood of low-

signal AI submissions [11]. Bugcrowd's Chief AI and Science Officer, David Brumley, identified the root

economic cause plainly: "if it's cheap to generate and expensive to validate, volume wins — always" [4]. In

response, Bugcrowd introduced mandatory identity verification for participants in its Managed Bug Bounty

programs, automatic 30-day suspensions after ten consecutive invalid submissions, permanent bans for

submission farming, and anti-squatting rules for newly launched programs — a set of controls that essentially

reintroduces friction and accountability into a channel that AI tooling had made frictionless in the wrong

direction [4]. GitHub made comparable changes to its own bug bounty program over the same period,

cutting public payouts and gating its highest rewards behind an invite-only tier in direct response to the

same flood of AI-generated submissions, underscoring that this is an industry-wide adjustment rather than a

platform-specific one [12].
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2.3 When Remediation Becomes Mathematically Infeasible

CSA's research on the patch debt crisis extends this validation problem into the remediation phase, arguing

that even after a finding clears validation, organizations face structural constraints — legacy systems that

cannot tolerate downtime, operational technology environments where patching risks safety-critical

availability, and change-management processes with unavoidable testing latency — that are resistant to

simply adding more staff or tooling [1]. When actionable, validated vulnerability arrivals exceed remediation

throughput on a sustained basis, the research argues, comprehensive patching becomes not merely difficult

but mathematically infeasible at current staffing and process assumptions, which is why the paper's

recommendations lean toward governance frameworks and architectural risk-reduction (segmentation,

exposure management, compensating controls) rather than an assumption that patch velocity alone can

close the gap [1]. The asymmetry compounds because adversaries face none of the validation overhead that

legitimate researchers and enterprises must apply — an attacker does not need Sims's evidentiary checklist

to weaponize a flaw, only confirmation that it works against a target they control, which is a substantially

lower bar than the standard a defender must meet before committing scarce patch-cycle capacity to it [2]

[1].
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3. Front Two: Industrialized Malware Distribution at

Registry Scale

3.1 From Craft to Factory

If the first front concerns the volume of plausible vulnerability claims arriving at defenders' doorsteps, the

second concerns the volume of plausible-looking malicious packages arriving at developers' doorsteps, and

the two trends share a common driver: both exploit the gap between how cheap it has become to generate

a convincing artifact and how expensive it remains to verify one. The npm ecosystem's 2026 threat

landscape illustrates this industrialization concretely. Unit 42's ongoing tracking of npm supply chain

campaigns documents a steady escalation in both the frequency and the scale of individual incidents over

the year: an April 2026 wave against the TanStack scope published 84 malicious package artifacts across 42

packages within six minutes before eventually reaching 373 malicious versions across 169 packages, and a

May 2026 campaign against the @antv scope published 639 malicious versions across 323 unique packages

in roughly one hour [13]. Unit 42's assessment is explicit that this pace represents "the new baseline for

software supply chain risk" rather than a series of unusual outliers, with attacks evolving from simple

typosquatting into systematic, multi-wave campaigns that weaponize the trust relationships underlying

modern software development [13].

Much of this acceleration traces to the open-sourcing of attack tooling itself. The Shai-Hulud worm, first

observed in September 2025, was the earliest documented case of a truly self-replicating npm supply chain

worm: once it obtained a valid publisher token, it would authenticate as the compromised identity,

enumerate every package that identity could publish to, inject itself into each one, and publish new

poisoned versions, all within seconds, without further attacker involvement [14]. When the threat actor

group tracked as TeamPCP subsequently open-sourced a derivative toolkit publicly on GitHub, the barrier

to launching a comparable campaign collapsed for any actor capable of running the published code, and a

successor campaign, tracked as Miasma, used the same worm mechanics in June 2026 to compromise 32

packages under Red Hat's @redhat-cloud-services npm scope, affecting an estimated 80,000 weekly

downloads across the compromised scope [15], before the Miasma toolkit itself was open-sourced roughly a

month later with an expanded credential-harvesting scope covering GitHub, AWS, Azure, GCP, HashiCorp

Vault, Kubernetes, and at least 15 distinct AI coding agents [14]. This lineage — a novel worm, followed by its

public release, followed by derivative campaigns using the released code, followed by further public releases

with expanded capability — is itself evidence of industrialization: attack tooling that once required bespoke

development for each campaign is now a reusable, iteratively-improved product circulating in the open.
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3.2 Case Study: The 800-Package Slopsquatting Campaign

The clearest recent illustration of AI's direct role in this industrialization arrived in early August 2026, when

researchers identified a campaign that published approximately 800 malicious packages to npm — a figure

some later reporting placed above 1,000 — in a coordinated effort tracked by Sonatype as "Flooding

Dropper" [3]. Rather than relying on traditional typosquatting, in which a malicious package name closely

mimics a popular legitimate one, the campaign used what researchers characterized as AI slopsquatting:

package names combining plausible-sounding but essentially arbitrary terms, such as "bigops" and "bnpl," in

patterns that researcher Paul McCarty of OpenSourceMalware and other analysts noted closely resemble

the kind of nonexistent-but-plausible package names that generative AI coding assistants are documented

to hallucinate [3]. The naming strategy did not need to fool an experienced human reviewer scrutinizing

each package individually; it needed only to be plausible enough that an automated dependency-resolution

step, or a developer following an AI coding assistant's suggestion, would not pause to question it.

The malware delivered by these packages, a downloader identified as WEL1DROPPER, fingerprinted the

host operating system and processor architecture before retrieving an OS-specific second-stage payload

from a set of Cloudflare Workers subdomains, with DNS TXT record delivery from the domain wel1[.]ru as a

fallback channel if the primary path was blocked [3]. The three platform-specific payloads differed

meaningfully in sophistication and objective, as summarized in Table 1, which draws on the platform-by-

platform technical breakdown in CSA's companion research note on this campaign [16].

Table 1. WEL1DROPPER Platform-Specific Payload Behavior

Platform Evasion Technique Persistence Final Payload

Windows Patches Event Tracing for

Windows (ETW) and the

Antimalware Scan Interface

(AMSI)

Registry Run key and

scheduled task

Encrypted binary

delivering RAT capability

macOS Detects debuggers and sandbox

artifacts

LaunchAgent Compiled payload with

DNS TXT fallback

Linux UPX-packed ELF binary Auxiliary payloads

via Cloudflare

Worker

Deploys Sliver, an open-

source command-and-

control framework

The campaign also avoided the install-time lifecycle hooks — preinstall  and postinstall  — that

most registry-side and endpoint scanners are specifically tuned to monitor, instead instructing developers

through README documentation to load the malicious code with a standard require()  call, shifting the
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trigger from an automated hook to a step that depends on a human, or an AI coding assistant acting on a

human's behalf, following written instructions without independently verifying the package's provenance [3].

Each package additionally shipped a file disguised as ordinary usage telemetry that in fact duplicated the

downloader's logic, intended, per researchers' analysis, to make the malicious behavior look like native

profiling to a reviewer or automated scanner giving the code a cursory glance [3]. Attribution signals —

references to Russian financial institution domains in the macOS payload, and infrastructure and tradecraft

overlap with an earlier campaign known as "Moika" that had explicitly targeted Sberbank, Alfa-Bank, BCS,

and the EMCD cryptocurrency exchange — point to a financially motivated actor iterating on technique

across successive 2026 campaigns rather than a single opportunistic incident [3].

3.3 Case Study: Stale Credentials and the Mastra npm Takeover

A second 2026 incident illustrates a distinct but complementary distribution vector: rather than

manufacturing new malicious packages from scratch, attackers can achieve comparable reach by

compromising a single dormant credential with broad publishing rights. On June 17, 2026, an attacker took

over the account of a former Mastra contributor — a legitimate account that had gone inactive for roughly

sixteen months but whose scope-wide publishing permissions had never been revoked — and used it to

republish 144 packages across the entire @mastra npm scope within an 88-minute window [17]. Every

affected package received the same single change: a new dependency named easy-day-js, a malicious

clone of the popular date-handling library dayjs, which had itself been published to npm by a separate

attacker-controlled account roughly a day before the scope takeover, apparently to season the registry

before the main attack [17]. Microsoft Threat Intelligence attributed the operation with high confidence to

Sapphire Sleet, a North Korean state actor also tracked as BlueNoroff and APT38, and noted structural

similarity to an earlier compromise of the Axios HTTP client scope in March 2026 attributed to the same

actor [18].

The Mastra incident is instructive precisely because it did not require any AI-assisted vulnerability discovery,

any novel exploit, or any bulk package-generation infrastructure — it required only a governance gap that is

common across virtually every open registry: publishing permissions that outlive their holder's active

involvement. The framework's combined weekly download count exceeding 1.1 million, concentrated among

developers building AI applications who by definition were likely to have API credentials and deployment

secrets present in their local environments, gave the attackers a disproportionately valuable target for a

comparatively low-effort operation [17]. Taken together with the Flooding Dropper campaign, the Mastra

takeover demonstrates that industrialized distribution does not require industrialized technique in every

case; sometimes it only requires identifying which of an ecosystem's millions of accumulated, rarely-audited

maintainer credentials still functions.
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4. The Convergence: Why Two Fronts Compound Each

Other

Treated separately, AI-accelerated vulnerability discovery and industrialized npm malware distribution might

each be filed under a familiar heading — vulnerability management maturity in the first case, software

composition analysis in the second. Treated together, they describe a single, mutually reinforcing dynamic

that is harder to address through either discipline alone.

The first compounding effect runs through shared human bottlenecks. The same security engineers,

application security reviewers, and open source maintainers who must triage a flood of AI-generated

vulnerability submissions are frequently the people responsible for auditing dependency changes, reviewing

pull requests from unfamiliar contributors, and deciding whether a new package or a suspicious version

bump warrants investigation. Bugcrowd's "sloptimism" data and curl's "death by a thousand slops"

experience describe exhaustion in the vulnerability-intake function; Sonatype's own account of the Flooding

Dropper campaign's shift from a small number of prolific attacker accounts to hundreds of disposable,

randomly-named low-volume ones describes a comparable exhaustion pressure applied to the package-

review function, since registry-side moderation that is effective against a handful of high-volume publishers

is far less effective against many low-volume ones [19]. An organization or ecosystem gatekeeper facing

volume pressure on both fronts simultaneously cannot simply reallocate staff from one function to the

other; both are already understaffed relative to demand.

The second compounding effect runs through shared tooling. The same generative capabilities that let an

AI coding assistant suggest a plausible-sounding package name it has effectively hallucinated are

structurally identical to the capabilities that let an AI system generate a plausible-sounding vulnerability

report without confirming exploitability — in both cases, the model is optimizing for output that looks correct

to a downstream consumer, whether that consumer is a developer's dependency resolver or a bug bounty

program's triage queue, without an intrinsic mechanism for verifying ground truth. A 2025 USENIX Security

study of package hallucination found that 19.7 percent of packages recommended by sixteen widely used

code-generating models across 576,000 code samples did not exist — a rate that split sharply by model

class, averaging 5.2 percent for commercial models and 21.7 percent for open-source models, with some

individual open-source models hallucinating at rates above 33 percent — and, critically for attackers, 43

percent of hallucination-triggering prompts reproduced the identical fabricated package name in every one

of ten repeated runs, meaning an attacker who identifies and registers a commonly hallucinated name under

their own control stands a good chance of that name being suggested again to other developers and coding
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agents [20]. This is the same underlying phenomenon Sims describes on the vulnerability-discovery side: a

generative system producing confident, plausible, and unverified output that a downstream process is liable

to trust without independent confirmation.

The third compounding effect is temporal. CSA's patch debt research documents exploitation windows

compressing toward zero on the vulnerability-discovery front; the npm campaigns documented in Section 3

show comparable compression on the distribution front, with the TanStack and @antv incidents propagating

hundreds of malicious package versions in single-digit minutes to low double-digit hours [13]. An

enterprise's dependency review cadence, vulnerability triage service-level agreement, and change-

management approval cycle were all designed against an earlier tempo in which days or weeks separated

disclosure from exploitation, or publication from adoption. Neither front now reliably affords that buffer, and

a security program calibrated to the old tempo on one front is likely calibrated to the old tempo on the other

as well, since both are typically governed by the same change-management and risk-acceptance processes.
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5. The Maintainer Sustainability Crisis Underneath Both

Fronts

Both fronts examined above ultimately bottleneck on the same finite resource: the attention and judgment

of the people who maintain open source projects and review the code that depends on them. Chainguard

co-founder and CEO Dan Lorenc's August 2026 essay on this subject argues that open source software has

been, in his words, "drafted" into serving as critical infrastructure for a global economy that depends on it far

more heavily than its historically informal, volunteer-driven maintenance model was ever designed to

support [5]. Lorenc's central proposal is not a change to open source licensing or a fork of the open source

definition, but the emergence of a distinct posture some projects will adopt: continuous "proof of life"

demonstrating active maintenance, published disclosure paths and security policies, and long-term support

branches with backported security fixes, aligned with obligations that regulation such as the EU Cyber

Resilience Act is beginning to impose on commercial users of open source components [5]. Everything else,

in Lorenc's framing, remains free and open source exactly as it always has been, with no new obligation

attached — the split is between projects that choose, or are commercially incentivized, to formalize

enterprise-grade maintenance commitments and the much larger population that does not [5].

The Cyber Resilience Act gives this argument concrete regulatory teeth. Formally in force since December

2024 and reaching its first major compliance milestones in 2026 — vulnerability reporting obligations

beginning September 11, 2026, and product-classification-dependent compliance deadlines in the same

window — the Act requires manufacturers who incorporate open source components into commercial

products to maintain a software bill of materials, to report vulnerabilities they discover (including in free and

open source components they did not themselves write) to the maintaining entity, and introduces a distinct

"open source software steward" category intended to capture foundations and organizations that maintain

widely-used open source software in a business context [21]. The practical effect is that enterprises can no

longer treat their open source dependencies as an externality outside their own compliance perimeter; the

Act's SBOM and vulnerability-reporting requirements make an enterprise's dependency graph, and the

maintenance status of every project in it, a direct compliance artifact.

This regulatory pressure interacts directly with the two fronts examined above. An enterprise attempting to

comply with CRA-style vulnerability reporting obligations across its full dependency tree faces exactly the

validation bottleneck described in Section 2 — it must distinguish genuine, reportable vulnerabilities in its

components from the volume of unvalidated AI-generated findings circulating in the broader research

ecosystem — and exactly the distribution-integrity problem described in Section 3, since an SBOM is only as

trustworthy as the registry-level provenance of the packages it enumerates, which the Flooding Dropper

and Mastra incidents both demonstrate can be compromised without triggering any conventional integrity
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check. Maintainer sustainability is not a fourth, separate problem; it is the resource constraint that

determines whether either front can actually be addressed at the pace regulation and threat activity now

both demand.
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6. Recommendations

Immediate Actions

Security teams should verify that every AI-assisted or externally-sourced vulnerability finding entering their

triage pipeline is subject to an explicit validation gate before it consumes remediation-track resources, using

a checklist along the lines Sims proposes — confirmed reachability, confirmed authentication and

authorization context, confirmed relevance to the actual deployed configuration, and a reproducible proof of

impact — rather than accepting a polished narrative report as sufficient evidence on its own [2]. In parallel,

organizations should audit developer workstations, build agents, and CI/CD runners for any history of

installing packages matching known 2026 campaign indicators, including the Flooding Dropper naming

patterns and associated wel1[.]ru infrastructure, and for any use of scope-wide npm publishing credentials —

internal or third-party — that have not been actively rotated or reviewed within a defined period (this paper

suggests twelve months as a starting benchmark), given that the Mastra incident's entire attack surface

consisted of exactly this kind of stale, unrevoked access [3][17].

Short-Term Mitigations

Organizations should extend software composition analysis and endpoint monitoring beyond install-time

lifecycle hooks to also flag manual require()  or import  statements referencing packages outside a

project's committed, hash-verified lockfile, since both major campaigns examined in this paper depended

on developers or automated tooling trusting content that a hook-focused scanner would not have inspected

[3]. Any AI coding assistant or agent operating with dependency-installation privileges in a build or

development environment should be restricted to an approved package allowlist, with anything outside that

list routed to human review rather than installed automatically, directly addressing the hallucination-driven

package confusion risk documented in the USENIX study cited above. On the discovery side, security teams

accepting external vulnerability reports — through a bug bounty program or an open disclosure channel —

should adopt reputation and identity-verification controls comparable to those Bugcrowd introduced in

2026, since the alternative, as Brumley notes, is a queue in which "volume wins — always" regardless of signal

quality [4].

Strategic Considerations

Enterprises should treat their open source dependency graph as a live compliance and risk artifact rather

than a periodically-reviewed inventory, given that Cyber Resilience Act obligations phasing in through 2026

make SBOM accuracy and vulnerability-reporting timeliness direct legal requirements rather than best
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practices [21]. Procurement and vendor-risk processes for both AI coding tools and AI-assisted security

research tools should include specific questions about hallucination rates, validation methodology, and

false-positive management, since a vendor's answers on those points have a direct bearing on how much of

the volume it generates will actually need to be handled by scarce human reviewers on either front [2][4].

Finally, organizations with the scale to do so should consider funding maintenance commitments — whether

through direct sponsorship, participation in foundation-level stewardship programs, or commercial long-

term-support relationships — for the specific open source projects most critical to their own supply chain, on

the premise that the maintainer sustainability crisis Lorenc describes is not an abstract concern about the

health of the commons but a direct driver of how quickly the vulnerabilities and malicious packages

examined in this paper get caught, disclosed, and remediated [5].
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7. CSA Resource Alignment

This paper's first front connects directly to CSA's own research on "AI-Accelerated Vulnerability Discovery

and the Patch Debt Crisis," which independently arrived at the same structural diagnosis presented in

Section 2 — that AI-assisted discovery is shifting security from a search-constrained to a remediation-

capacity-constrained discipline, with 2026 CVE volume projected near 66,000 entries and exploitation

windows compressing toward zero [1]. That paper's proposed governance and architectural-adaptation

frameworks for organizations facing "mathematically infeasible" comprehensive patching are the most

directly applicable existing CSA guidance for any enterprise attempting to operationalize this paper's

Immediate Actions and Strategic Considerations. CSA's research note on Anthropic's Project Glasswing

initiative, discussed in Section 2.1, corroborates this diagnosis with independent disclosure data from a live

AI vulnerability-discovery program and is a natural companion read for the same audience [9].

The second front connects to three CSA incident analyses published in 2026: "Mastra npm Scope Takeover:

AI Framework Supply Chain Backdoored," which documents the stale-credential attack examined in Section

3.3 in full technical detail [17]; "Miasma: Red Hat npm Supply Chain Worm," which documents the worm-

propagation mechanics and download-scale figures referenced in Section 3.1 [15]; and the newly published

"Slopsquatted npm Packages Deliver RAT and Infostealer at Scale," which provides the complete technical

breakdown of the Flooding Dropper/WEL1DROPPER campaign summarized in Section 3.2, including the

platform-specific payload analysis Table 1 draws from [16]. All three notes ground their recommendations in

the AI Controls Matrix's Supply Chain Management and Threat and Vulnerability Management domains; the

current AI Controls Matrix (AICM) v1.1 — 247 control objectives across 18 domains, mapped to ISO 42001,

ISO 27001, and BSI AIC4 — remains the most directly applicable standing CSA framework for the

provenance-tracking, software bill of materials, and validation-gate controls this paper recommends in

Section 6, and organizations implementing this paper's guidance should map their controls to AICM's Threat

and Vulnerability Management (TVM) and Application and Interface Security (AIS) domains specifically

[22].
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