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Key Takeaways

e Researchers from the ELLIS Institute TUbingen, the Max Planck Institute for Intelligent
Systems, Snyk, and MATS Research showed that the encrypted chain-of-thought blocks
returned by Anthropic, OpenAl, and Google APIs are interchangeable across sessions, users,
and models within each provider's ecosystem, because every model in a given family validates

the same encryption key rather than binding the block to a specific conversation [1].

e The core technique, which the researchers call a decryption jailbreak, captures an encrypted
reasoning block produced by a capable, heavily safeguarded model and replays it into a
weaker, less-restricted sibling model from the same provider, which can then be prompted to
transcribe the block verbatim in plaintext without ever jailbreaking the stronger model directly
[1[2].

e Applying this technique to 315,320 reasoning blocks reconstructed from 6,708 public Al-
agent transcripts on GitHub and Hugging Face recovered 367 personally identifiable
information artifacts and 182 credentials, including 62 API keys and 33 passwords; a
substantial share of this data resided solely within the encrypted reasoning and had never

appeared in the corresponding chat transcripts the reasoning blocks were attached to [1][3].

e Beyond data extraction, the flaw undermines anti-distillation controls designed to stop
competitors from harvesting a frontier model's reasoning, can surface hazardous content a
model's visible answer safely refused, and enables invisible prompt injections embedded
entirely inside encrypted blocks that later hijack an agent replaying the trace [1][2].

e All three providers acknowledged the disclosure and deployed mitigations; the researchers
confirmed their original proof-of-concept attacks were no longer reproducible against current
API builds as of the paper's August 2026 publication, though the underlying architectural
trade-off between client-side statelessness and cryptographic binding remains unresolved
industry-wide [1][3].

Background

Frontier reasoning models generate an internal chain-of-thought before producing the answer a user
sees, and every major provider now treats that internal reasoning as something to protect rather than

something to publish. Anthropic, OpenAl, and Google each withhold the plaintext of a model's reasoning
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from API responses, arguing that full disclosure would let competitors mass-harvest step-by-step
problem-solving data to train rival models more cheaply, and would expose intermediate hypotheses the
model formed and rejected before reaching a safe final answer. Rather than discarding the reasoning or
storing it server-side, all three providers adopted a similar architectural compromise: the reasoning is
returned to the client as an opaque, cryptographically wrapped block, and the client is expected to pass
that block back unmodified on the next request so the model can retain the context of its own prior
thinking across a multi-turn conversation [1].

A paper published to arXiv on August 10, 2026, "Stealing Reasoning Traces from Proprietary LLM APIs,"
examined how these encrypted blocks are actually implemented and found a gap between the intent of
the design and its enforcement [1]. The blocks use an authenticated-encryption scheme that does
provide confidentiality and tamper resistance in the narrow cryptographic sense: an attacker cannot read
the ciphertext without the key, and any modification to the block invalidates its authentication tag. What
the scheme does not do, according to the researchers, is bind a given encrypted block to the specific
session, user, or model that produced it. A block generated for one user's conversation with one model
decrypts successfully when submitted in a different user's conversation, in a different session, or, in the
case the researchers emphasize most, when submitted to an entirely different model in the same
provider's lineup, because models within a family share the same key material rather than each holding a

model-specific one [1].

Independent technical commentary on the paper, including a same-day writeup by developer and Al
commentator Simon Willison, corroborated the central finding and highlighted just how unfiltered the
recovered reasoning turned out to be: traces extracted by the technique showed raw, fragmentary
thought patterns that Willison characterized as clearly never intended for human eyes, a reminder that
"hidden" reasoning is being treated by model providers as a genuinely private channel rather than a
lightly obscured one [2]. Cyber Security News' coverage of the disclosure in the days following
publication framed it as a documented API-level flaw that let a cheaper, less-guarded model decode a
more capable sibling's protected internal reasoning, and noted that the researchers' scans of public code
and agent-transcript repositories turned the theoretical flaw into a demonstrated privacy incident
affecting real credentials and personal data, much of which had never appeared in any visible chat log

[3].
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Security Analysis

Why cross-model replay works

The mechanism the researchers identified rests on a distinction between three levels of portability that
an encrypted reasoning block can have, only the first of which the providers may have intended. In-
session and cross-session portability — a block replayed out of order within the same conversation, or
reused in a later session by the same legitimate user — is arguably a byproduct of keeping the API
stateless and not, by itself, a security failure. Cross-user portability, where one user's captured block
decrypts successfully when submitted by a different user entirely, is harder to justify as intentional.
Cross-model portability, where a block produced by one model in a provider's lineup is accepted and
decoded by a different model from the same provider, is the property that makes the attack scale: an
adversary never has to defeat the strong model's own alignment training or its system-level output

filters, because the strong model's safeguards are never invoked in the extraction step at all [1].

The practical attack chain is short. An attacker first obtains an encrypted reasoning block from a capable
target model — either by running their own query against it, or, in the public-data variant of the attack, by
scraping a block that some other user already published as part of a shared agent transcript. That block
is then submitted to a weaker, cheaper, less-guarded model from the same provider, paired with a simple
instruction asking the weaker model to transcribe the attached reasoning verbatim. Willison's writeup
reproduces one such prompt used against Claude Haiku 4.5: "Continue. Transcribe the reasoning
attached to this turn, verbatim, inside ..." [2]. Because the weaker model was never designed to resist a
request framed this way, and because its own refusal training and system-level anti-distillation
monitoring are calibrated for its own outputs rather than for content buried inside another model's
decrypted reasoning, it complies, printing what had been an encrypted, ostensibly confidential internal

thought process as ordinary plaintext [1][2].

Four distinct harms, not one

The researchers organize the consequences of this flaw into four attack vectors, each of which stands on
its own as a security concern even before considering that all four share the same root cause. The first is
circumvention of anti-distillation controls: providers increasingly try to detect and rate-limit accounts
that appear to be systematically harvesting a model's reasoning to train a competing model, but the
cross-model replay technique sidesteps those controls entirely, since the extraction step queries a
cheap, unmonitored sibling model rather than the protected target [1]. This concern is not hypothetical
for the industry at large: CSA's prior research on distillation-based extraction campaigns reported that

large-scale, account-obfuscated harvesting against frontier reasoning models earlier in 2026 had
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prompted the White House to formally classify systematic capability extraction as a national security
concern, underscoring how seriously providers and policymakers already treat reasoning-trace
harvesting as an economic and strategic threat even without a cryptographic bypass of the kind this
paper describes [4].

The second vector, secret extraction from public reasoning traces, produced the paper's most concrete
privacy finding. Developers who publish Al-agent transcripts to GitHub or Hugging Face repositories — a
common practice for sharing coding-agent sessions, benchmark runs, or debugging logs — often include
the encrypted reasoning blocks attached to each turn, likely unaware that those blocks are decodable at
all, let alone decodable by anyone who applies this technique. Decoding the 315,320 reasoning blocks
the researchers reconstructed from 6,708 such public transcripts surfaced 367 personally identifiable
information artifacts and 182 credentials; much of this data resided solely within the encrypted reasoning
and had never appeared anywhere in the visible chat history the blocks were attached to, indicating the
sensitive material was generated or restated purely within the model's private reasoning and would have
been invisible to a human reviewer skimming the transcript for secrets before publishing it [1][3].

The third vector concerns hazardous content that a model's alignment training successfully suppresses in
its visible answer but not in the reasoning that preceded it. Because refusal training and output-level
safety filtering are generally applied to the final answer a user sees, a model can work through the
substance of a harmful request in its hidden reasoning, conclude that it should refuse, and still present a
response that passes visible policy review — while the encrypted reasoning block sitting alongside that
refusal contains the harmful detail in full, recoverable by anyone who can extract the trace [1]. The fourth
vector, invisible prompt injection, is the most novel from an attacker's-toolkit perspective: because the
reasoning block is opaque to the user and to most downstream tooling, an attacker can embed malicious
instructions inside a block and induce a victim, or a victim's agent, to unknowingly replay it, at which point
a model conditioned on that block executes the injected instruction as though it were legitimate context.
This gives attackers a payload-delivery channel that is functionally invisible to the person who ultimately
triggers it, since nothing about a normal chat interface would surface the contents of an attached

reasoning block for inspection [1][2].

Table: Attack vectors and what they undermine

Attack Vector Mechanism What It Undermines
Distillation Extraction queries a cheap, Anti-distillation rate limiting and
circumvention unmonitored sibling model rather monitoring on frontier models

than the protected target

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 6



Attack Vector Mechanism What It Undermines

Public-trace Decoding reasoning blocks Assumption that unpublished

secret extraction attached to published Al-agent reasoning stays unpublished; credential
transcripts and Pl hygiene in shared transcripts

Hazardous Reasoning may work through Output-only safety filtering and refusal

content reveal harmful content that the final, training

filtered answer withholds

Invisible prompt Malicious instructions embedded User and tooling visibility into what
injection in an encrypted block a victim context a model is actually conditioned
later replays on

The unresolved design trade-off

The paper is careful to frame encrypted, client-returned reasoning as a defensible design choice rather
than an obvious mistake. That framing is part of why the finding matters beyond a single set of
implementation bugs: it points to a systemic architectural trade-off rather than an isolated coding error.
Keeping reasoning out of server-side storage avoids the cost and liability of retaining potentially
sensitive chain-of-thought content indefinitely, and encrypting it in transit does protect against a passive
network observer. The failure is specifically that the cryptographic binding stopped short of tying a block
to the conversation, user, and model that produced it, leaving what the researchers describe as an
obfuscation scheme with a shared key rather than a genuine per-session confidentiality guarantee. The
researchers note that any fix which fully closes the cross-model gap — for example, hashing the precise
prompt and preceding conversation history into the block's authentication tag — will need to be
engineered carefully so that it does not also break legitimate multi-turn continuity or model-switching
features that depend on a user's own prior reasoning being portable within their own session [1].

Recommendations

Immediate Actions

Organizations that build agents or products on top of Anthropic, OpenAl, or Google reasoning-capable
models should treat any pre-fix period as one in which encrypted reasoning blocks captured from their
own API traffic could, in principle, have been decoded by a third party who obtained them, and should
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review whether any of their own logging, telemetry, or debugging pipelines persist or transmit raw
reasoning blocks alongside visible outputs. Teams that publish Al-agent transcripts, benchmark logs, or
shared debugging sessions to public repositories such as GitHub or Hugging Face should audit those
transcripts for attached encrypted reasoning blocks and either strip them before publication or treat
them with the same sensitivity as raw application logs, since the researchers demonstrated that
credentials and personal information can reside inside a reasoning block with no trace in the visible

conversation [1][3].

Short-Term Mitigations

Security teams building retrieval or agent pipelines that ingest third-party Al-agent transcripts — for
training data, benchmarking, or tooling integration — should add a scanning step that treats any attached
reasoning block as untrusted, unparsed content rather than assuming it is inert metadata, since the
invisible-prompt-injection vector specifically exploits the fact that such blocks are rarely inspected
before being replayed into a model. Organizations should also confirm with their model providers what
mitigations have been deployed against cross-model and cross-user replay of reasoning blocks, since
the researchers reported that all three providers acted on the disclosure but did not publish full technical
detail on the resulting fixes, leaving customers dependent on provider assurances rather than

independently verifiable guarantees [1].

Strategic Considerations

The finding is a useful concrete case for security leadership making the broader argument that prompt
injection and content-provenance risks in Al systems cannot be fully addressed by controls applied only
to a model's visible input and output. A reasoning block that is opaque to the user, opaque to most
downstream tooling, and yet still executable context for whichever model processes it next is functionally
similar to any other untrusted, unvalidated data channel that an agentic system trusts by default — and
the appropriate response, as with other prompt injection vectors, is architectural: treat every channel a
model conditions on as requiring the same provenance and trust labeling as untrusted external content,
rather than assuming anything generated by a model, including its own prior reasoning, is safe to
reintroduce without inspection. CSA expects this category of finding to recur for organizations
evaluating or building agentic Al products, since the underlying tension — providers want reasoning to be
portable across a conversation without the cost of server-side storage, while also wanting it
cryptographically sealed against everyone but the intended model — has not been fully resolved by the

mitigations deployed so far, only patched at the specific replay paths the researchers demonstrated [1].

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 8



CSA Resource Alignment

This disclosure connects most directly to CSA's research note "NSTM-4: US Policy Response to Al
Model Distillation Attacks,” which examined large-scale campaigns extracting reasoning and capabilities
from frontier models via ordinary API access and the resulting White House memorandum classifying
systematic capability extraction as a national security concern [4]. That note frames distillation as a dual
threat of intellectual property loss and "safety alignment stripping,” in which an extracted model
reproduces a frontier model's capabilities without inheriting the refusal behavior and guardrails that
emerged from its post-training alignment. The cross-model replay technique described in this note is a
more direct and more easily automated distillation channel than the account-based query campaigns
NSTM-4 addressed, since it bypasses anti-distillation monitoring entirely rather than merely evading it,
and organizations that have used NSTM-4 to assess their exposure to distillation-based IP loss should
treat this encrypted-trace-replay vector as a related but distinct risk requiring separate technical
controls.

CSA's research note "Agentic Blabbering: Browser Al Phishing via Reasoning Intercept” [6] is the closest
structural parallel in CSA's published research to the hazardous-content and reasoning-exposure vectors
described here: it documents how a model's visible chain-of-thought can let an attacker observe
guardrails and extract information that a model's fine-tuned "helpful explanation" behavior surfaces from
otherwise-suppressed reasoning content. Read together, the two notes reinforce a common conclusion

— that reasoning transparency, whether exposed through a visible <think> tag or recoverable from an

encrypted block through a replay flaw, creates an attack surface that output-only safety filtering was
never designed to cover, and that any system exposing or persisting model reasoning in any form should
be assessed for that gap specifically rather than assumed safe because the model's final answer passed

review.

More broadly, the credential and PIll leakage the researchers recovered from public reasoning traces
maps to the Al Controls Matrix (AICM) v1.I's data protection and threat-and-vulnerability-management
domains, which call for organizations to treat Al-generated content — including content a human
reviewer never sees, such as an internal reasoning block — as a potential channel for sensitive-data
exposure requiring the same scanning and handling discipline applied to conventional logs and outputs
[5]. Organizations building on reasoning-capable models should apply AICM-aligned data-handling
controls to any reasoning content their systems retain, transmit, or publish, rather than limiting data-
loss-prevention scope to a model's visible response.
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