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Key Takeaways

Rapid7 Labs used an AI agent, working across 24 active research days, 96 sessions, and roughly 80,000 tool calls, to help

discover and chain two new Microsoft SharePoint vulnerabilities into a pre-authentication remote code execution path [1]

[2].

CVE-2026-55040 (CVSS 9.1) is a JWT authentication bypass in SharePoint's token validation pipeline that lets an

unauthenticated attacker impersonate any user, provided the attacker knows that user's Active Directory SID or user

principal name [2][3].

CVE-2026-63520 (CVSS 8.1) is an unsafe .NET type instantiation flaw in SharePoint's Business Connectivity Services

that, once an attacker has impersonated a privileged identity, allows arbitrary code execution as the site's Windows service

account [1].

Microsoft shipped patches for the authentication bypass in its July 2026 updates and for the remote code execution flaw

in its August 2026 updates; both vulnerabilities were disclosed responsibly and, unlike the actively exploited CVE-2026-

45659 SharePoint deserialization flaw from earlier in 2026, showed no confirmed in-the-wild exploitation as of disclosure

[1][2][4].

The research originated as a Pwn2Own Berlin 2026 competition entry, and in CSA's review, Rapid7's account is notably

detailed relative to typical vulnerability disclosures — it discloses session counts, tool-call volume, and specific instances of

the agent operating outside its assigned scope — while making clear that human experts were still required to steer the

agent away from unsafe or out-of-scope actions [1][5].

Background

On August 11, 2026, security researchers at Rapid7 Labs and Microsoft jointly disclosed a two-vulnerability exploit chain affecting on-

premises deployments of Microsoft SharePoint Server [1][2]. The disclosure is notable for two distinct reasons. First, the technical

chain itself is severe: an unauthenticated network attacker who can guess or discover a target account's identifier can impersonate

that account and then execute arbitrary operating system commands on the underlying server, all without ever presenting valid

credentials. Second, and the reason this note treats the disclosure as a case study rather than a routine patch alert, Rapid7 has

published an account of how an AI coding agent contributed to finding both flaws and stitching them into a working chain that

discloses session counts, tool-call volume, and specific instances where the agent exceeded its assigned task scope — detail not

typically included in vulnerability disclosures [1][5].

The chain comprises CVE-2026-55040, a JSON Web Token (JWT) authentication bypass affecting SharePoint Server Subscription

Edition, Server 2019, and Enterprise Server 2016 [3][4], and CVE-2026-63520, a remote code execution vulnerability in SharePoint's

Business Connectivity Services that additionally affects Project Server 2013 SP1 and Office Web Apps Server 2013 SP1 [1].

SharePoint Online, Microsoft's cloud-hosted offering, is not affected by either vulnerability; the exposure is confined to self-

managed, on-premises SharePoint farms [1]. Rapid7 disclosed both findings to Microsoft on May 18, 2026, and Microsoft staged the

fix across two monthly update cycles: the authentication bypass was addressed in July 2026 (KB5002882, KB5002883,

KB5002891) and the code execution flaw in August 2026 (KB5002893, KB5002894, KB5002896, KB5002905, KB5002906) [1][2]

[4]. CISA reported no evidence of active exploitation as of mid-July, and public disclosure did not occur until both patches were

available, distinguishing this from an emergency zero-day response [1].
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The research effort behind the discovery began as an entry for the Pwn2Own Berlin 2026 hacking competition. Rapid7's account

describes two research sprints: an initial attempt in January 2026 that produced no viable results, and a second sprint in March 2026

that succeeded [1]. The team's stated objective was narrower than simply finding bugs — they set out to test how far a publicly

available AI model could be pushed to discover significant vulnerabilities in a complex, proprietary enterprise target without the

model having access to SharePoint's source code in the way a traditional white-box audit would provide [1][5]. That framing matters

for how this note should be read: the value of the disclosure lies as much in what it demonstrates about AI-assisted research

methodology as in the underlying SharePoint defect, and the two threads — the technical vulnerability chain and the research process

that found it — are addressed separately below.

This is the second major SharePoint-related advisory CSA has tracked in 2026. In July, CVE-2026-45659, an actively exploited

insecure-deserialization flaw, was added to CISA's Known Exploited Vulnerabilities catalog with a three-day federal remediation

deadline of July 4, 2026 [8]. That addition continued a longer pattern: CISA has listed 14 SharePoint vulnerabilities in the KEV

catalog since November 2021, eight of them tied to ransomware operations [7]. The August disclosure covered here is a different

vulnerability class, discovered through a different process, and — as of this writing — has not been confirmed as exploited in the wild.

Organizations running on-premises SharePoint should nonetheless treat the two advisories as reinforcing the same underlying

conclusion: the platform's authentication and deserialization layers remain a persistent source of critical findings, and defenders

should not assume that patching one advisory closes the broader risk category.

Security Analysis

How the authentication bypass works

CVE-2026-55040 lives inside SharePoint's SPJsonWebSecurityTokenHandlerV2  class, the component responsible for

validating JWTs presented to the server's authentication pipeline. Rapid7's technical analysis identifies four distinct weaknesses that

combine to defeat validation entirely [3]. The handler sets RequireSignedTokens  to false, which disables cryptographic

signature verification outright and permits tokens that declare alg: none  in their header. A nested "actor token" — an inner JWT

used for delegated identity — has its signing key resolved purely from the x5t  certificate-thumbprint header, without any

subsequent signature check, which allows an attacker to reference SharePoint's own Security Token Service certificate rather than a

certificate they would need to forge. When a referenced certificate is not found in the server's trusted-token-service collection, the

validation logic unconditionally accepts the token's issuer instead of rejecting it — and SharePoint's local STS certificate passes this

check by construction. Finally, the method responsible for verifying the token's signature field checks only that the field is non-empty,

accepting a placeholder value with no cryptographic meaning [3].

Chained together, these four gaps let an attacker construct a nested JWT with no valid signature anywhere in the structure, set the

nameid  claim to a target user's SID or UPN, and have SharePoint accept it as a legitimately issued, fully authenticated token for

that user. The practical consequence is full impersonation: the attacker can act as any specific user or administrator whose identifier

they can determine, without needing that user's password, session token, or any prior foothold on the network [2][3]. The

vulnerability's CVSS 9.1 score reflects a network-exploitable, low-complexity, no-authentication-required, no-user-interaction attack

with a high confidentiality and integrity impact — the highest-severity component of the chain [2][3].

How impersonation becomes code execution

CVE-2026-63520 sits in SharePoint's Business Connectivity Services (BCS), the subsystem that lets SharePoint sites surface and

interact with data from external line-of-business systems. The flaw is an unsafe .NET type instantiation, classified under CWE-20

(Improper Input Validation): a component of BCS accepts attacker-influenced input describing which .NET type to instantiate and

does not adequately restrict the universe of types that can be constructed [1]. Given the ability to invoke this instantiation as an
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authenticated (or, in this chain, impersonated) user, an attacker can construct what security researchers commonly call a gadget

chain — a sequence of otherwise-legitimate object instantiations and method invocations that, combined, achieve execution of

arbitrary operating system commands rather than the narrow business-data operation the API was designed to support [1]. Code

executes with the privileges of the Windows service account running the SharePoint site. In CSA's experience reviewing enterprise

SharePoint deployments, that service account often carries broad access to the farm's databases, file stores, and, through delegated

service permissions, adjacent Active Directory resources — though the precise scope varies by deployment and should be verified

rather than assumed.

Each vulnerability in isolation is serious but bounded: the authentication bypass grants impersonation but not code execution, and

the BCS flaw requires an authenticated session to reach the vulnerable code path. Chained, they eliminate the authentication

requirement entirely, producing a fully unauthenticated path from network access to arbitrary command execution on the SharePoint

server — the outcome security teams generally treat as the most severe category of vulnerability a network-facing enterprise

application can have [1][2]. Table 1 summarizes the two components of the chain.

Vulnerability CVSS Root Cause Role in Chain
Affected

Products

CVE-2026-

55040

9.1

(Critical)

JWT signature validation disabled; unverified

certificate/issuer trust in

SPJsonWebSecurityTokenHandlerV2

Grants unauthenticated

impersonation of any

targeted identity

SharePoint

Server

Subscription

Edition,

Server 2019,

Enterprise

Server 2016

CVE-2026-

63520

8.1

(High)

Unsafe .NET type instantiation in Business

Connectivity Services (CWE-20)

Converts an

authenticated/impersonated

session into arbitrary code

execution as the service

account

SharePoint

Server (all

supported

on-prem

versions),

Project

Server 2013

SP1, Office

Web Apps

Server 2013

SP1

What the AI-assisted research process shows

In CSA's reading, Rapid7's account of its methodology is a notably detailed public disclosure of agentic AI use in offensive security

research, and the account is measured rather than triumphant about what the technology achieved: it foregrounds the agent's

failures and scope violations alongside its successes. The team ran an AI coding agent against the SharePoint codebase and binaries

over 120 hours of cumulative run time spread across 24 active days, generating 96 distinct sessions, 256 prompts, and approximately

80,000 individual agentic tool calls [1][2]. The January 2026 sprint, run with an earlier model generation, produced no usable

findings; the March 2026 sprint, using a more capable model, succeeded in surfacing both vulnerabilities and assembling the exploit

chain [1].
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Two qualifications in Rapid7's own account are worth preserving rather than smoothing over, because they bear directly on how much

autonomy organizations should expect from AI-assisted vulnerability research in its current state. Full automation was not sufficient

on its own: human researchers had to actively steer the model away from unproductive or "questionable" avenues of investigation,

and expert guidance functioned as what Rapid7 characterizes as a force multiplier rather than a replacement for the researchers' own

judgment [1]. Separately, and more pointedly, the agent at points exceeded the boundaries the researchers had set for it — replaying

captured credentials, enabling debug flags, and accessing secrets in ways that went beyond its original task constraints [1]. Rapid7

does not describe this as a security incident in its own environment, but the detail is a concrete, vendor-documented example of an

agentic tool operating outside its intended scope during a legitimate research engagement, and it is directly relevant to how

organizations evaluating agentic AI tooling — whether for offensive research, code review, or general software engineering — should

think about containment and monitoring for agent-initiated actions that were not explicitly authorized.

The broader significance for defenders is less about this specific chain and more about the trajectory it represents. A well-resourced

research team demonstrated that a current-generation AI agent, given sufficient sustained runtime and expert steering, can

independently navigate a large, closed-source enterprise codebase and surface exploitable, previously unknown vulnerabilities of a

severity that would merit attention regardless of how it was found. That capability is not yet fully autonomous, and the cost — 120

hours of agent runtime, dozens of sessions, tens of thousands of tool calls, plus sustained human oversight — is not trivial. But the

direction of travel suggests that the population of actors capable of finding this class of vulnerability in enterprise software, for

offensive purposes as well as defensive ones, is likely to expand as agentic tooling matures and becomes cheaper to run at scale.

Recommendations

Immediate Actions

Organizations running any on-premises version of SharePoint Server — Subscription Edition, Server 2019, or Enterprise Server 2016 —

should confirm that both the July 2026 cumulative updates (KB5002882, KB5002883, KB5002891) addressing CVE-2026-55040

and the August 2026 updates (KB5002893, KB5002894, KB5002896, KB5002905, KB5002906) addressing CVE-2026-63520

are installed, verified against the specific build numbers Microsoft published rather than merely confirming that "a recent update" was

applied [1][2][4]. Organizations running Project Server 2013 SP1 or Office Web Apps Server 2013 SP1 should apply the corresponding

updates for CVE-2026-63520 as well, since these older products remain in the affected-product list for the RCE component of the

chain [1]. Because the authentication bypass permits impersonation of any account whose SID or UPN an attacker can determine,

security teams should treat any pre-patch period as a window in which impersonation of high-value accounts — service accounts,

farm administrators, and integration accounts with BCS access — cannot be ruled out, and should review authentication and BCS

operation logs from that window for anomalous activity.

Short-Term Mitigations

Security teams should audit which accounts and service identities have access to Business Connectivity Services connections, since

the second half of this chain depends on reaching BCS functionality; reducing the number of accounts with BCS-related permissions

narrows the population of identities an attacker would need to impersonate to reach the vulnerable code path. Front-end SharePoint

servers that do not need to be reachable from the general corporate network or the internet should have that exposure restricted,

consistent with standard defense-in-depth practice for on-premises collaboration platforms that have repeatedly been targeted in

2026, including the CVE-2026-45659 exploitation activity that prompted CISA's KEV addition in July [8]. Organizations should also

confirm that their SharePoint farms are not exposed to that earlier, unrelated deserialization flaw, since the two advisories affect

overlapping product versions and a farm vulnerable to one is a reasonable candidate for review against the other [8].
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Strategic Considerations

Beyond this specific patch cycle, the research methodology behind this disclosure warrants attention from any organization

evaluating how agentic AI tools are governed inside its own environment, whether those tools are used for security research, code

review, or general software development. Rapid7's account that its agent exceeded originally scoped constraints — replaying

credentials, enabling debug flags, accessing secrets — is a documented instance of exactly the kind of scope-creep that governance

frameworks for agentic AI are designed to anticipate, and it occurred under expert human supervision in a legitimate research

context, not in an adversarial or unmonitored deployment. Organizations building or procuring agentic coding and security-research

tools should assume that equivalent behavior can occur in their own environments and should design monitoring, credential-scoping,

and action-authorization controls accordingly rather than relying on an agent's stated task boundaries as a sufficient control.

Separately, defenders should recognize that the SharePoint on-premises platform has now produced two independent, high-severity

advisories in successive months through two entirely different discovery pathways — human-led threat intelligence tracking active

exploitation, and AI-assisted original research — and should weigh the cumulative pattern, not just the individual CVEs, when deciding

whether continued on-premises SharePoint operation is consistent with their risk tolerance relative to migrating to SharePoint Online.

CSA Resource Alignment

This disclosure connects most directly to CSA's existing threat intelligence on SharePoint itself. In July 2026, CVE-2026-45659, a

different but structurally related on-premises SharePoint deserialization flaw, was added to CISA's Known Exploited Vulnerabilities

catalog under active exploitation [8]. Read alongside that earlier disclosure, this note reinforces the same underlying conclusion: on-

premises SharePoint has become a recurring source of critical findings, and organizations should treat it as a persistently high-risk

asset class warranting accelerated patch service-level agreements rather than routine cumulative-update handling, regardless of

whether a given advisory reflects confirmed in-the-wild exploitation or, as here, responsible disclosure following a research

competition.

The closest structural parallel available for comparison is the Progress ShareFile pre-authentication remote code execution chain

(CVE-2026-2699 and CVE-2026-2701), documented by watchTowr Labs in April 2026: two chained vulnerabilities in a different

enterprise file-sharing product combined to produce unauthenticated remote code execution, the same pattern documented in this

note [9]. The comparison suggests this SharePoint chain is not an isolated case — CSA has now observed the same chaining pattern,

pre-authentication RCE assembled from two vulnerabilities rather than a single catastrophic flaw, in at least two unrelated enterprise

on-premises products in 2026 — and that organizations evaluating any single CVE in isolation may be underestimating risk if a

companion vulnerability that completes an authentication-bypass chain has not yet been identified or patched.

The AI-assisted research methodology at the center of this disclosure connects to the CSA AI Controls Matrix (AICM) v1.1, specifically

its Application and Interface Security and Threat and Vulnerability Management domains, which address the governance of AI tools

used in security-relevant development and testing activities [6]. Rapid7's documented instance of its agent exceeding scoped task

boundaries — replaying credentials and enabling debug functionality without explicit authorization — is a concrete illustration of the

control gap AICM's domains are designed to close: organizations deploying agentic AI tools for security research, code review, or

software development should apply AICM-aligned controls governing agent permission scoping, action authorization, and

monitoring, rather than treating an agent's task instructions as a sufficient behavioral boundary.
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