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Key Takeaways

e On August 19, 2026, the NSA, CISA, FBI, Department of Energy, and Environmental
Protection Agency issued a joint advisory (AA26-231A) warning that threat actors are actively
using Al-generated Python scripts, disquised as legitimate monitoring utilities, to conduct
reconnaissance and capability development against internet-exposed Siemens S7 Series
programmable logic controllers (PLCs) [1].

e The advisory covers the entire S7 product line — from the S7-200 through the S7-1500 F-
series safety controllers — and identifies Critical Manufacturing, Energy, Water and
Wastewater Systems, Chemical, Food and Agriculture, and Commercial Facilities as the most
heavily affected sectors, with potential exposure extending into the Defense Industrial Base
(121

e The agencies characterize the use of Al to generate exploitation scripts as an evolution in
offensive tradecraft that lowers the technical expertise and time barriers historically
associated with developing working ICS exploits, rather than as the discovery of novel
vulnerabilities [2][3].

e The observed activity follows a now-familiar pattern for opportunistic ICS intrusions —
internet scanning via services such as Censys and ZoomEye, identification of exposed and
outdated PLCs, and read/write access to device memory, configuration, and ladder logic via
the S7comm protocol using the snap7.dll and python-snap7 libraries — but Al tooling has
compressed the effort required to build and adapt that tradecraft [1][2][4].

e No specific threat actor has been publicly attributed, and no CVE numbers were disclosed
alongside the advisory; the agencies frame the activity as persistent reconnaissance and
capability development that could be positioning for future disruptive operations rather than
a confirmed disruption or safety incident to date [1][2].

Background

Programmable logic controllers from Siemens' S7 family are deployed extensively across the sectors
named in the advisory, running processes that include municipal water treatment, chemical batch control,
and manufacturing lines [1]. Many of these devices were engineered decades ago under an assumption

of physical isolation from untrusted networks, an assumption that has eroded steadily as operational
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technology (OT) environments have converged with corporate IT networks and, increasingly, with cloud
and remote-access services for monitoring and maintenance. The joint advisory published by NSA, CISA,
FBI, DOE, and EPA on August 19, 2026 formalizes a warning that this exposure is now being actively
probed at scale, and that the tooling behind the probing has changed in a way that should concern
defenders regardless of whether a specific device in their environment has yet been touched [1].

What the advisory describes is not a new vulnerability disclosure in the conventional sense. The agencies
did not publish CVE identifiers, and the underlying weaknesses — outdated firmware, weak or default
authentication, and PLCs reachable directly from the internet — are long-documented failure modes in
OT security rather than newly discovered flaws [1][4]. What is new, and what elevated this activity to a
joint five-agency advisory, is the observation that the actors' exploitation and reconnaissance scripts
show characteristics consistent with Al-assisted generation, and that this tooling is being used to
interact with S7 PLCs through the S7comm protocol in ways designed to mimic legitimate monitoring
software [2][3]. The agencies assess that this represents an evolution in offensive capability: Al
generation reduces the specialized ICS protocol knowledge and development time an attacker
previously needed to write working exploitation and reconnaissance code, a barrier that has historically

limited the pool of actors capable of operating confidently against industrial protocols like S7comm [2].

This disclosure arrives amid a broader pattern in 2026 disclosures, in which Al tooling has increasingly
appeared embedded in the reconnaissance, exploitation, and post-compromise phases of both state-
nexus and financially motivated intrusion campaigns, compressing timelines that previously constrained
attacker scale and sophistication [5]. The Siemens S7 advisory extends that pattern into the OT domain
specifically, a domain security researchers had until recently described as still lacking confirmed cases of
Al systems actively participating in attacks against physical industrial processes [5]. The advisory's own
framing — persistent reconnaissance and capability development rather than confirmed disruption —
suggests the activity may represent a precursor phase, in which actors are mapping exposed

infrastructure and validating tooling ahead of, rather than during, a disruptive operation [1][2].

Security Analysis

Attack methodology and the Al-generated tooling

The technical mechanics described in the advisory follow a sequence familiar to OT security
practitioners, even as the tooling behind it has changed. Actors begin with broad internet scanning using
commercial and open reconnaissance services, particularly Censys and ZoomEye, to enumerate devices
responding on TCP port 102, the port S7comm traffic traverses [2][4]. Once a candidate PLC is
identified, actors deploy custom Python scripts built on the snap7.dll and python-snap7 libraries — widely
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used, legitimate industrial automation tools that also happen to provide straightforward programmatic
access to S7comm read and write operations [1][2]. The advisory notes that these scripts are
deliberately structured to resemble legitimate monitoring software, a design choice the advisory flags as
complicating detection [1]. In practice, this favors defenders who rely on behavioral baselining of
engineering-workstation activity over signature- or reputation-based tooling, which the disguised scripts

are built to evade.

The distinguishing element the advisory highlights is not the protocol interaction itself but how the
scripts performing it were built. The agencies assess that Al generation is being used to produce this
exploitation and reconnaissance code, characterizing it as a capability evolution that shortens the
development cycle attackers need to go from identifying a target class of device to fielding working,
protocol-aware tooling against it [2][3]. This is consistent with a broader dynamic observed across 2026
disclosures: Al systems are, in most disclosed cases, accelerating and scaling the application of well-
understood techniques against known weaknesses rather than discovering novel vulnerabilities
themselves [5]. Security researchers monitoring the broader OT threat landscape have similarly noted
that no fully autonomous Al-driven attack on ICS/OT has yet been confirmed in the wild; Al's
demonstrated role so far is as an accelerant for reconnaissance, exploit development, and tooling
generation at a pace human developers would need considerably longer to match [5]. The Siemens S7
advisory is consistent with that assessment — the actors' objective, per the agencies, is establishing read
and eventually write access sufficient for reconnaissance and future capability, not yet documented

process disruption [1][2].

Scope of affected devices and exposure

The advisory's device coverage is notably broad, spanning the S7-200, S7-300 (314, 315, and 317 CPU
models), S7-400, S7-1200 (CPU 121C through 1217C variants), and S7-1500 families, including the F-
series safety controllers used in functional-safety applications [1][2]. Including safety-rated controllers in
the advisory's scope is significant: an actor who obtains read/write access to an F-series controller's logic
is not merely at risk of exposing production data or process configuration, but could be positioned to
interfere with the safety instrumented functions that plant operators rely on to prevent equipment
damage or physical harm during abnormal conditions. The advisory does not report a confirmed case of
safety-function tampering, but the breadth of the affected device list — spanning nearly three decades
of Siemens' S7 product evolution — signals that exposure is a function of deployment practice rather
than a single generation's design flaw.

Underlying exposure data from OT security research supports the advisory's urgency independent of the
Al angle. Industry vulnerability tracking has reported a near-doubling of disclosed ICS vulnerabilities year

over year, a trend that has drawn attention across the OT security research community in 2026 [5].
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Against that backdrop, an internet-exposed S7 PLC running outdated firmware is a device that
automated scanning infrastructure will locate quickly, and against which Al-generated tooling now lowers

the bar for producing a working interaction script once it is found.

Sector and safety implications

The sectors named in the advisory — Critical Manufacturing, Energy, Water and Wastewater Systems,
Chemical, Food and Agriculture, and Commercial Facilities, with potential Defense Industrial Base
exposure — share a common characteristic: each depends on PLCs to translate control-room decisions
into physical actuation of valves, pumps, motors, and safety interlocks [1][2]. Water and wastewater
utilities in particular have already been directly named in sector guidance responding to the advisory,
reflecting both the sector's history of drawing scrutiny for exposed or thinly protected internet-facing
control systems and the acute public-safety consequences of a successful disruption to treatment or
distribution processes [6]. The advisory's emphasis on reconnaissance and capability development,
rather than a confirmed disruptive incident, gives asset owners in these sectors a narrow but real window
to close exposure before any actor — Al-assisted or otherwise — moves from mapping a target to acting

against it.

Table 1summarizes the advisory's core findings against the specific defensive gaps they expose.

. N . Primary Consequence if
Advisory Finding Underlying Gap Unadd d
naddresse

Internet-exposed S7 PLCs
identified via

Censys/ZoomEye scanning

Al-generated scripts disguised

as monitoring tools

Coverage spans S7-200
through S7-1500 F-series

Reconnaissance-stage activity
with no confirmed disruption
yet reported

PLCs reachable from the
internet without network

segmentation

Lack of behavioral baselining

for S7comm traffic

Outdated firmware and
default/weak authentication

across device generations

Advisory issued before, not

after, a disruptive event

Actors can locate targets
faster than defenders can

inventory them

Malicious read/write activity
blends in with legitimate

engineering traffic

Broad, multi-generation
attack surface regardless of

plant modernization stage

Defensive window exists now
but will close as actors

validate tooling
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Recommendations

Immediate Actions

Asset owners in the named sectors should complete an inventory of every Siemens S7 Series PLC in
their environment, including those managed by third-party integrators or managed service providers,
and confirm which devices are reachable from the public internet, whether directly or through
inadequately segmented remote-access paths [1][6]. Any S7 device found reachable from the internet
on TCP port 102 should be removed from direct exposure immediately, either by placing it behind a
properly configured firewall and VPN or by physically disconnecting the exposed path, since the
advisory's scanning-based targeting pattern means exposed devices are likely to be located quickly
regardless of an organization's size or profile [1][4]. Security teams should also hunt for the specific
behavioral indicators the advisory and related analysis have published: S7comm connections originating
from unexpected engineering workstations, PLC read or write activity occurring outside scheduled
maintenance windows, unexplained Python processes loading snap7.dll on hosts that should not be

running such software, and clusters of scanning activity against port 102 from external IP ranges [4].

Short-Term Mitigations

Organizations should apply the latest available Siemens security updates to all in-scope S7 devices and
require password protection on every controller, since default or minimal credentials remain one of the
advisory's cited enablers of initial access [1][2]. Where legacy devices cannot be patched or reconfigured
without a planned outage, compensating controls — including protocol-aware ICS monitoring capable of
establishing an S7comm traffic baseline, strict access-control lists limiting which engineering
workstations may communicate with each PLC, and blocking TCP port 102 at the network perimeter —
should be treated as interim requirements rather than optional hardening [1][4]. Because the advisory's
central concern is Al-generated tooling that mimics legitimate monitoring software, security teams
should also extend code-review and provenance-checking practices to any Al-assisted scripts their own
engineering or OT teams use for legitimate diagnostics, since a tool built to look like authorized
monitoring software is, by design, difficult to distinguish from the genuine article without independent

verification of its origin and behavior.
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Strategic Considerations

The advisory's core assessment — that Al generation is lowering the technical barrier to developing
working ICS exploitation tooling — has implications that outlast this specific campaign. Organizations
should expect the population of actors capable of interacting confidently with industrial protocols like
S7comm, Modbus, or DNP3 to expand as Al-assisted development continues to compress the
specialized-knowledge requirement that has historically constrained OT-focused threat actors to a
smaller, more sophisticated pool. Security programs should factor that trend into OT risk assessments
now, treating any internet-exposed or thinly segmented ICS asset as a near-term target regardless of
whether it has previously drawn attacker attention, rather than assuming obscurity or a narrow attacker
skill pool will continue to provide protection. Longer term, asset owners should pursue the kind of
systematic network segmentation, credential hardening, and continuous monitoring that reduces
reliance on an attacker's technical sophistication as the primary defensive variable, since that variable is

precisely the one Al-generated tooling is eroding.

CSA Resource Alignment

CSA's Zero Trust Guidance for Critical Infrastructure provides the most directly applicable framework for
the mitigations this advisory calls for. Its five-step implementation process — defining the protect
surface, mapping operational flows, building a Zero Trust architecture, creating enforcement policy, and
continuous monitoring — maps cleanly onto the specific gaps AA26-231A identifies: internet-exposed
PLCs represent an undefined protect surface, and the absence of S7comm traffic baselining reflects a
monitoring capability the guidance treats as a foundational Zero Trust control for OT environments. The
guidance's documented findings that a substantial share of OT systems run outdated software and are
directly internet-connected underscore that the exposure pattern this advisory describes is not an
isolated lapse but a persistent, sector-wide condition the Zero Trust approach is designed to address

systematically rather than device by device.

CSA's Legacy Infrastructure: The Al Agent Security Blind Spot frames a closely related dynamic from the
opposite direction: where that research examines how Al agents inherit risk by connecting into vulnerable
legacy OT and identity infrastructure, the Siemens S7 advisory shows attackers using Al to generate the
tooling that exploits that same legacy exposure directly. Both documents converge on the same
structural conclusion — that legacy OT systems, whether accessed by an organization's own Al agents or
targeted by an adversary's Al-generated scripts, constitute an attack surface that Al-specific controls
alone cannot close, and that closing it requires the kind of legacy-system hardening, segmentation, and

access governance neither document treats as optional.
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https://cloudsecurityalliance.org/artifacts/zero-trust-guidance-for-critical-infrastructure
https://labs.cloudsecurityalliance.org/research/csa-research-note-legacy-infrastructure-ai-agent-systemic-at/

For organizations building a governance basis to prioritize the patch, segmentation, and monitoring
investments this advisory recommends, CSA's Al Controls Matrix (AICM) vI1.] offers control domains
covering vulnerability and threat management alongside logging and monitoring that extend naturally to
Al-generated attack tooling as a distinct risk category. Applying the AICM's vulnerability management
domain to OT assets gives security teams an auditable structure for tracking which S7 devices have been
inventoried, patched, and brought under monitoring in response to this advisory, rather than treating the

response as a one-time scanning exercise.
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https://cloudsecurityalliance.org/artifacts/ai-controls-matrix-v1-1
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