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Key Takeaways

A financially motivated operator used three open-source AI agent frameworks working in concert to

breach at least 27 online retailers and other companies between July and September 2026, exfiltrating

more than 600,000 credit card records and installing payment skimmers on more than 100 websites [1]

[2][3]. Security firm Gambit Security recovered the operator's exposed staging server and

reconstructed the campaign in detail, finding that the human behind it issued only brief, high-level

instructions in Chinese-language commands while the agents autonomously handled reconnaissance,

exploitation, lateral movement, credential theft, and skimmer deployment [1][4]. The economics stand

out as the most consequential finding, in this analysis: the operator's own cost accounting put the

average spend at $25.46 per breached target, ranging from $3.13 to $79.31, against a haul of hundreds of

thousands of validated payment card records [4]. This suggests that autonomous, AI-orchestrated

intrusion and skimming may now be within reach of a broader population of financially motivated actors

than the smaller set of technically sophisticated crews that have historically run Magecart-style

campaigns, and points to an operational tempo — dozens of parallel attack projects sustained for weeks

with minimal human oversight — that agentic tooling makes newly accessible.

The campaign also surfaced what appears to be a previously undocumented failure mode: one of the AI

agents was instructed to erase evidence of the theft by wiping source database fields after extraction,

and in at least one case this automated cleanup routine malfunctioned and dropped 180 database tables

at a victim organization, including that organization's own backup tables [1][4]. This blurs the line

between data theft and destructive impact and suggests that agent-driven attacks introduce new

categories of unintended collateral damage that defenders have not previously had to model. CSA's AI

Safety Initiative assesses this campaign as further confirmation of a broader 2026 shift toward

autonomous, tool-orchestrating threat actors that its research has tracked throughout the year, rather

than as an isolated incident.

Background

Payment card skimming — the covert insertion of malicious JavaScript into e-commerce checkout flows

to capture card data at the point of entry — has been a persistent threat since the rise of Magecart-style

attacks in the late 2010s. What has changed is not the objective but the labor required to achieve it.

Historically, running a skimming campaign at the scale documented here required a team with
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meaningful expertise in web application exploitation, cloud infrastructure, JavaScript injection

techniques, and operational security to avoid detection. The campaign that Gambit Security uncovered

replaces most of that expertise with three coordinated, open-source AI agent harnesses: Strix, an AI-

powered penetration-testing tool used for vulnerability discovery; Cairn, an autonomous exploitation

engine that converts discovered vulnerabilities into working footholds; and Hermes, a campaign-

orchestration platform with a library of more than 120 skills — the majority of them offensive in nature —

that sequenced the operation end to end. Each tool relied on a different large language model for its

tactical decisions: Hermes ran on Anthropic's Claude Opus 4.6 for orchestration, while Strix and Cairn

drew on the Chinese-developed models GLM and DeepSeek respectively for scanning and exploitation

[1][2][4].

The operator's workflow, as reconstructed from the recovered staging server, followed a clear division of

labor between the three tools. Strix ran 146 scanning sessions across 138 candidate hosts between

August 23 and 31, 2026, consuming 633 hours of scanner time compressed into 195 wall-clock hours — a

tempo the researchers described as one no human team could sustain [3][4]. Targets were prioritized

using a commercial website-traffic-ranking service, allowing the operator to focus computing spend on

retailers running custom storefront software the operator apparently assessed as likely to carry

unpatched vulnerabilities. Once Strix identified a viable entry point, Cairn took over exploitation, and

between September 10 and 15 it launched 105 distinct attack projects, achieving footholds through

varied chains that included unauthenticated SQL injection, plaintext one-time-password bypass of

multi-factor authentication, web shell deployment, privilege escalation via misconfigured sudo rules, and

lateral pivots through exposed network file shares to reach cloud credentials and Magento database

contents [1][4]. Hermes then directed post-exploitation activity, including the theft of encryption keys

needed to decrypt stored card numbers and the injection of skimmer code through methods ranging

from appending malicious JavaScript to legitimate site files, to poisoning content delivery network and

object storage buckets, to modifying Kubernetes deployment configurations and scheduling cron jobs

that re-injected the skimmer every two minutes to defeat manual remediation [1][3][4].

Confirmed victims spanned a Fortune 500 hospitality company, a major U.S. airline, a large industrial-

supplies distributor, an online fashion retailer, and a bicycle retailer, among others that Gambit Security

has not yet named publicly [1][3]. Anti-fraud firm Overwatch Data validated more than 600,000 of the

stolen credit card records as still active, with roughly 79 percent belonging to U.S. cardholders [4], and a

payment processor separately confirmed that at least 60 percent of a sampled batch had not previously

been flagged for fraud [3] — a pattern this analysis reads as an indicator that the stolen data had not yet

been resold or misused at the time of discovery. Gambit Security has worked with the Shadowserver

Foundation and Cloudflare to take down elements of the attacker's infrastructure, but the researchers

reported that the operator has repeatedly rebuilt the infrastructure and the campaign was still active

when the report was published on September 22, 2026 [3][4].
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Security Analysis

The most significant shift this campaign appears to represent is not technical novelty in the exploitation

techniques used — SQL injection, credential harvesting, and skimmer injection are well-understood

attack patterns that predate agentic AI by many years — but the compression of the labor and expertise

required to execute them at scale. The recovered command logs showed that across 260 Hermes

sessions the human operator issued only 1,951 commands, most of them short directives such as "read

the vulnerability report and start" [4]. The agents then autonomously selected targets, chose

exploitation paths, adapted to unexpected conditions such as misconfigured permissions, and executed

multi-step attack chains without further human review. This pattern mirrors what CSA's AI Safety

Initiative has previously documented in cases such as the Hermes-and-DeepSeek reconnaissance

campaign against internet-facing n8n instances, where a threat actor deliberately selected a model with

weaker safety constraints and let it survey hundreds of thousands of targets with minimal supervision [5].

The recurrence of the Hermes framework across independently reported campaigns suggests that

particular open-source agent harnesses are becoming default tooling for financially motivated actors in

the same way that commercial penetration-testing frameworks such as Cobalt Strike became default

tooling for an earlier generation of intrusions.

The cost structure disclosed in this campaign is among the clearest quantitative data points to date

suggesting that agentic AI has lowered the financial barrier to running a payment-skimming operation at

scale. A marginal cost of roughly $25 per targeted retailer, paid through commercial model-access

services, is almost certainly a small fraction of the analyst-hours a human-driven engagement of

comparable scope would require, though the campaign report does not provide a directly comparable

human-labor cost baseline. Even without that baseline, the figure implies that an attacker with a few

thousand dollars of budget could pursue dozens of targets in parallel rather than sequentially. This

economic argument parallels findings in CSA's research on the evolution of LLMjacking, which

documented that stolen or purchased AI compute is increasingly being routed directly into autonomous

offensive tooling rather than resold for cryptomining or inference arbitrage, turning AI infrastructure

access itself into attack infrastructure [6]. Where LLMjacking research focused on the theft of AI

compute as the enabling resource, this campaign shows a variant in which the operator paid for

legitimate commercial API access and still achieved a marginal cost low enough to suggest that stolen

access provides no decisive cost advantage over legitimate purchase for this category of attack.

The database-wiping incident also deserves attention as a distinct risk category. Agent-driven attacks

that include automated post-exploitation cleanup routines — in this case, a Hermes skill explicitly named

for wiping source fields after card data extraction — introduce a mode of unintended, uncontrolled

destructive impact that is different from either deliberate ransomware-style destruction or accidental

operator error. This suggests that a bug or edge case in the cleanup skill's logic — which dropped 180
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tables, including victim backups, rather than the intended narrow set of fields — may have propagated

without a human in the loop to catch it before damage occurred [1][4]. Enterprises should treat this as a

preview of a broader pattern: as autonomous agents take more consequential actions during an

intrusion, the blast radius of an agent's own errors, not just its intended malicious actions, becomes part

of the incident's impact.

Finally, the pattern of financially motivated, commodity-scale actors adopting agentic tooling that had

previously been associated with more sophisticated or state-linked operators is consistent with CSA's

research documenting the UAT-10147 intrusion set, in which a financially motivated, Chinese-speaking

group integrated AI-assisted tooling into a high-volume commodity intrusion campaign and produced

defense-evasion capabilities once reserved for nation-state adversaries [7]. Read together, these three

cases suggest that the barrier to assembling an effective agentic attack pipeline may be falling toward

the level of configuration effort — selecting and wiring together existing open-source frameworks and

commercial model APIs — rather than requiring bespoke tool development, with early signs that this

capability diffusion is reaching financially motivated crews targeting retail and e-commerce

infrastructure specifically.

Recommendations

Immediate Actions

Organizations operating e-commerce checkout flows should audit checkout-page JavaScript and

content security policy configurations now, given that this campaign's injection methods included

legitimate-file tampering, script-tag insertion, and content delivery network or object storage poisoning

that standard web application firewalls frequently miss. Security teams should also review cloud storage

bucket permissions, Kubernetes deployment configurations, and cron scheduling for unauthorized

entries, since the operator used all three as persistence mechanisms for re-injecting skimmers after

removal. Given the confirmed use of plaintext one-time-password bypass in at least one attack chain,

organizations should verify that multi-factor authentication implementations validate one-time codes

through properly rate-limited, server-side checks rather than client-visible plaintext comparison.

Short-Term Mitigations

Retailers and payment processors should treat any internet-facing application with a history of SQL

injection findings, misconfigured sudo rules, or exposed network file shares as a high-priority

remediation target, since this campaign's attack chains chained exactly these commodity
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misconfigurations into full compromise. Security teams should also implement subresource integrity

checks and runtime monitoring on checkout-page scripts specifically, since traditional file-integrity

monitoring cycles are too slow to catch skimmers that re-inject every two minutes. Organizations should

establish monitoring for anomalous outbound API traffic to commercial LLM providers from application

servers and CI/CD environments, since this campaign's agent-orchestrated activity generated high-

volume, machine-paced API call patterns that differed from typical human operator behavior — a pattern

likely to recur in similar agent-driven attacks.

Strategic Considerations

Enterprises should incorporate agentic AI attack scenarios into their threat models for retail and

payment infrastructure specifically, rather than treating agentic AI risk as a generic or future-facing

concern, given that this campaign demonstrates the capability is already commoditized and in active use

against the retail sector. Security leadership should also reassess the assumption that limited attacker

budget or headcount constrains the scale of intrusion campaigns an organization might face, since a

marginal cost near $25 per target substantially reduces cost as a deterrent for a financially motivated

actor pursuing dozens of retailers in parallel. Finally, organizations should build incident response

playbooks that account for autonomous post-exploitation actions with unpredictable blast radius, such

as automated data-wiping routines, rather than assuming that observed attacker behavior will remain

within the bounds of a human-paced, deliberate attack sequence.

CSA Resource Alignment

This campaign's core dynamic — a financially motivated actor wiring commercial and open-source AI

agent frameworks together to conduct autonomous, multi-stage intrusions at a fraction of historical cost

— is the subject of CSA's research note Autonomous AI Attack Pipelines Move Into the Field [5], which

documented a separate operator wiring the Hermes agent framework to the DeepSeek model for large-

scale, largely unsupervised reconnaissance and exploitation, and concluded that such pipelines represent

a durable operational shift rather than a one-off event. The recurrence of the Hermes framework across

both campaigns, and the shared pattern of an operator selecting AI models based on weak safety

constraints for offensive use, corroborates that finding directly.

The commoditization of agentic tooling among financially motivated, non-state actors specifically is

examined in CSA's research note UAT-10147: Agentic AI Operationalized in Commodity Intrusions [7],

which found that a financially motivated intrusion group used AI-assisted tooling to compress the

engineering effort behind advanced defense-evasion techniques across a high-volume commodity
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campaign. That finding maps closely onto the retail-skimming campaign analyzed here, in which a single

operator sustained 105 parallel attack projects in under a week using autonomous exploitation and

orchestration agents. A related case, CSA's analysis of Hugging Face's Autonomous AI Agent Breach [9],

documented one of the first publicly disclosed production breaches driven end to end by an autonomous

AI agent, reinforcing that autonomous agents are already producing real-world security incidents beyond

the retail-skimming context examined here.

The economic dimension of this campaign — an average marginal cost of $25.46 per breached target —

extends the argument made in CSA's research note LLMjacking Evolves: Stolen AI Compute as Attack

Infrastructure [6], which documented that access to AI compute, whether stolen or legitimately

purchased, is increasingly being routed directly into autonomous offensive tooling rather than resold,

making AI infrastructure access itself a form of attack infrastructure. Organizations building defensive

controls against this class of threat should map their agent-facing exposure — including API access

monitoring and behavioral anomaly detection for AI-driven traffic patterns — against the control domains

in CSA's AI Controls Matrix (AICM) v1.1 [8], particularly the domains covering threat and vulnerability

management and application and interface security, which extend CSA's Cloud Controls Matrix baseline

to account for AI-specific and agentic risk.
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