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Key Takeaways

Cisco Talos disclosed CLOSEDQUORUM on September 22, 2026, describing it as the first publicly
documented Windows implant to delegate tactical command-and-control decisions to a panel of large
language models rather than a human operator [1]. The malware queries up to four Al providers, Google
Gemini, DeepSeek, Qwen, and Mistral, presents each with a fixed menu of post-compromise actions,
and executes whichever choice receives a plurality of votes, with DeepSeek holding a tiebreaker role [1]
[2]. No confirmed in-the-wild deployments exist as of publication, and the publicly analyzed sample
contained placeholder API keys and a dummy Discord webhook, indicating a development or proof-of-
concept build rather than an operational campaign [3][4]. Even so, the design shows that current-
generation Al services can be used for a bounded portion of an intrusion's tactical decision-making, a
capability that fits the broader pattern of Al-integrated malware CSA has been tracking throughout
2026 [8][9]. In CSA's assessment, defenders retain meaningful visibility, because the observable
mechanics of compromise — credential dumping, process injection, and persistence — remain unchanged

even when the decision layer above them is Al-driven [1][2].

Background

Talos researchers built the CLOSEDQUORUM analysis on top of CAIRN, an open-source research toolkit
the team released the same week specifically to track Al-integrated malware as a distinct and growing
category [1][4]. The binary itself is a 16.4 MB, 64-bit Go executable that, once it establishes a foothold
on a Windows host, gathers basic reconnaissance and passes that context to each configured Al provider
in sequence [1]. Every provider receives an identical system prompt instructing it to act as an "advanced
malware strategist” and to return only an executable decision constrained to a defined schema covering
the chosen action, its rationale, the target process, and any exploitation or evasion parameters [1]. This
differs from other Al-integrated malware reported earlier in 2026, which has generally described a single
model rewriting or obfuscating code rather than selecting the attack's next action [8][9].
CLOSEDQUORUM instead treats the models as an ensemble of independent tactical advisors, and its
"closed quorum" name reflects the design intent that the decision loop closes among the Al voters
themselves without any human operator in the loop [1][2].
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The malware's decision menu is limited to four capability modules: steal, inject, persist, and move,
though the distributed sample Talos analyzed lacked a functioning handler for the move option [1]. When
the voting outcome favors theft, CLOSEDQUORUM dumps LSASS process memory to harvest
Windows credentials, extracts saved passwords from Chrome, Edge, and Firefox, and searches for
cryptocurrency wallet artifacts associated with MetaMask, Exodus, and Ethereum clients [1][2]. The
inject module offers process hollowing or asynchronous procedure call injection as delivery techniques,
while the persist module can establish footholds through registry Run keys, scheduled tasks, or WMI
event subscriptions [1][3]. Rather than routing stolen data to a dedicated command-and-control server,
the malware encrypts exfiltrated material with AES-256-GCM using a key derived from the current date,
base64-encodes the result, and transmits it in roughly 1,900-byte segments over a Discord webhook at
one-second intervals [1][2]. In CSA's observation, this choice mirrors a broader pattern in which
attackers repurpose legitimate collaboration and messaging platforms as covert channels, reducing the

infrastructure footprint that defenders can otherwise fingerprint and block.

Talos connected development artifacts in earlier build iterations to a threat actor active on carding-
focused criminal forums since 2025, suggesting the developer's background is in financially motivated
fraud rather than nation-state operations [1][3]. The public sample reflects roughly a seven-day
evolution chain of development builds culminating in the version Talos obtained, and researchers
characterize the operating model as consistent with a customization service in which operators receive
binaries pre-configured with their own Discord webhook and Al provider API keys [1]. Multiple outlets
corroborated the core technical findings independently, including BleepingComputer, The Register,
Security Affairs, and The Hacker News, each confirming the four-model voting mechanism, the capability

module structure, and the absence of confirmed real-world deployment [2][3][5][6].

Security Analysis

CLOSEDQUORUM's significance lies less in its individual capability modules, which resemble techniques
long documented in commodity infostealers, and more in what Talos analyst Ryan Fetterman described
as "effort displacement”: the removal of the human bottleneck that has historically constrained how
much of an intrusion can proceed without operator attention [3]. Human operators are limited by
working hours, cognitive load, and the practical difficulty of monitoring many simultaneous
compromises. An implant that can independently decide whether to steal credentials, inject into a
process, or persist on a host removes that constraint for a bounded slice of the attack chain, even though
the malware still depends on an initial infection vector and pre-defined capability modules that its
designers, not the Al, created [1][3]. In CSA's assessment, this distinction matters for how the threat
should be categorized: CLOSEDQUORUM does not represent generalized autonomous attack planning
so much as a constrained decision-routing layer bolted onto conventional post-compromise tooling.
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The plurality-voting architecture, in which four separate commercial Al providers must independently
reach a compatible recommendation before an action executes, introduces both a novel evasion
consideration and a potential detection opportunity. On one hand, distributing the decision across
multiple providers could complicate attribution and disrupt defenses tuned to a single vendor's API
behavior or model fingerprint. On the other hand, in CSA's view, the requirement to contact several
distinct Al providers in a short window, combined with the credential-theft and persistence activity that
follows a "steal" or "persist" vote, creates a correlated behavioral signature that is likely harder for an
attacker to mask than any single indicator. This reflects a theme CSA has emphasized across its 2026
research on Al-integrated malware: attacks that push decision-making into the Al layer do not thereby
become invisible to conventional detection, because the actions those decisions produce, memory
access, code injection, registry modification, still occur on the endpoint where established telemetry

sources can observe them [8].

CLOSEDQUORUM also illustrates an operational-security tension that developers of Al-integrated
malware must navigate. Embedding live API keys for four commercial Al providers inside a distributed
binary creates a traceable artifact that security researchers can extract and potentially use to identify
the operator's accounts, a risk the developer of the analyzed sample appears to have mitigated by
shipping placeholder credentials in the public build [1][4]. This suggests that widespread operational
deployment of this exact architecture may require either a proxy layer to obscure API usage or a shift
toward locally hosted, open-weight models that avoid dependence on commercial provider accounts
entirely. Whether CLOSEDQUORUM's developer or successors pursue that path is not yet known, but
the choice has direct implications for which detection strategy, network egress monitoring for
commercial Al APIs versus endpoint detection of local model runtimes, will prove more durable against

the next iteration of this malware family.

Finally, in CSA's observation, the malware's reliance on Discord as an exfiltration channel rather than a
purpose-built command-and-control server is consistent with a broader trend of attackers abusing
legitimate collaboration platforms to blend malicious traffic with ordinary user activity. Combined with
the Al-driven decision layer, this design choice means that neither the exfiltration channel nor the
decision-making mechanism presents attackers with unique infrastructure to build or defenders with a
single indicator to block; the response instead depends on correlating multiple simultaneous, individually
plausible behaviors, exactly the kind of detection engineering shift CSA has urged in response to other

Al-integrated and semantic malware disclosed earlier in 2026 [8].
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Recommendations

Immediate Actions

Security teams should update detection logic to alert on the co-occurrence of LSASS memory access,
process injection techniques, and outbound connections to multiple distinct Al provider domains from
the same host within a short time window, since this combination is a strong candidate signature for
CLOSEDQUORUM's architecture, though teams should validate false-positive rates against their own
population of legitimate multi-provider Al integrations before treating it as a high-confidence indicator
[1[3]. Endpoint detection and response platforms should also be tuned to flag Discord webhook traffic
that follows immediately after credential-access behavior, and organizations should inventory which
endpoints and user roles have a legitimate business need to reach commercial Al provider APIs directly

from unmanaged or unexpected processes [1][3].

Short-Term Mitigations

Organizations should deploy or verify Credential Guard and LSA protection across Windows fleets to
raise the cost of the LSASS-dumping technique that CLOSEDQUORUM's steal module relies on, and
should reduce standing local administrator rights where feasible to limit the blast radius of successful
credential theft [7]. Application control and allowlisting should be extended to cover the categories of
unsigned or unusual Go-compiled binaries that this malware family represents, and network egress
policies should restrict outbound access to only approved Al service endpoints and collaboration
platforms, flagging or blocking traffic to services with no established business justification [3]. Incident
response playbooks should be updated to include a scenario in which credential theft, wallet exposure,
and browser password compromise occur together, since CLOSEDQUORUM's steal module targets all

three simultaneously.

Strategic Considerations

Enterprises should treat the emergence of Al-voting architectures like CLOSEDQUORUM  as
confirmation that detection engineering must continue shifting from static indicators toward behavioral
correlation across the kill chain, a transition CSA has recommended in connection with other Al-
integrated and context-resident malware disclosed throughout 2026 [8][9]. Security leaders should also
consider that the barrier to building an Al-decision layer on top of existing infostealer and injection
tooling now appears lower than previously assumed, meaning similar architectures may proliferate

among financially motivated developers who previously lacked the technical sophistication to build fully
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autonomous tooling. Organizations operating threat intelligence or detection engineering functions
should monitor Cisco Talos's CAIRN project and comparable open-source tracking efforts for follow-on
disclosures, since the field is likely to see iterative variants that address the operational security
weaknesses, such as embedded live API keys, present in this initial public sample [1][4].

CSA Resource Alignment

This disclosure connects most directly to CSA's research note Semantic Malware: Why Promptware
Breaks Process-Lineage Detection (July 2026), which argues that Al-integrated attacks require
detection engineering to move beyond static process-lineage and signature assumptions toward
behavioral correlation across the kill chain [8]. CLOSEDQUORUM supports that argument: its individual
actions, credential dumping, injection, persistence, are each well understood by conventional endpoint
tooling, but the correlated pattern of Al-provider queries alongside those actions is the signal that
actually distinguishes it from unrelated legitimate activity, consistent with the detection paradigm shift
that note recommends.

CSA's research note macOS.Gaslight: Weaponizing Prompt Injection Against Al Triage (June 2026)
documents a related but distinct pattern in which malware treats Al systems as an adversarial target to
evade rather than as a decision-making resource to consult [9]. Read together, Gaslight and
CLOSEDQUORUM show that 2026 malware development has begun engaging with Al systems from
both directions simultaneously, attacking the Al analyst on one hand and recruiting Al models as tactical

advisors on the other, a pattern worth watching for convergence in future implants.

Because CLOSEDQUORUM's capability modules map to well-established threat and vulnerability
management concerns, credential access, code injection, and persistence, organizations should also
anchor their control review in the Al Controls Matrix (AICM) v1.1 [10], particularly its threat and
vulnerability management and logging and monitoring domains, when assessing whether existing
controls provide adequate coverage against Al-orchestrated variants of conventional post-compromise

tradecraft.

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 7


https://labs.cloudsecurityalliance.org/research/csa-research-note-semantic-malware-promptware-20260716-csa-s/
https://labs.cloudsecurityalliance.org/research/csa-research-note-semantic-malware-promptware-20260716-csa-s/
https://labs.cloudsecurityalliance.org/research/csa-research-note-gaslight-dprk-prompt-injection-antimalysis/

References

[1] Talos Intelligence Group. "The Closed Quorum: Inside the first reported autonomous Al C2 implant."
Cisco Talos Blog, September 22, 2026.

[2] Bill Toulas. "New ClosedQuorum Windows malware uses Al for attack decisions.” BleepingComputer,
September 2026.

[3] Connor Jones. "Windows CLOSEDQUORUM malware uses Al models to autonomously select post-c

ompromise actions.” The Register, September 22, 2026.

[4] Help Net Security. "Researchers uncover malware that uses Al to choose its next move." Help Net
Security, September 22, 2026.

[5] Pierluigi Paganini. "CLOSEDQUORUM, the malware that asks four Al models what to do next."
Security Affairs, September 2026.

[6] The Hacker News. "This Windows Malware is Built to Let Up to Four Al Models Vote on Its Next Mov
e." The Hacker News, September 2026.

[7] eSecurity Planet. "CLOSEDQUORUM Malware Lets Al Models Vote on Credential Theft — What Defe
nders Can Detect." eSecurity Planet, September 2026.

[8] Cloud Security Alliance Al Safety Initiative. "Semantic Malware: Why Promptware Breaks Process-Lin
eage Detection.”" CSA Lab Space, July 16, 2026.

[9] Cloud Security Alliance Al Safety Initiative. "macOS.Gaslight: Weaponizing Prompt Injection Against
Al Triage." CSA Lab Space, June 27, 2026.

[10] Cloud Security Alliance. "Al Controls Matrix (AICM)_v1L.1." Cloud Security Alliance, 2026.

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 8


https://blog.talosintelligence.com/the-closed-quorum-inside-the-first-reported-autonomous-ai-c2-implant/
https://www.bleepingcomputer.com/news/security/new-closedquorum-windows-malware-uses-ai-for-attack-decisions/
https://www.theregister.com/security/2026/09/22/windows-closedquorum-malware-uses-ai-models-to-autonomously-select-post-compromise-actions/5298435
https://www.theregister.com/security/2026/09/22/windows-closedquorum-malware-uses-ai-models-to-autonomously-select-post-compromise-actions/5298435
https://www.helpnetsecurity.com/2026/09/22/cairn-open-source-framework-ai-malware-closedquorum/
https://securityaffairs.com/199640/malware/closedquorum-the-malware-that-asks-four-ai-models-what-to-do-next.html
https://thehackernews.com/2026/09/windows-malware-is-built-to-let-up-to.html
https://thehackernews.com/2026/09/windows-malware-is-built-to-let-up-to.html
https://www.esecurityplanet.com/news/closedquorum-ai-malware/
https://www.esecurityplanet.com/news/closedquorum-ai-malware/
https://labs.cloudsecurityalliance.org/research/csa-research-note-semantic-malware-promptware-20260716-csa-s/
https://labs.cloudsecurityalliance.org/research/csa-research-note-semantic-malware-promptware-20260716-csa-s/
https://labs.cloudsecurityalliance.org/research/csa-research-note-gaslight-dprk-prompt-injection-antimalysis/
https://labs.cloudsecurityalliance.org/research/csa-research-note-gaslight-dprk-prompt-injection-antimalysis/
https://cloudsecurityalliance.org/artifacts/ai-controls-matrix-v1-1

