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Key Takeaways

Check Point has patched two critical, unauthenticated remote code execution vulnerabilities in the VPN

certificate-handling code of its Quantum Security Gateway, Security Management Server, and Spark

Firewall product lines, tracked as CVE-2026-85102 and CVE-2026-85103, each carrying a CVSS score

of 9.8 [1][2]. Both flaws were discovered internally by Check Point, with fixes and advisories published on

September 9, 2026, and no evidence of exploitation in the wild at disclosure time [3]. The Dutch

National Cyber Security Centre (NCSC) nonetheless issued a formal advisory on September 10, 2026,

assessing both the likelihood of exploitation and its potential impact as high and warning that it expects

large-scale exploitation attempts "soon" [4][5]. Because the flaws require no valid credentials and are

reachable through the same VPN negotiation process that Check Point gateways expose to the internet

by design, CSA recommends that organizations treat patch prioritization with the same urgency as an

actively exploited network-edge vulnerability, given the NCSC's expectation of imminent large-scale

exploitation, even though no public proof-of-concept exploit has yet been confirmed [1][4].

Organizations running any Check Point Security Gateway, Security Management Server, or Spark

Firewall with Remote Access or Site-to-Site VPN enabled should apply the vendor's Jumbo Hotfix

Accumulators or LivePatch updates immediately and, where patching cannot happen the same day,

restrict VPN negotiation traffic on UDP ports 500 and 4500 to known peer addresses as an interim

compensating control [2][6].

Background

Check Point's Quantum Security Gateway and Spark Firewall product lines are widely deployed as

perimeter enforcement points in enterprise networks, terminating both Remote Access VPN sessions

from individual employees and Site-to-Site VPN tunnels between corporate locations. The Security

Management Server that administers these gateways centralizes policy configuration and logging for

potentially hundreds of distributed enforcement points, which means a compromise of the management

tier can cascade into the gateways it controls. Because VPN negotiation is, by definition, a process that

must accept connection attempts from untrusted networks before authentication completes, any defect

in how a gateway parses the certificates exchanged during that negotiation is exposed directly to the

internet without the protection of a login prompt.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 3



CVE-2026-85102 and CVE-2026-85103 both sit in exactly that certificate-handling code path. CVE-

2026-85102 stems from improper validation of certificate trust data during VPN negotiation, a defect

that Check Point's advisory describes as allowing a remote attacker to execute arbitrary code on an

affected Security Gateway or Spark Firewall without presenting any credentials [1][7]. CVE-2026-85103

is a heap-based buffer overflow in the ASN.1 decoding routine that parses VPN certificates, meaning a

specially crafted certificate structure can corrupt heap memory in a way that an attacker can steer

toward code execution; this flaw reaches further than the first, affecting Security Management Servers

in addition to Security Gateways and Spark Firewalls [1][7]. Both vulnerabilities were found through

Check Point's own internal research rather than by an external bug bounty submission or an in-the-wild

detection, and the company states it has seen no evidence of exploitation as of its September 9, 2026

advisory [3].

The affected version footprint is broad. Supported branches R81.20, R82, R82.10, and their associated

maintenance releases (R81.10.x and R82.00.x) all require patching, and Check Point has also flagged that

end-of-support versions R80 through R80.40, R81, and R81.10 contain the same defect even though

they are no longer receiving standard updates [1]. Only the newest release, R82.20, ships unaffected by

default. This mix of currently supported and end-of-life versions reflects a common challenge in

network-appliance vulnerability management: organizations running legacy Check Point deployments for

compatibility or budget reasons face a vulnerability with no vendor patch path other than an upgrade to

a supported branch.

Security Analysis

The Dutch NCSC's decision to issue a public advisory before any confirmed in-the-wild exploitation is

notable, because such advisories typically accompany vulnerabilities that combine a severe technical

profile with a threat landscape in which comparable flaws have a history of rapid weaponization. The

agency's assessment, published September 10, 2026, describes the likelihood and impact of exploitation

as high and states plainly that it expects exploitation attempts to occur soon [4][5]. Unauthenticated,

pre-authentication remote code execution in internet-facing VPN gateways has repeatedly been

exploited within weeks of disclosure in past incidents, a pattern CSA's own coverage of comparable Palo

Alto Networks and Fortinet appliance vulnerabilities has documented (see CSA Resource Alignment,

below); the NCSC advisory itself does not cite specific intelligence of an active campaign against these

two CVEs [4][5].

The technical profile of the two flaws explains why that expectation is reasonable. A CVSS score of 9.8

corresponds to a vulnerability that is network-exploitable, requires no privileges, needs no user

interaction, and yields a complete compromise of confidentiality, integrity, and availability — the
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maximum severity band short of a perfect 10.0 [1][2]. CVE-2026-85102's certificate trust validation

failure and CVE-2026-85103's heap overflow both act on data an attacker fully controls before any

authentication has occurred, which places them in the same structural category as other pre-auth RCE

flaws in VPN and firewall gateways, a class of vulnerability that has repeatedly been linked to significant

network intrusions. Because Security Management Servers are also affected by CVE-2026-85103, a

successful exploit against the management tier could allow an attacker to alter the policies pushed to

every gateway it administers, extending the blast radius of a single exploited instance well beyond the

device initially compromised.

The absence of a public proof-of-concept exploit at the time of this analysis is a temporary condition

rather than a durable mitigating factor. Security researchers routinely reverse-engineer vendor patches

to reconstruct the underlying vulnerability once an advisory and fix are public, a process that has, in

several past network-appliance disclosures, taken from days to a few weeks, though timelines vary by

vulnerability complexity. The one-day gap between Check Point's September 9 patch release and the

NCSC's September 10 warning shows that the Dutch agency treated this advisory as a priority for

immediate assessment; organizations should not treat the current absence of a public proof-of-concept

as a reason to delay patching, since a working exploit chain may emerge before most affected

deployments have completed remediation.

Recommendations

Immediate Actions

Organizations operating any Check Point Security Gateway, Security Management Server, or Spark

Firewall with VPN functionality enabled should confirm their current software version against the

affected list and apply the corresponding fix without delay. For gateways enrolled in Check Point's

LivePatch service, the September 9 rollout should have applied automatically, and administrators should

verify LivePatch status rather than assume it succeeded. For all other deployments, Check Point has

published the required Jumbo Hotfix Accumulator levels — R82.10 Take 44 or later, R82 Take 126 or later,

and R81.20 Take 166 or later — and locally managed Spark Firewalls require the latest available Jumbo

Hotfix applied directly [2]. Security teams should treat this as an emergency change requiring expedited

approval rather than routine patch-cycle scheduling, consistent with how the NCSC has categorized the

risk [4].
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Short-Term Mitigations

Where same-day patching is not achievable — for example, in change-controlled environments or on

end-of-support versions that require a version upgrade rather than a hotfix — administrators should

restrict exposure to the vulnerable VPN negotiation process. For Site-to-Site VPN deployments, Check

Point recommends disabling implied VPN rules and explicitly limiting inbound UDP ports 500 and 4500

to the known IP addresses of legitimate VPN peers, which prevents arbitrary internet hosts from

reaching the vulnerable certificate-parsing code [2][3]. This mitigation does not apply to locally

managed Spark Firewalls, which require the hotfix itself. Remote Access VPN gateways, which by design

must accept connections from a broad and unpredictable population of remote users, have no equivalent

compensating control and should be prioritized for immediate patching over any interim workaround.

Strategic Considerations

This advisory reinforces a pattern CSA's coverage of comparable Palo Alto Networks and Fortinet

appliance vulnerabilities has also documented (see CSA Resource Alignment, below): certificate and

cryptographic-parsing code embedded in edge devices is a persistent source of pre-authentication

remote code execution, precisely because that code must process attacker-supplied input before any

identity check occurs. Organizations should treat internet-facing VPN concentrators, whether from

Check Point or any other vendor, as requiring the shortest patch-approval cycle in their environment

rather than following the same cadence as internal application servers. Longer term, security teams

should evaluate whether Zero Trust network access architectures that authenticate a user's identity and

device posture before extending any network-layer reachability to VPN infrastructure would reduce the

attack surface exposed by legacy IPsec- and TLS-based VPN concentrators, since that exposure is the

root condition each of these certificate-parsing vulnerabilities has exploited.

CSA Resource Alignment

This incident extends a pattern CSA has tracked closely across 2026: unauthenticated, pre-

authentication remote code execution and authentication-bypass vulnerabilities in the network-edge

appliances organizations rely on to broker trust between internal and external networks. CSA's PAN-OS

GlobalProtect Auth Bypass: Active NGFW Exploitation examined a structurally similar case in Palo Alto

Networks' VPN infrastructure, where a certificate-related trust failure allowed unauthenticated attackers

to establish VPN sessions; the same underlying lesson applies to the Check Point flaws described here —

VPN gateways that must process attacker-supplied certificate data before authentication completes are

a recurring and high-consequence failure class, and the exposure-scanning and prioritization guidance
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CSA developed for that incident (assessing internet-facing reachability before assuming low risk) applies

directly. CSA's FortiSandbox Triple-CVE: Security Appliances as Network Entry Points further illustrates

how quickly the security community can move from vendor patch to working exploitation against

perimeter security appliances, reinforcing why the NCSC's "soon" timeline for Check Point should be

treated as an upper bound on the available patching window, not a floor. Both incidents also reflect the

identity and access management, and threat and vulnerability management, domains of CSA's AI

Controls Matrix (AICM) v1.1, which extends CSA's Cloud Controls Matrix to cover general infrastructure

controls in addition to AI-specific ones [8]: an architecture that grants a VPN gateway unconditional

trust once it accepts a connection, rather than layering continuous verification behind it, concentrates

risk in exactly the way these certificate-parsing vulnerabilities have repeatedly demonstrated.
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