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Key Takeaways

Cisco Talos has confirmed that three distinct threat activity clusters are actively exploiting two

vulnerabilities in Cisco Secure Firewall Management Center (FMC): CVE-2026-20079, a maximum-

severity (CVSS 10.0) authentication bypass, and CVE-2026-20316, a CVSS 5.3 static-credential flaw

that Cisco rates as high-impact because it chains into privilege escalation [1][4].

One cluster, tracked as UAT-11823, shows tool overlap with Cyclops Blink, an implant long attributed to

the Russian military intelligence-linked group Sandworm; Talos assesses with high confidence that this

points to espionage-motivated persistence on firewall management infrastructure [2][4].

A second cluster, UAT-11988, used the same access to conduct reconnaissance and credential

harvesting before deploying Qilin, a ransomware-as-a-service operation that Check Point Research has

tracked as the most active leak-site extortion brand for three consecutive quarters [3][7].

A third cluster, UAT-12197, focused narrowly on credential theft via web shells, underscoring that FMC

compromise is being monetized and weaponized by multiple, independently motivated actors rather

than a single campaign [1][4].

Both CVEs are listed in CISA's Known Exploited Vulnerabilities catalog, with CVE-2026-20079 carrying

a September 12, 2026 remediation deadline for federal civilian agencies, and Cisco's own advisory

warns that hotfixes alone will not necessarily remove implants already planted before patching [6].

Background

Cisco Secure Firewall Management Center is the centralized administrative platform that many enterprises use to

configure policy, push rules, and monitor logs across fleets of Cisco firewall appliances. Because FMC sits at the

top of the management hierarchy for an organization's perimeter defenses, compromising it does not just expose

a single device; it can expose the credentials, configurations, and network topology of every firewall the instance

manages. That structural position is precisely what makes FMC an attractive target for adversaries with very

different objectives, from opportunistic credential thieves to ransomware affiliates to state-linked espionage

operators.

The exploitation chain traces back to two vulnerabilities disclosed months apart. Cisco published its advisory for

CVE-2026-20316 on July 29, 2026, crediting Jimi Sebree of Horizon3.ai with the discovery of a static-credential

flaw in the FMC web interface that lets an unauthenticated remote attacker log in with a hardcoded, low-privileged

account and retrieve sensitive data [1][5]. Cisco rates that flaw at CVSS 5.3 on its own, but treats it as higher-

impact in practice because the low-privileged account it grants can be paired with other Cisco Secure FMC

vulnerabilities to escalate privileges [1]. Cisco's own PSIRT became aware of active exploitation of that flaw during

July, and CISA added CVE-2026-20316 to the Known Exploited Vulnerabilities catalog on July 29, 2026, requiring
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federal civilian agencies to remediate under CISA's standard KEV timeline [5]. A second, far more severe flaw

followed: CVE-2026-20079, an authentication bypass rooted in an improperly configured system process created

at boot time, allows a remote attacker to send crafted HTTP requests that bypass authentication entirely and

execute scripts as root on the underlying operating system [1][4]. Cisco rates this vulnerability at the maximum

CVSS score of 10.0, and confirmed active exploitation in September 2026, though indicators of compromise tied

to the earlier CVE-2026-20316 activity suggest the exploitation window may have opened well before Cisco's

public confirmation [1][4].

Cisco Talos published a detailed technical analysis of the ongoing campaign on September 10, 2026, describing

three separate clusters of post-compromise activity across FMC deployments [4]. The following day, coverage

from The Hacker News, BleepingComputer, and Security Affairs brought the findings to a broader audience, and

CISA's KEV listing pushed a September 12, 2026 patch deadline for CVE-2026-20079 onto federal civilian

agencies [1][2][3][5]. Cisco has released hotfixes for both vulnerabilities but cautioned that a more

comprehensive hardening update, incorporating additional internally discovered issues, was scheduled for release

the week of September 14, 2026 [4]. CSA assesses that this staggered patch cadence has left a window in which

organizations that have not yet applied even the interim hotfixes remain exposed to all three documented clusters

of activity.

Security Analysis

What distinguishes this campaign from a typical single-actor exploitation story is the divergence in objectives

among the three clusters Talos identified, despite all three relying on the same pair of vulnerabilities to gain their

initial foothold. The table below summarizes how each cluster used its access.

Cluster
Likely

Motivation
CVEs Used Tooling and Techniques Objective

UAT-

12197

Financially

motivated /

opportunistic

CVE-2026-

20079

JSP web shell dropped into the Tomcat

webroot; a JAR-based command executor

("cmd.jar") invoking /bin/sh ;

OmniQuery.pl database queries to pull

stored credentials

Credential

theft

UAT-

11823

State-

sponsored

espionage

(tool overlap

with

Sandworm)

CVE-2026-

20079 and

CVE-2026-

20316

Netcat reverse shell delivered via a

trojanized license.tmp  processed

through the legitimate

package_info.pl  utility; bash

scripts harvesting managed-device

configurations; a variant of the Cyclops

Blink ELF implant

Persistent

access and

configuration

exfiltration

across

managed

firewalls
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Cluster
Likely

Motivation
CVEs Used Tooling and Techniques Objective

UAT-

11988

Ransomware-

as-a-service

affiliate

CVE-2026-

20316 (initial

access), living-

off-the-land

reconnaissance

thereafter

Abuse of

package_info.pl / license.tmp

for reconnaissance; Active Directory and

MySQL credential collection; Python-

based SOCKS5 proxy and reverse-SSH

tunneling of LDAP, Kerberos, SMB, and

WinRM traffic; Impacket and Invoke-

TheHash; security tool termination; Qilin

ransomware deployment

Extortion via

encryption

and data

theft

Source: Cisco Talos [4], corroborated by The Hacker News, BleepingComputer, and Security Affairs [1][2][3].

CSA assesses the UAT-11823 cluster as the most consequential of the three from a national-security standpoint,

given its ties to a state-linked espionage actor. Talos assessed with high confidence that its tooling overlaps with

Cyclops Blink, a modular implant with capabilities for DNS-over-HTTPS resolution, file operations, credential

harvesting, command execution, network scanning, and packet sniffing that has previously been attributed to

Sandworm, the Russian military intelligence unit responsible for destructive attacks on Ukrainian and Western

critical infrastructure [2][4]. Rather than encrypting data for immediate profit, this cluster exfiltrated managed-

device configurations — behavior Talos assesses as consistent with long-term network mapping and pre-

positioning rather than opportunistic theft [4].

By contrast, UAT-11988's activity reads as a textbook ransomware affiliate playbook, distinguished mainly by how

much of it relied on tools already present on the compromised systems rather than custom malware. After gaining

access through the static-credential flaw, the cluster collected domain credentials, built a target list of endpoints

to encrypt, established covert tunnels to reach internal services, and used off-the-shelf offensive tooling before

terminating endpoint security products and deploying Qilin [3][4]. Qilin itself operates as a ransomware-as-a-

service platform, meaning the operators who developed the encryptor are not necessarily the same individuals

who breached the FMC instance; affiliates rent access to the platform and share a percentage of ransom proceeds

with the core group. Check Point Research's Q1 2026 ransomware report found Qilin to be the most prolific leak-

site operation globally for a third consecutive quarter, a scale consistent with the speed at which this particular

access was monetized [7].

CSA assesses UAT-12197's tradecraft as the least sophisticated of the three, illustrating how quickly opportunistic

actors piggyback on a disclosed authentication bypass [1][4]. Its web shell and credential-harvesting tooling

required no privilege escalation beyond what CVE-2026-20079 itself grants, and its activity appears

disconnected from the other two clusters' infrastructure and objectives [1][4]. Taken together, the three clusters

illustrate a pattern CSA has observed in comparable perimeter-vendor incidents, discussed further in the CSA
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Resource Alignment section below: once a maximum-severity, unauthenticated remote code execution flaw in

widely deployed management infrastructure becomes exploitable, the resulting access can be absorbed by

multiple independent actors pursuing entirely different objectives with the identical foothold.

A further complication is persistence beyond patching. Because UAT-11823's reverse shell and Cyclops Blink

implant, and UAT-12197's web shell, were written directly to the filesystem rather than relying solely on the

vulnerable code path, applying Cisco's hotfix closes the entry point but does not automatically remove backdoors

already planted on a compromised device. This mirrors a pattern CSA has documented in other Cisco

management-plane compromises, where Cisco's own advisory language now explicitly recommends compromise

assessment in addition to patching [6].

Recommendations

Immediate Actions

Organizations running on-premises Cisco Secure FMC should apply the hotfixes Cisco has released for CVE-

2026-20079 and CVE-2026-20316 without waiting for the comprehensive hardening update, and should treat

any instance that was internet-exposed or otherwise reachable by an untrusted network segment before patching

as potentially compromised rather than merely vulnerable. Security teams should deploy the Snort signatures

Talos published for both vulnerabilities and the associated malware, and should review FMC logs, the Tomcat

webroot, and system directories for indicators consistent with the three clusters' known tooling, including

unexplained JSP or JAR files, modified license.tmp  files, and unexpected outbound connections on non-

standard ports [4]. Any FMC instance found to show signs of compromise should trigger credential rotation for

every managed firewall and every account with access to the FMC console, not just the FMC administrative

accounts themselves, since UAT-11823 and UAT-11988 both specifically targeted managed-device configurations

and domain credentials reachable from the FMC host.

Short-Term Mitigations

Beyond the immediate patch-and-hunt cycle, organizations should restrict management-plane access to FMC so

that it is reachable only from dedicated administrative networks, removing any direct internet exposure that made

the initial authentication bypass exploitable in the first place. Network segmentation between the FMC

management network and general enterprise infrastructure limits how far an attacker who does compromise FMC

can pivot, particularly given that UAT-11988 specifically built reverse tunnels to reach LDAP, Kerberos, SMB, and

WinRM services beyond the firewall management segment. Enterprises should also plan for the comprehensive

hardening release Cisco has scheduled and verify, once available, that it addresses any residual internally

discovered issues beyond the two CVEs already disclosed [4].

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 6



Strategic Considerations

This campaign is a reminder that firewall and network management infrastructure has become a convergence

point where state-sponsored espionage and commodity ransomware pursue the same access through the same

vulnerability, a pattern CSA has also observed in mass-exploitation campaigns against other perimeter vendors.

Security programs that treat vulnerability management for perimeter and management-plane systems as a routine

patch-cycle item, rather than as a priority equivalent to identity infrastructure, are likely underestimating the blast

radius of a single unauthenticated RCE in this class of product. Organizations should factor the specific risk of

management-plane compromise into their exposure management prioritization, since a single centralized

management console can grant an attacker visibility and access equivalent to compromising every device it

administers.

CSA Resource Alignment

CSA's AI Safety Initiative has tracked a recurring pattern of exploitation against network and firewall management

infrastructure throughout 2026, and three prior publications bear directly on this incident. CSA's research note on

the Cisco Unified CM SSRF vulnerability documented the same Cisco-specific failure mode now visible in the

FMC campaign: a web shell dropped through an actively exploited flaw survived both the security update and a

routine restart because it was written to the filesystem independently of the vulnerable code path. That finding

directly informs the recommendation above that FMC patching must be paired with compromise assessment

rather than treated as sufficient remediation on its own.

CSA's earlier note on the Cisco SD-WAN CVE-2026-20245 zero-day similarly examined pre-disclosure

exploitation of a Cisco network management platform, in that case finding that attackers had weaponized the flaw

roughly three months before a patch existed. The FMC case shows a variation on the same theme: even after

patches exist, the multi-week gap between an interim hotfix and a comprehensive hardening release created a

window that three independent actor clusters exploited simultaneously.

The FortiBleed research note offers a useful point of comparison from a competing vendor ecosystem: a

financially motivated actor there also targeted firewall management functionality at scale, in that case harvesting

credentials from more than 430,000 FortiGate devices. Read alongside the FMC campaign, it reinforces that

centralized management interfaces for perimeter security products are now a recurring target class across

vendors, not an isolated Cisco problem. These three cases, taken together, are the basis for the pattern

referenced above: multiple independent actors converging on the same class of management-plane vulnerability,

each pursuing a different objective with the identical foothold.

Finally, the governance dimension of this incident maps to domains within CSA's AI Controls Matrix (AICM) v1.1,

particularly its Threat and Vulnerability Management and AI/Application Infrastructure Security domains, which call

for organizations to prioritize remediation of internet-facing management infrastructure based on exploitability
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and blast radius rather than generic severity scoring alone. While AICM is scoped to AI systems, the underlying

control logic, that centralized management planes require elevated scrutiny and compensating controls beyond

standard patch cadence, applies directly to the FMC exposure documented here.
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