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Key Takeaways

Citrix confirmed on September 27, 2026 that two critical vulnerabilities in NetScaler ADC and NetScaler
Gateway, CVE-2026-88771and CVE-2026-88772, had been exploited as zero-days against production
appliances for several weeks before a patch became available [1][2]. Both flaws carry a CVSS 4.0 base
score of 9.5 and can independently produce unauthenticated remote code execution on internet-facing
edge devices that sit at the perimeter of enterprise and government networks [2][3][6]. The
Cybersecurity and Infrastructure Security Agency added both CVEs to its Known Exploited
Vulnerabilities catalog and directed agencies to check for signs of prior compromise before applying
patches, since the update process can erase forensic evidence of an earlier intrusion [1]. Attackers
deployed unique webshells on individual compromised devices and ran anti-forensic cleanup commands,
and early assessments describe the activity as resourced and deliberate rather than opportunistic [3].
Organizations running affected NetScaler builds should treat this as an active-compromise scenario
rather than a routine patch cycle: preserve logs and memory, hunt for indicators before and after

updating, and patch immediately once evidence has been secured.

Background

NetScaler ADC and NetScaler Gateway, produced by Cloud Software Group under the Citrix brand,
function as application delivery controllers and SSL VPN gateways that terminate remote-access and
load-balancing traffic at the network edge for a large share of enterprise and government infrastructure.
Because these appliances are designed to be reachable directly from the internet and typically operate
with elevated trust inside the network they protect, a remotely exploitable flaw in NetScaler code has
historically translated into rapid, widespread compromise. The product line's history reinforces that
pattern. Beginning with the original "CitrixBleed" vulnerability, CVE-2023-4966, disclosed in October
2023, NetScaler devices have accumulated more than twenty entries in CISA's Known Exploited
Vulnerabilities catalog over roughly three years, including a memory-overread flaw exploited by LockBit
ransomware affiliates and a fourth CitrixBleed-branded vulnerability, CVE-2026-8451, that CSA
analyzed in July 2026 after it was exploited within roughly a day of disclosure [4].

The September 2026 disclosure follows this trajectory, but the exploitation timeline makes it more
severe by one important measure: attackers were active against unmitigated devices well before any

patch or public advisory existed. According to Citrix's account and independent reporting, attackers were

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 3



exploiting the two critical flaws against unmitigated devices for most of September, with national
cybersecurity agencies in Europe privately warning affected organizations in the days before public
disclosure and the Dutch National Cyber Security Centre pre-notifying select organizations ahead of the
September 27 bulletin [2][3]. Citrix published security bulletin CTX697096 that day, disclosing eight
vulnerabilities in total (CVE-2026-88771 through CVE-2026-88778) and confirming that two of them
had already been weaponized against customer environments worldwide [5]. CISA issued its alert the
following day, and the Australian Signals Directorate's Australian Cyber Security Centre classified the

flaws as critical within 24 to 48 hours of Citrix's disclosure [1][7].

In CSA's assessment, the recurrence of critical, actively exploited NetScaler vulnerabilities on a roughly
annual cadence points to a structural problem rather than an isolated engineering lapse. Each incident in
this lineage has involved a different technical root cause, from XML parsing defects to memory
overflows, yet the outcome is consistent: an internet-facing, high-trust appliance becomes a foothold for
unauthenticated remote compromise before defenders have a chance to respond. That pattern is the
central reason this disclosure warrants treatment as a security incident for any organization running

affected NetScaler versions, not merely as a vulnerability to schedule for the next maintenance window.

Security Analysis

CVE-2026-88771 is an improper input validation vulnerability that allows an unauthenticated remote
attacker to execute arbitrary commands on the appliance without any special configuration; it affects
essentially every NetScaler ADC and Gateway deployment running an affected build, including default
configurations [2][5]. CVE-2026-88772 is a memory overflow vulnerability that can result in either
remote code execution or denial of service; it requires DTLS to be enabled, a setting that is on by default
for virtual VPN servers, meaning most Gateway deployments used for remote access are exposed
regardless of whether an administrator deliberately configured DTLS [2][3]. Both vulnerabilities are
remotely exploitable without authentication or user interaction, which is what makes them suitable for
the kind of mass, pre-patch exploitation Citrix and CISA have described. The affected version ranges
span NetScaler ADC and Gateway 14.1 before build 14.1-73.37 and 13.1 before build 13.1-64.23, along with
the corresponding FIPS and NDcPP compliance builds and Secure Private Access Hybrid deployments
that rely on NetScaler instances [2][3][5].

Security researchers who reviewed the post-exploitation activity concluded it reflected a capable,
cautious operator rather than commodity scanning, an assessment consistent with the tradecraft
described below. Investigators found that attackers deployed a distinct webshell on each compromised
device rather than reusing a single toolkit fingerprint, and that they executed anti-forensic commands

intended to remove traces of the intrusion after establishing access [3]. Kevin Beaumont, a researcher
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who has tracked NetScaler exploitation closely across multiple incidents, assessed the activity as more
consistent with nation-state-aligned espionage tradecraft than with the smash-and-grab behavior
typical of less sophisticated actors. Separately, Tenable's Satnam Narang noted that roughly two-thirds
of threat actor activity targeting Citrix NetScaler over the past seven years has involved advanced
persistent threat groups [3]. Defenders searching logs for evidence of compromise have been pointed
toward specific indicators, including anomalous base64-encoded strings appended after the User-Agent

header, the string "pitboss," and "IFS" patterns associated with the observed webshell activity [3].

The gap between the start of exploitation and the availability of a patch is, in CSA's view, the most
consequential fact in this disclosure. Unlike a conventional vulnerability disclosure, in which organizations
can weigh patch testing against a documented but not-yet-exploited risk, every organization running an
affected, internet-facing NetScaler build during September 2026 should assume compromise is
possible until it has been actively ruled out. This is precisely why CISA's guidance emphasizes checking
for indicators of compromise before patching rather than after: applying the update can overwrite the
forensic artifacts, such as webshell files or process memory, that would reveal whether an attacker was

already present [1].

Recommendations

Immediate Actions

Before applying any update, administrators should capture forensic evidence from potentially affected
NetScaler ADC and Gateway devices, including a backup of device memory and configuration and
export of at least one month of available logs, since Citrix's own patching process can remove indicators
of prior compromise [1][3]. Organizations should then search those logs and any available network
telemetry for the specific indicators associated with this campaign, including unusual base64-encoded
data following the User-Agent header, references to "pitboss," and "IFS"-pattern artifacts, using Citrix's
and third-party vendors' published detection guidance as a reference [3]. Once evidence has been
preserved and reviewed, devices should be upgraded to the fixed builds identified in Citrix bulletin
CTX697096 without delay, given that both vulnerabilities are rated 9.5 under CVSS 4.0 and are
confirmed to be under active exploitation [2][5]. Any organization that identifies signs of compromise,
such as an unfamiliar webshell file or unexplained administrative activity, should treat the appliance as
breached, engage incident response resources, and proceed on the assumption that credentials and

session tokens handled by the device may have been exposed.
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Short-Term Mitigations

Where immediate patching is not operationally possible, organizations should reduce the internet-facing
exposure of affected NetScaler instances as an interim measure, recognizing that this is a stopgap rather
than a substitute for remediation given how these appliances are typically deployed at the network edge
[2]. Security teams should also rotate credentials and invalidate active sessions on any NetScaler
Gateway instance that shows signs of compromise, since a compromised remote-access gateway can
expose the authentication material of every user who connected through it during the exposure window.
Continued monitoring of NetScaler and related SIEM logs for the indicators described above should
extend for a meaningful period after patching, since attackers who established persistence before the fix
was available may attempt to maintain access through separately planted footholds that a single patch

would not remove.

Strategic Considerations

The recurrence of critical, pre-patch-exploited vulnerabilities in NetScaler products over multiple years
suggests that organizations should not rely on any single internet-facing appliance, however well
maintained, as the sole trust boundary protecting internal resources. Architectures that authenticate and
authorize each connection independently of network location, consistent with Zero Trust Network
Access principles, reduce the blast radius when a perimeter device is compromised, because an attacker
who breaches the appliance does not automatically inherit trusted access to everything behind it.
Organizations should also examine whether their vulnerability management practices can compress the
time between a vendor security bulletin and a validated, deployed patch for internet-facing
infrastructure, since this incident and its predecessors show that the interval between disclosure and
mass exploitation attempts can be measured in hours rather than weeks. Establishing a dedicated
vulnerability operations capability for edge and perimeter devices, with pre-approved emergency
change procedures and forensic capture built into the patch workflow, would allow organizations to
respond to the next NetScaler-class disclosure without having to build that process under active-
incident pressure.

CSA Resource Alignment

This incident extends a pattern CSA has tracked closely in its own research. CSA's "CitrixBleed Infinity:
NetScaler Flaw Exploited Within Hours," published in July 2026 after CVE-2026-8451 was exploited
within roughly a day of disclosure, documented the same structural risk now realized again with CVE-
2026-88771 and CVE-2026-88772: a different technical root cause each time, but the same outcome
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of an internet-facing NetScaler appliance becoming a pre-authentication foothold before defenders can
respond. That earlier note's recommendation to migrate toward Zero Trust Network Access and reduce
reliance on a single perimeter appliance as the primary trust boundary applies with equal or greater force
here, given that this disclosure involved weeks of pre-patch exploitation rather than hours. The two
incidents together support treating recurring NetScaler exposure as a standing architectural risk rather

than a series of unrelated patching events.

The underlying control gaps this incident exposes, compressed patch SLAs for internet-facing
infrastructure, pre-patch forensic capture procedures, and identity-centric access controls that limit
what a compromised gateway can expose, map to the Threat and Vulnerability Management and Identity
and Access Management domains of CSA's Al Controls Matrix (AICM) v1.1. While the AICM is written with
Al workloads in mind, its baseline expectations for vulnerability management timeliness and least-
privilege access design are directly applicable to the perimeter appliances, such as NetScaler, that
increasingly sit in front of Al-enabled services and internal networks alike. Organizations conducting a
post-incident review of this disclosure can use the AICM's control structure to assess whether their
current patch cadence and access architecture would contain a similar zero-day the next time one
surfaces in edge infrastructure.
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