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Key Takeaways

On August 31, 2026, an unidentified threat actor compromised a Cloudflare API key belonging to Coder,

the vendor behind a platform for provisioning cloud development environments (CDEs) for developers

and, increasingly, for autonomous AI coding agents. For roughly fourteen hours, the attacker used that

access to insert unauthorized IP addresses into the server pool backing registry.coder.com ,

causing a subset of requests to be answered by an attacker-controlled server rather than Coder's

legitimate infrastructure. Users who fetched Terraform modules from the registry during that window —

most commonly while creating new workspace templates or deploying workspaces — received tampered

artifacts engineered to harvest credentials and exfiltrate them to a lookalike domain [1][2][3].

In CSA's assessment, the incident is notable less for its scale than for what it targeted. Terraform

modules execute with the same access as the provisioning process itself, meaning the malicious code

inherited whatever cloud, CI/CD, and AI-tooling credentials a victim's provisioning pipeline could reach.

Because Coder's module registry is used to install AI coding agents such as Claude Code directly inside

developer workspaces [6], organizations that adopted Coder to govern agentic development

environments were exposed to the same compromise as those using it purely for human developers, and

in some configurations the blast radius extended to include AI provider API keys.

Coder assigned the incident a CVSS 4.0 score of 9.0 (Critical) and published advisory GHSA-vx42-

ghc9-gw65 on September 1, 2026, with broader trade-press coverage following on September 4 [5].

The company reports no evidence that customer data it directly maintains was affected, but has been

explicit that it cannot conclusively rule out impact for every deployment, because the relevant server-

side logs reside on infrastructure the attacker controlled, not infrastructure Coder can inspect [4][5].

Given that gap, CSA recommends that security teams who operated Coder deployments during the

exposure window treat credential rotation as mandatory rather than precautionary.
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Background

What Coder Is and Why the Registry Matters

Coder is a self-hosted and cloud platform that provisions "cloud development environments" —

reproducible, policy-governed workspaces defined as Terraform code and deployed onto infrastructure

the customer controls, whether on-premises or in a public cloud. Coder's marketing materials describe a

customer base spanning finance, automotive, technology, and government sectors. In recent product

releases, Coder has repositioned the platform around a second class of occupant alongside human

developers: autonomous AI coding agents. Coder's module registry includes Terraform modules that

install and configure AI coding agents such as Claude Code directly inside developer workspaces, wiring

in authentication, MCP server configuration, and telemetry as part of standard workspace provisioning

[6]. This design choice is precisely what elevates the registry compromise from a conventional

developer-tooling incident into an AI supply chain concern: the credentials flowing through a Coder-

provisioned workspace increasingly include AI provider API keys and agent-specific tokens in addition to

the cloud and CI/CD secrets a traditional developer workspace would hold.

Central to this model is the Coder Registry, a marketplace at registry.coder.com  hosting

community and official Terraform modules that extend Coder templates — pre-packaged building blocks

for tasks like mounting a code editor, provisioning a database, or wiring in an AI agent. Because these

modules are fetched and executed automatically whenever a template is created or a workspace is

provisioned, the registry occupies a position of outsized trust: a single compromised module can execute

with the full privileges of whatever identity the provisioning process holds, across every deployment that

pulls it.

The Compromise

According to Coder's own advisory, an unauthorized actor gained access to a Cloudflare API key

associated with Coder's infrastructure — the specific method of that initial access has not been disclosed

[3][4]. Using that key, the attacker inserted unauthorized IP addresses into the pool of servers

Cloudflare used to answer requests for registry.coder.com . Between 07:35 and 21:45 UTC on

August 31, 2026, some fraction of legitimate registry requests were transparently routed to attacker-

controlled infrastructure instead of Coder's own servers, which served tampered versions of otherwise-

legitimate Terraform modules [1][2][5].
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The lookalike exfiltration domain, www.coder-infra.com , had been registered only three days

earlier, on August 28, 2026 — consistent with pre-staged infrastructure rather than an opportunistic,

improvised response [5]. Coder identified and remediated the malicious routing within the same day,

removing the unauthorized IP addresses and confirming that registry.coder.com  itself, along

with the company's underlying Google Cloud infrastructure and its own codebase, was not compromised

[1][4]. Coder published the advisory, alongside patched releases and detailed indicators of compromise,

on September 1, 2026; broader trade-press coverage followed on September 4 [5].

Security Analysis

How the Malicious Modules Operated

The tampered Terraform modules did not exploit a software vulnerability in Terraform or in Coder's

application code; the compromise occurred entirely at the distribution layer. Analysts who reviewed the

malicious artifacts found that each carried an added data "external"  block — a legitimate

Terraform feature that allows a module to shell out to an external program and incorporate its output

into the Terraform plan — configured to invoke a script during normal provisioning [3]. Because

Terraform's external data source executes with whatever privileges the provisioning process already

holds, the injected code required no separate exploitation step to access secrets; it simply read what the

legitimate module already had access to and forwarded it elsewhere.

Coder's advisory and independent analysis describe the modules as capable of harvesting provisioner

environment variables and secrets, cloud infrastructure and AI-tooling API keys, CI/CD credentials,

configuration-file secrets, terminal history, user OIDC tokens, SSH keys, and one-time external

authentication tokens, and — in deployments where provisioners ran inside the coderd  control-plane

process — Coder's own database passwords [1][3][5]. That breadth follows directly from where the

module executes: because Terraform modules run with provisioning-level privileges rather than

application-level privileges, a compromised module reaches a broader credential set than a typical

application-layer dependency compromise would expose. Coder has stated that user refresh tokens

specifically were not exposed, since they are not passed to provisioners [1][4]. Exfiltration occurred via

HTTP requests to http://www.coder-infra.com/cli/check , with an X-CLI-Token

header used to carry stolen material and an IP address of 199.91.220.205 associated with the attacker's

collection infrastructure [5].
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A Structural Gap in Terraform's Trust Model

The incident surfaces a limitation in Terraform's supply chain integrity model that predates this specific

attack and will outlast it. Terraform's dependency lock file, .terraform.lock.hcl , records

cryptographic hashes for providers, giving operators a mechanism to detect if a provider binary has been

tampered with after being pinned. HashiCorp has confirmed, however, that the lock file does not

currently extend the same hash-verification guarantee to remote modules pulled from a registry [3]. In

practice, this means an organization that had been disciplined about pinning module versions, and even

one that had reviewed a module's source at some point in the past, had no built-in mechanism to detect

that the artifact actually delivered during the August 31 window differed from what it expected —

because the registry itself, not the module's declared version, was the point of compromise. Version

pinning defends against a module publisher pushing a new malicious release; it does not defend against

the distribution channel being subverted to serve a different artifact under the same version string,

which is what appears to have happened here.

Why AI Development Environments Are a Distinctive Concern

This incident sits within a broader 2026 pattern of supply chain attacks that specifically target the

infrastructure underpinning AI-assisted software development, rather than production applications

directly — a pattern that includes the Miasma worm's compromise of more than 110 npm packages [10]

and the DPRK-linked compromise of roughly 144 Mastra npm packages via a typosquatted dependency,

both aimed at AI developer tooling rather than production code [11]. What distinguishes the Coder

compromise from those npm- and PyPI-focused incidents is the layer at which it operates:

infrastructure-as-code tooling used to provision the workspaces in which both human developers and AI

coding agents operate, rather than a library dependency consumed inside application code. Because

Coder's Terraform-defined workspaces serve as the substrate for running agents such as Claude Code

under enterprise governance [6], any credentials an organization had wired into that provisioning layer

specifically to support agentic workflows — model provider API keys, agent-scoped service tokens, MCP

server credentials — were within reach of the malicious module to the same extent as conventional cloud

and CI/CD secrets. Organizations that adopted infrastructure-as-code platforms as a governance

control for AI agent deployments should recognize that the provisioning layer itself is now a

demonstrated target, not merely a neutral means of enforcing policy.
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Recommendations

Immediate Actions

Organizations that operate Coder, whether self-hosted or through Coder's cloud offering, should

determine immediately whether their deployment pulled any registry module during the August 31, 2026

exposure window, particularly during template creation or workspace provisioning between 07:35 and

21:45 UTC. Coder has published SQL queries against the Coder database to identify affected cached

modules, and administrators should run these against every deployment rather than assuming exposure

was limited to a single environment [1][5]. Firewall, proxy, DNS resolver, and VPC flow logs should be

searched for any connection to coder-infra.com  or its subdomains, and provisioner logs should

be searched for the string data.external.telemetry , which Coder has identified as a signature

of the tampered modules [1][3][5].

Any organization confirming exposure — or unable to rule it out — should rotate every credential

accessible to its provisioning process without waiting for further forensic certainty. This includes cloud

provider API keys, CI/CD platform credentials, SSH keys, OIDC tokens, and any AI provider or MCP-

related API keys wired into Coder-provisioned workspaces. Deployments should be upgraded

immediately to one of Coder's patched releases — 2.37.0, 2.36.4, 2.35.7, or 2.34.9 — and any cached

copies of registry modules fetched during the exposure window should be purged rather than allowed to

be replayed from local disk [1][3][5].

Short-Term Mitigations

Beyond the immediate incident response, teams operating infrastructure-as-code pipelines for

developer or AI-agent workspace provisioning should audit which external module registries their

pipelines trust by default and whether provisioning credentials are scoped as narrowly as the task

requires. Where feasible, provisioning processes that construct AI agent workspaces should be granted

access only to the specific model-provider or MCP credentials that workspace requires, rather than

inheriting the same broad credential set used for general cloud provisioning, so that a compromise at the

module-distribution layer cannot automatically reach the organization's full AI tooling credential

inventory.

Organizations should also treat this incident as a prompt to review whether their infrastructure-as-code

tooling generates any equivalent of a software bill of materials for the modules it consumes, and whether

that inventory is checked against version and, where the tooling supports it, content-hash pinning —
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recognizing, per the gap identified above, that version pinning alone would not have detected this

specific compromise.

Strategic Considerations

The absence of a CVE for this incident — Coder's advisory notes it concerns a compromise of distribution

infrastructure rather than a defect in software — illustrates a detection gap that security teams should

plan around rather than treat as unusual. Vulnerability management tooling built around CVE and

package-manager advisory feeds will not surface an infrastructure-distribution compromise of this kind;

organizations depending on infrastructure-as-code registries should build monitoring and incident-

response playbooks that do not assume a CVE will exist to trigger them.

More broadly, this incident is consistent with a shift CSA has tracked elsewhere: the trust boundary

security teams need to defend is moving from the production application perimeter to the tooling that

builds and provisions it. The Miasma and Mastra npm compromises show the same dynamic at the

package-registry layer [10][11]; this incident shows it at the infrastructure-as-code layer. Security teams

should treat CI/CD pipelines, IDE extensions, and other developer-tooling categories as plausible next

targets even absent a confirmed incident in each category, rather than assuming a category is settled

once it has been checked once. As organizations increasingly use platforms like Coder specifically to

govern where and how AI coding agents operate, the security posture of that governance layer itself

becomes as consequential as the AI agent's own behavior, and should be assessed with the same rigor

applied to any other high-privilege automation.

CSA Resource Alignment

This incident maps closely to guidance CSA has already published on securing the infrastructure that

builds and provisions software, and on the specific risks introduced when that infrastructure is extended

to govern AI agents.

CSA's AI Controls Matrix (AICM) v1.1 includes AI supply chain security among its control domains,

defining expectations for verifying the integrity of third-party components — including infrastructure-as-

code modules — that AI development and deployment pipelines depend on [7]. The Coder compromise

is a direct illustration of the control gap AICM's supply chain domain is designed to close: an organization

can satisfy conventional dependency-pinning practice and still be exposed if the distribution channel

itself, rather than the pinned artifact, is subverted.
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CSA's AI Coding Agents: An Unaudited Supply Chain Node threat intelligence report identifies AI

coding agents themselves as an unaudited software supply chain dependency, describing attack

surfaces — including CI/CD compromise reachable through agent tooling — that this incident instantiates

directly. The Coder registry compromise is a case study in the unaudited-dependency risk the report

describes, applied to the infrastructure that provisions the agent's workspace rather than to the agent's

own package dependencies [12].

CSA's Software Transparency: Securing the Digital Supply Chain guidance addresses CI/CD

pipeline integrity, software bill of materials adoption, and third-party component risk management in

terms that extend directly to infrastructure-as-code registries [8]. Its recommendations around treating

build and provisioning tooling as part of the trust boundary — rather than as a neutral utility — describe

exactly the exposure this incident demonstrates for Terraform module registries.

CSA's AI Package Registry Crisis: Unguarded Critical Infrastructure report analyzes the

acceleration of supply chain attacks against npm and PyPI registries that threaten the AI development

stack, including worm-style propagation and slopsquatting. The Coder incident extends the same

registry-as-trust-boundary failure mode the report describes — a compromised distribution channel

serving tampered artifacts under legitimate-looking version identifiers — to the infrastructure-as-code

layer, indicating the pattern is not confined to language-specific package managers [13].

CSA's MAESTRO framework for agentic AI threat modeling, and its applied analysis of extending

MAESTRO from framework to CI/CD pipeline, provide a structured way to reason about this incident's

most distinctive feature: the fact that the compromised provisioning layer was, in a growing share of

Coder deployments, specifically constructing workspaces for AI coding agents rather than only for

human developers [9]. MAESTRO's treatment of the infrastructure and orchestration layers underlying

agentic systems is directly applicable to evaluating whether an organization's AI agent governance

platform introduces the kind of single point of failure this incident exposed.
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