CSAI Foundation | Cloud Security Alliance

Five Eyes Nations Formalize Screening
of Frontier Al

National Security Scrutiny Criteria Emerge From the 2026 Five
Country Ministerial

2026-09-T1

[E) Al-assisted Rapid Research

AW o1 ‘dogedcurit
= Al y
N CS baﬂa”fance“



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,
provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair
Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with Al assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 2



Revision Note

Version 1.1 (September 11, 2026) corrects the CSA Resource Alignment section, which cited three prior
CSA analyses at non-resolving URLs. Two of those citations (formerly [9] and [11]) could not be matched
to any verifiable, publicly available CSA publication and have been removed, with the surrounding prose
rewritten to describe CSA's actual coverage without unverifiable citations. The third (formerly [10]) has
been repointed to the correct source — "Fable 5 Suspension: Enterprise Al Under Export Controls,"
published on CSA's Lab Space — and the sentence describing it has been corrected to match that
source's actual content, since the original description attributed details (a "deemed-export" legal
mechanism and an "Annex A" approved-entity model) that do not appear in the piece. Remaining
references have been renumbered sequentially. This revision also removes a citation attached to a claim
it did not support (vendor contract drafting practices, in Recommendations), adds explicit hedging to
several inferential and evaluative statements flagged in quality review as stated with more certainty than
the underlying sources establish, and adds specific publication dates to three references that previously

carried only a bare year.

Key Takeaways

The Home Affairs, Interior, and Security Ministers of Australia, Canada, New Zealand, the United
Kingdom, and the United States met in Sydney on August 25-26, 2026, for the annual Five Country
Ministerial (FCM), and for the first time formalized frontier Al model oversight as a standing national
security agenda item [1][2]. The resulting communiqué states that the five nations "discussed the
national security and public safety implications of artificial intelligence models and characteristics of an
artificial intelligence model that may require additional government scrutiny,” while separately
committing to "enabling timely access to frontier models to support secure innovation and strengthen
cyber security" [1]. No specific scrutiny criteria, capability thresholds, or review procedures were
published alongside the communiqué, leaving the substance of the emerging regime undefined even as
its existence became official [1][2][3]. This formalization follows, and gives multilateral shape to, a series
of unilateral U.S. actions earlier in 2026 — a June 22 Five Eyes cyber-agency warning about frontier Al's
offensive potential, a June 12 export-control order suspending foreign access to two Anthropic models,
and Executive Order 14409's classified pre-release review framework — that together suggest, in CSA's

assessment, a shift from studying Al risk toward actively gating access to specific models [3][4][5][8].
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For enterprises, the practical risk extends beyond any single country's rules to the possibility that frontier
model access becomes a contingent, government-mediated resource — one whose restriction criteria,
based on the EO 14409 precedent, have not been made public [5][6].

Background

Frontier Al has appeared in Five Country Ministerial communiqués before, typically framed as a subject
for future study or discussed alongside its use by criminals for fraud, child exploitation material, or
malware development [3]. The 2026 communiqué marks a shift: Al now sits alongside terrorism, foreign
interference, and organized crime as a standing item requiring coordinated ministerial attention, and the
ministers explicitly linked that attention to "characteristics of an artificial intelligence model that may
require additional government scrutiny” rather than to any particular criminal use case [1][2]. The
ministers also committed to sharing lessons from national Al tabletop exercises to build collective
resilience, and pledged deeper collaboration with industry on shared national security priorities [1].
Import Al analyst Jack Clark, who has tracked five prior years of FCM statements, characterized the shift
as Al moving "from a foreseen risk to a live one," and noted that the communiqué's emphasis on practical
model access reflects "simmering geopolitical tensions around who does and doesn't get access to this
technology” as well as an acknowledgment that intelligence services "do not have their own in-house

capabilities" and must depend on the private sector for frontier Al [3].

That dependence, and the tension it creates, had already played out concretely in the months before
Sydney. On June 22, 2026, cybersecurity agencies from all five nations — including the NSA
Cybersecurity Directorate and the U.S. Cybersecurity and Infrastructure Security Agency — issued a joint
statement warning that frontier models comparable to Anthropic's Fable 5 and OpenAl's Daybreak would
"fundamentally transform both offensive and defensive cyber capabilities" on a timeline of "months, not
years" [4]. Ten days earlier, the U.S. Commerce Department had already acted on that concern
unilaterally: citing the deemed-export provisions of the Export Administration Regulations, it sent
Anthropic an "is informed" letter ordering the company to "suspend all access to Fable 5 and Mythos 5
by any foreign national, whether inside or outside the United States,” a move commentators described
as a de facto "global kill switch" that took both models offline worldwide within hours [5]. The restrictions
followed an Amazon research report describing a jailbreak of Fable 5's cybersecurity guardrails — a
finding security researchers including Katie Moussouris later disputed as evidence of a defensive
capability rather than a dangerous flaw, particularly since the same technique worked against OpenAl's
GPT-5.5 and China's Kimi K2.7 without triggering comparable action against those models [7]. By July 1,

after Anthropic implemented a safety classifier blocking the technique in more than 99% of attempts,
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expanded the government's pre-release access, and joined a "Project Glasswing" vetting arrangement
for Mythos 5, Fable 5's global access was restored and Mythos 5's was reopened to vetted U.S.

organizations [7].

Running alongside these cyber-specific actions, Executive Order 14409, "Promoting Artificial
Intelligence Innovation and Security," directed an NSA-led interagency group — including CISA and NIST
— to build a framework for designating "covered frontier models" and giving the federal government up
to 30 days of pre-release access to them [8]. Roughly 100 organizations reportedly have access to this
framework today, but the administration has published no eligibility criteria for that list, no defined review
timeline beyond the 30-day window, and no public reporting on outcomes; the White House has stated it
intends to keep the framework's operation classified [6][8]. Policy analysts, including Michelle De Mooy
writing in Tech Policy Press, have argued that this combination — undisclosed triggering thresholds, an
approved-organization list with no published eligibility criteria, and no appeal mechanism for developers
subject to review — risks becoming a permanent, non-transparent feature of Al governance rather than a
temporary emergency measure [6]. The August FCM communiqué does not reference EO 14409
directly, but it signals that the United States' Five Eyes partners are now discussing comparable scrutiny
mechanisms of their own, raising the prospect of five separate national screening regimes operating with
limited public visibility into any of them [1][2][6].

Security Analysis

The FCM communiqué's core commitment — identifying "characteristics of an artificial intelligence
model that may require additional government scrutiny” — describes a capability-based screening
exercise rather than a governance framework in its own right. The only public precedent for what
"additional government scrutiny” might mean comes from U.S. actions, not from the FCM communiqué
itself: under EO 14409 and the Fable 5/Mythos 5 order, screening has asked whether a model exceeds
thresholds in domains such as offensive cyber capability, biological or chemical weapons uplift, or
autonomous replication, gating access through mechanisms borrowed from existing export-control and
classified-review regimes [5][8]. The Fable 5 and Mythos 5 episode illustrates how quickly such a
determination can move from private capability finding to public restriction: a single third-party research
report triggered a government order that severed access for every foreign user of two commercial
models within hours, with no advance notice to affected customers and no published standard by which
the triggering finding was judged more serious than comparable results against competing models [5]
[7]. Whether the Five Eyes partners intend to build similarly rapid, executive-driven mechanisms, or
something closer to a multilateral licensing regime with defined criteria and appeal rights, remains

unresolved in the public text of the communiqué [1][2].
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For security and compliance teams, the more consequential feature of this emerging regime may be its
opacity rather than its existence. Because neither the FCM communiqué nor the EO 14409 framework
discloses the specific model characteristics that trigger review, enterprises cannot assess in advance
whether a given frontier model, or a future version of a model they already depend on, is a plausible
candidate for restriction [6][8]. That uncertainty compounds an existing supply-chain dependency:
organizations that have built workflows, agents, or products on a specific frontier model now carry a form
of geopolitical risk analogous to advanced semiconductor dependency, where access can be curtailed by
government action unrelated to the vendor's own security posture or contractual commitments [5][6].
The rapid reversal in the Fable 5 case — full restoration within roughly three weeks once Anthropic agreed
to specific mitigations and expanded government access — suggests, based on this single case, that
similar interventions may function as negotiated conditions on continued access rather than permanent

bans, which is a meaningfully different risk to plan for than an outright, indefinite prohibition [7].

A second consideration is jurisdictional divergence. Five Eyes coordination on a shared topic does not
guarantee five governments will land on identical scrutiny criteria, timelines, or enforcement
mechanisms, and the communiqué's language commits only to continued discussion and information-
sharing, not to a harmonized standard [1][2]. Enterprises operating across Australia, Canada, New
Zealand, the UK, and the US should therefore expect the possibility of inconsistent national treatment of
the same model in the near term — a dynamic that mirrors the fragmentation already seen in Al-specific
export control and data sovereignty rules, and one that raises the compliance burden for any

organization deploying a single frontier model globally [1][6].

Recommendations

Immediate Actions

Security and risk teams should inventory which frontier Al models the organization depends on for
cyber-relevant workflows — including any use involving offensive security testing, code generation for
critical systems, or agentic tooling with elevated privileges — and identify which of those models are
provided by vendors plausibly subject to national security review or export restriction [5][8]. Where a
single frontier model underpins a critical workflow, teams should establish a documented fallback plan,
comparable to a vendor-outage contingency plan, describing how operations would continue if that
model's access were suspended with little or no notice, as occurred with Fable 5 and Mythos 5 in June
2026 [5][7]. Legal and procurement teams should also review existing Al vendor contracts for clauses
addressing government-mandated service suspension, since export-control-style interruptions are a

novel risk category that most current agreements likely do not address.
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Short-Term Mitigations

Organizations should assign a specific owner — typically within Al governance, legal, or GRC functions —
to track Five Country Ministerial follow-on statements and any published elements of national screening
frameworks as they emerge from each of the five countries, given how quickly the U.S. framework moved
from executive order to enforcement action [1][8]. Enterprises with a global user base should verify that
frontier Al vendors' foreign-national access controls are understood and, where relevant, integrated into
internal access reviews, since deemed-export-style restrictions can affect employees or contractors
based on nationality rather than physical location [5]. Security teams should also incorporate frontier-
model geopolitical risk into existing third-party risk assessments, treating a vendor's exposure to national
security review as a distinct risk factor alongside more conventional criteria such as data handling and

incident response history.

Strategic Considerations

Longer term, enterprises should advocate, through industry and trade associations, for the kind of
published criteria, defined timelines, and appeal mechanisms that critics of the current U.S. framework
have identified as missing — a principle consistent with standard enterprise risk management: predictable
rules are generally easier to plan around than either unrestricted access or unpredictable restriction [6].
This aligns with public statements from Al developers themselves: Anthropic's leadership has argued that
government should have clear, bounded authority to restrict deployment of frontier models presenting
unacceptable risk, paired with explicit protections against arbitrary or politically motivated action — a
framing that suggests industry and enterprise customers share an interest in formalized rather than ad
hoc screening [5]. Organizations should treat frontier-model access risk as an ongoing category within
enterprise Al governance rather than a one-time response to the June 2026 events, revisiting vendor
concentration and contingency plans as the Five Eyes screening regime, and any counterpart
frameworks in other jurisdictions, continue to take shape [1][6].

CSA Resource Alignment

CSA's Al Safety Initiative has tracked the events underlying this formalization closely, and two prior CSA
analyses connect directly to the FCM's move toward national security screening. Fable 5 Suspension:
Enterprise Al Under Export Controls analyzed the June 2026 suspension of Fable 5 and Mythos 5 in
detail, including the Commerce Department's use of direct export controls under the Export
Administration Regulations and the enterprise governance gaps — insufficient fallback strategies and
vendor continuity provisions — that the episode exposed; enterprises evaluating the FCM's implications
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should treat that precedent as a useful preview of how a national screening determination can translate
into sudden, operational access loss [9]. The Al Controls Matrix (AICM) v1.1 offers the control baseline —
particularly its supply chain and third-party risk domains — against which enterprises can formalize
frontier-model dependency reviews and document contingency planning for government-mediated

access changes [10].
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