
CSAI Foundation | Cloud Security Alliance

GPUThor: Rowhammer Defeats GPU
ECC, Exposes AI Risk

How One Hardware Attack Reveals the Fragility of AI's

Concentrated GPU Supply Chain

2026-09-03



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,

provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair

Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with AI assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 2



Key Takeaways

Researchers from the University of Toronto disclosed GPUThor, a Rowhammer-class attack that induces

memory bit flips on NVIDIA Ampere-generation workstation GPUs precisely enough to defeat the error-

correcting code (ECC) protection that NVIDIA had recommended as the primary mitigation for this

attack family [1][2][6]. Tested against the RTX A4000, A4500, A5000, and A6000, all of which use

GDDR6 memory, GPUThor produces between 72,000 and 377,000 bit flips per gigabyte on

unprotected memory, up to 23,500 times more than the original GPU Rowhammer proof of concept,

and does so by hammering memory rows in a non-uniform pattern that evades the on-chip Target Row

Refresh (TRR) defense [1][3]. Because the attack can generate double- and even triple-bit errors within

a single ECC-protected memory chunk, it exploits a blind spot in the single-error-correct, double-error-

detect scheme GPU vendors rely on: the logic sometimes "corrects" a triple-bit error into the wrong

value and reports no fault at all, a failure mode known as silent data corruption [2][3].

The practical consequence is that an unprivileged CUDA program running on affected hardware can,

within roughly a minute in the researchers' demonstration, corrupt GPU page-table entries and pivot into

a root shell on the host system, even where security teams had already implemented the IOMMU

isolation and ECC settings that earlier GPU Rowhammer research recommended as sufficient controls

[3][4]. NVIDIA disclosed guidance in response but has not shipped a patch, because the underlying

weakness is physical: it lives in how GDDR6 DRAM cells hold a charge, not in any piece of software

NVIDIA controls [1][2]. This report examines GPUThor's mechanism and disclosure timeline, then argues

that the more consequential story is not any single vulnerable GPU model but the fact that a narrow set

of GPU architectures from a single vendor now underpins a disproportionate share of the world's shared

AI compute, meaning a hardware-level flaw of this kind arrives everywhere at once rather than in isolated

pockets.

Background

Rowhammer attacks exploit a physical property of DRAM: repeatedly and rapidly activating

("hammering") a memory row can leak enough electrical charge into physically adjacent rows to flip

individual bits, even though the attacking process never had permission to touch the flipped memory.

The technique has been understood on CPU DRAM for over a decade, but its extension to GPU memory

is more recent. University of Toronto researchers first demonstrated a practical GPU Rowhammer attack,
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GPUHammer, in 2025, showing that hammering could degrade the accuracy of an AI model running on

an NVIDIA A6000 GPU from roughly 80 percent to below 1 percent, and NVIDIA's response at the time

was to recommend enabling System-Level ECC across its data center, workstation, and embedded

product lines [6]. In April 2026, the same research group published GPUBreach, which showed that

GDDR6 bit flips could be chained into a full CPU-level root shell even with IOMMU protection enabled,

by corrupting the NVIDIA driver's own page tables and state buffers rather than attempting unauthorized

DMA [7]. Both prior results assumed ECC, once enabled, would hold; GPUThor was built specifically to

test that assumption [1].

GPUThor, authored by Chris S. Lin, Joyce Qu, Aditya Rajeev, and Gururaj Saileshwar and scheduled for

presentation at the ACM Conference on Computer and Communications Security in November 2026,

achieves its result by exploiting two previously undocumented behaviors of the GPU memory subsystem

[3]. First, when a single GPU thread issues repeated accesses to the same memory row, the memory

controller coalesces them into a single DRAM activation, wasting hammering effort; but when separate

GPU warps — the hardware's basic scheduling unit of 32 threads — issue accesses to different cache lines

within that same row, those accesses survive as distinct activations. Second, the TRR defense built into

GDDR6 controllers, which is designed to detect and neutralize a row being hammered, only samples for a

hammering pattern approximately once every 72 refresh intervals rather than continuously [1][3]. By

spreading carefully timed warp-sourced accesses across a six-interval pattern, the researchers reached

roughly 110,000 aggressor-row activations per refresh window while staying beneath TRR's detection

threshold, cutting the time needed to compromise an RTX A6000 from roughly 22 hours in earlier

attacks to about a minute [3][4].

The researchers reported their findings to NVIDIA, and separately to Google, Microsoft, and AWS given

the prevalence of the affected GPU family in cloud-rented AI infrastructure, on April 29, 2026, under an

embargo that ran through August 25, 2026 [3][4]. NVIDIA published updated guidance around August

21, ahead of the embargo lifting, reiterating and extending the System-Level ECC and IOMMU

recommendations it had issued the prior year in response to GPUHammer [1][5]. No CVE identifier has

been assigned to GPUThor, and as of this writing no source has reported evidence of exploitation

outside the research environment [1][2]. The attack code itself is scheduled for public release on

November 15, 2026, coinciding with the paper's conference presentation, which leaves affected

organizations until November 15 to assess exposure before proof-of-concept tooling becomes broadly

available [3].
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Security Analysis

GPUThor's core significance is that it breaks the specific safety property ECC was deployed to

guarantee. NVIDIA's single-error-correct, double-error-detect ECC scheme is designed on the

assumption that memory corruption events are rare and small, typically a single stray bit flip caused by a

cosmic ray or manufacturing defect, so the logic corrects one flipped bit transparently and raises an

uncorrectable-error flag when it detects two [2][3]. GPUThor's non-uniform hammering pattern is

precise enough to reliably produce two- and three-bit-flip clusters within the same protected chunk of

memory, and the researchers documented 387 detected double-bit uncorrectable errors alongside two

triple-bit events that ECC actively mis-corrected into an incorrect value while reporting no error at all [2]

[3]. That second case, silent data corruption, is the more dangerous of the two: a monitoring system

watching for ECC error counts, exactly the kind of GPU health telemetry NVIDIA recommends

organizations track, sees nothing unusual, even as an attacker uses the corrupted value to overwrite a

page-table entry.

From there, GPUThor demonstrates two distinct routes to a host root shell depending on system

configuration. Where IOMMU isolation is enabled, the researchers used the triple-bit silent-corruption

path to manipulate page-table state without tripping detectable-error alarms; where IOMMU is disabled,

they instead leveraged the double-bit detectable-but-uncorrectable error condition in combination with

driver behavior to reach the same outcome [2]. In both cases, the escalation reuses and extends the

four-stage privilege-escalation chain the same research group demonstrated in GPUBreach, corrupting

driver page tables and overwriting process credentials to obtain root [3][7]. This suggests that the two-

path structure matters for defenders: neither of the two most commonly recommended hardening

configurations — IOMMU enabled or IOMMU disabled with other compensating controls — is

independently sufficient, since each closes one path while leaving the other open.

GPUThor also has a lower-effort denial-of-service mode: sustained hammering without attempting the

full escalation chain forces the targeted GPU to reset approximately every two hours, which is disruptive

on its own terms for any long-running training job or inference service and requires none of the precision

the privilege-escalation path demands [2]. Scope is, for now, bounded to GDDR6 memory: NVIDIA and

the researchers both report that the same hammering patterns produced no observed bit flips on the

GDDR6X, HBM2e, or HBM3 memory used in newer-generation GPUs such as the A100 and H100 during

testing, meaning the immediate exposure is concentrated in Ampere-generation workstation cards

rather than the newest data-center accelerators [1][4]. NVIDIA has cautioned, however, that Rowhammer

susceptibility depends on the specific DRAM device, memory technology, and platform design in ways

that are not fully characterized, so the absence of observed flips on a given part in this test is not a

guarantee of immunity for that part in general [2].
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The scenario that should concern security and infrastructure teams most is not a single researcher's

workstation but the multi-tenant cloud GPU instance, where customers who have never met one another

run unrelated CUDA workloads on time-shared or virtualized slices of the same physical hardware [4]. A

Rowhammer attack that reaches root on the host does not stay confined to the attacker's own tenancy;

it compromises the hypervisor-adjacent layer that every co-resident tenant depends on for isolation,

converting what looks like an ordinary GPU rental agreement into an implicit trust relationship with every

other customer sharing that card. This risk is amplified by the shared-tenancy model common to GPU-

as-a-service and AI-training-as-a-service offerings, many of which run Ampere-generation and newer

workstation- and data-center-class GPUs at scale across shared fleets [4].

Recommendations

Immediate Actions

Security and infrastructure teams operating NVIDIA RTX A4000, A4500, A5000, or A6000 GPUs —

whether on-premises or as customers of a cloud provider offering these instance types — should confirm

that System-Level ECC is enabled and should not treat ECC alone as sufficient, since GPUThor

specifically targets the boundary conditions where ECC's correction logic fails [1][5]. Teams should also

confirm IOMMU/DMA isolation status on affected hosts and recognize that GPUThor demonstrated a

viable escalation path both with and without it enabled, so neither configuration alone closes the

exposure [2][3]. Any workload that shares physical GPU hardware with untrusted or unvetted code —

including multi-tenant cloud GPU rental, shared research clusters, and CI/CD pipelines that execute

third-party CUDA kernels — should be treated as elevated risk until mitigations described below are in

place [4].

Short-Term Mitigations

Organizations should add GPU-specific telemetry to existing infrastructure monitoring, watching in

particular for unexplained GPU resets, which GPUThor's denial-of-service mode produces roughly every

two hours under sustained hammering, and for anomalous ECC error-count trends even where individual

errors are being auto-corrected [2]. Where operationally feasible, restricting co-tenancy of untrusted

workloads on affected GPU models, or moving the most sensitive workloads to GDDR6X- or HBM-

based data-center accelerators where GPUThor's specific hammering pattern was not observed to

produce bit flips, reduces near-term exposure while acknowledging that broader Rowhammer

susceptibility across memory technologies remains an open question [1][4]. Teams should also budget

for the performance cost of aggressive ECC configurations: NVIDIA's own guidance for the related
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GPUHammer mitigation noted up to a 10 percent inference slowdown and a 6.5 percent reduction in

usable memory capacity when ECC is fully enabled, a tradeoff that should be made explicitly rather than

discovered after the fact [6].

Strategic Considerations

GPUThor does not have a software patch and cannot receive one, because the vulnerability is a property

of how GDDR6 DRAM physically holds charge under repeated activation, not a flaw in a driver or

firmware component NVIDIA can rewrite [1][2]. NVIDIA and the researchers agree that a durable fix

requires stronger multi-bit error correction and in-DRAM defenses such as refresh management and

per-row activation counting, changes that arrive, if at all, in future silicon generations rather than through

a downloadable update to today's fleet [1][3]. That reality should reframe how organizations think about

GPU hardware risk more broadly: the appropriate planning horizon for a hardware-rooted vulnerability

class is years, spanning the operational life of the affected cards, not the days-to-weeks patch cycle

security teams are accustomed to for software CVEs.

That reframing is sharpened by how narrow the underlying hardware base actually is. GDDR6 and its

close variants are not a niche memory technology confined to a handful of research GPUs; the four

affected cards are widely deployed in exactly the shared research and cloud environments where multi-

tenant exposure matters most [4]. CSA's own analysis of AI compute concentration estimates that the

vendor behind these GPUs, NVIDIA, controls roughly 80 to 90 percent of the AI accelerator market by

revenue, a concentration it compares to the chokepoints regulators have historically challenged in

telecommunications and financial-services infrastructure [8]. A vulnerability class rooted in GDDR6,

discovered on hardware from a vendor holding that degree of market concentration, does not behave like

an isolated product defect; it behaves like a hazard embedded in a substrate that a disproportionate

share of the industry's rented and owned AI infrastructure depends on. Organizations that have

diversified their model providers or cloud regions for resilience should ask whether that diversification

also spans GPU architecture and memory technology, or whether it merely spreads a common hardware

dependency across more addresses.

CSA Resource Alignment

GPUThor extends a body of research CSA has already engaged with directly, and this document's

recommendations build on that existing analysis rather than introducing a new framework. CSA Labs'

"GPUBreach: GDDR6 RowHammer Achieves Full CPU Privilege Escalation" examined the immediately

preceding disclosure from the same University of Toronto research group, documenting how GDDR6 bit
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flips could be chained into root-level access even with IOMMU enabled, and recommending System-

Level ECC as a primary control. GPUThor's central finding — that ECC itself can be defeated through

precisely targeted multi-bit errors — means organizations that implemented GPUBreach's recommended

mitigation now need the additional monitoring and configuration guidance in this report, and the two

documents should be read together by any team that acted on the earlier one.

The systemic dimension of this report connects most directly to two existing CSA analyses of AI

infrastructure concentration. CSA's "AI Compute Concentration and Systemic Risk" argues that

concentration across the semiconductor, cloud infrastructure, and model-provision layers constitutes a

durable, interconnected structural risk to AI-dependent enterprises, comparable to the concentration

regulators historically challenged in telecommunications and financial services [8]. GPUThor is a

concrete instance of that thesis, showing how a single hardware research finding against one vendor's

memory architecture creates simultaneous exposure across the cloud providers, research institutions,

and enterprises that have standardized on that vendor's GPUs. CSA's "AI Provider Concentration Risk:

Enterprise Resilience" similarly frames dependence on a small number of AI providers as a material

business-continuity risk, documenting dozens of high-signal outage days across major AI platforms in a

single quarter and finding that most surveyed enterprises could not fully account for their own AI

dependencies [9]. GPUThor demonstrates that this concentration dynamic extends below the software

and provider layers that analysis emphasizes, down into the physical memory substrate of the

accelerators themselves, widening the set of shared control points organizations need to inventory.

Finally, the AI Controls Matrix (AICM) v1.1 provides the control vocabulary organizations can use to

operationalize this report's recommendations, particularly its Infrastructure Security domain for GPU

workload isolation and tenancy controls, and its threat and vulnerability management domain for the

telemetry and monitoring practices needed to detect anomalous GPU behavior in the absence of a

vendor patch [10].
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