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Three Authentication Bugs, One Path Into the Build Pipeline
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Key Takeaways

e Attackers are actively chaining two authentication flaws in self-hosted JFrog Artifactory —
CVE-2026-42018 and CVE-2026-42016 — to obtain administrator-level access to build and
artifact repositories in under five minutes, according to research from Wiz covering
exploitation between August 15 and September 8, 2026 [1][2][7]-

e A separate, more severe flaw, CVE-2026-82329 (CVSS 9.8), lets an unauthenticated
attacker forge an administrator JSON Web Token outright; watchTowr observed exploitation
beginning September 1, 2026, just four days after JFrog published a fix [3][4][5], and Fastly
recorded roughly 406,000 exploitation attempts — traffic volume, not confirmed

compromises — across its network on September 2 alone [1].

e Once admin access is established, attackers have created persistent administrator accounts,
installed malicious Groovy plugins for remote code execution, and deployed a custom Rust-
based backdoor with command-and-control capability, giving them durable control of the
compromised build pipeline rather than a one-time foothold [1][2][6].

e Wiz's research found remediation lagging across all three flaws rather than at a single
combined rate: 59 percent of instances remained vulnerable to CVE-2026-42016 six weeks
after its patch, the CVE-2026-42018 rate fell from 69 to 62 percent over four weeks, and the
CVE-2026-82329 rate dropped from 67 to 49 percent within two weeks — the fastest decline
of the three, which Wiz attributed to the flaw's higher severity rating driving more urgent
patching [7].

e Because attackers can plant backdoors, rogue admin accounts, SSH keys, and cluster join-key
abuse before an instance is patched, upgrading Artifactory alone does not remove an existing
compromise; affected organizations need to treat any previously vulnerable instance as a
candidate for full incident response, not a routine patch cycle [1][2].

Background

JFrog Artifactory is a self-hosted or self-managed binary and package repository manager that sits at
the center of many organizations' software build pipelines, storing and serving the container images,
libraries, and build artifacts that CI/CD systems pull from and publish to. That central position — trusted
implicitly by every downstream build, deployment, and release process — is precisely what makes it a

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 3



high-value target: compromising the artifact repository does not just expose data, it gives an attacker
the ability to tamper with what an organization actually ships. Over the past several weeks, security
researchers have documented three distinct but related vulnerabilities in Artifactory's authentication and
authorization logic, two of which are being chained together in live attacks and a third of which enables

admin-level compromise on its own [1][3].

The first two flaws form a two-step escalation chain. CVE-2026-42018 is an improper-authentication
issue in which Artifactory returns an internal token intended for anonymous, unauthenticated users to a
caller even when anonymous access has been explicitly disabled on the instance [1][6]. On its own, that
token carries minimal privilege. CVE-2026-42016 supplies the second step: Artifactory's token validation
checks a token's cryptographic signature and its issuer, but does not verify what scope the token is
actually authorized for, which lets an attacker exchange that low-privilege anonymous token for one
carrying full administrator scope [1][2]. Neither bug alone grants meaningful access, but together they
let an attacker with no credentials at all reach administrator status, and Wiz's research indicates some
intrusions completed that full chain in under five minutes [2][7].

The third vulnerability, CVE-2026-82329, is unrelated in mechanism but converges on the same
outcome. JFrog's own advisory describes it as a critical authentication bypass, rated CVSS 9.8, present
in the default configuration of self-managed Artifactory instances; reporting on the flaw indicates it
stems from a token-signing weakness that allows an attacker to forge a valid administrator JWT without
any prior access, and separately to exploit a "phantom"” cluster join key issued to instances that have not
configured an additional join key of their own [3][4][5]. JFrog CTO Yoav Landman, characterizing the
vulnerability from the vendor's perspective, described it as "improper authentication rather than RCE"
and confirmed it affects only self-hosted deployments, not the JFrog Saa$S platform [5] — though the
practical outcome researchers observed, forged administrator tokens leading to arbitrary Groovy plugin
execution, functions as a path to code execution regardless of the initial vulnerability classification. The
table below summarizes all three vulnerabilities and the versions in which JFrog fixed them.

CVE Severity Mechanism Affected (pre-patch) FixedIn
CVE- High Token validated by Before 7.133.11 71330
2026- signature/issuer, not
42016 scope, enabling privilege
escalation
CVE- High Internal anonymous-user Below 7111.20 / 7117.27 7.111.20,
2026- token disclosed even / 712519/ 7133.28 / 7N7.27,
42018 with anonymous access 7.146.8 (branch- 71259,
disabled dependent)
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CVE Severity Mechanism Affected (pre-patch) FixedIn

7133.28,
7.146.8
CVE- Critical Forged administrator 7M.4-71M.21/ 7117.0- 7M.27,
2026- (CVSS JWT via signing 7NM7.27 ) 7125.0- 717.28,
82329 9.8) weakness; phantom 712519/ 7133.0- 7125.20,
cluster join key 7.133.28 / 7146.0- 7133.29,
7.146.36 / 7161.0- 7.146.38,
716119 7.161.20

Sources: JFrog Security Advisories [6]; The Hacker News [1][3]; BleepingComputer [2][4].

CVE-2026-42016 was disclosed and patched first, with a fix credited in part to researchers at OpenAl,
followed by CVE-2026-42018's patch roughly two weeks later and CVE-2026-82329's fix on August 28,
2026 [1][6]. That staggered timeline matters because it created a window in which organizations that
had patched only the first two flaws remained exposed to the third, and vice versa — a pattern consistent
with how the exploitation windows for each CVE ended up overlapping rather than occurring in

sequence.

Security Analysis

The exploitation timeline for these flaws illustrates how little runway defenders now have between
disclosure and mass scanning. Wiz's research places active exploitation of the CVE-2026-42018/CVE-
2026-42016 chain between August 15 and September 8, 2026, spanning both before and after each
individual patch was available, which suggests attackers were probing for the underlying conditions
independent of the formal CVE disclosures [1][2]. For CVE-2026-82329, watchTowr's Attacker Eye
honeypot network detected the first real-world exploitation attempts on September 1, 2026 — four days
after JFrog shipped the fix on August 28 [3][4][5] — and Fastly separately logged approximately
406,000 exploitation attempts against its content-delivery customers on September 2 alone, a figure
that reflects attack traffic rather than confirmed successful compromises but still signals broad, largely
automated scanning rather than a narrowly targeted campaign [1]. watchTowr principal threat intelligence
specialist Yordan Ganchev summarized the strategic value of this access succinctly: "When attackers
gain admin level access of a central software supply chain system, they can do what every engineering
team does best - build, ship and distribute software fast" [5].
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What attackers do with that access is the more consequential part of the story. Across the compromised
instances Wiz analyzed, intruders created new administrator accounts and left them in place, in some
cases using names designed to blend into normal operations, such as service-account-style prefixes or
names resembling legitimate JFrog components [1][2]. They installed malicious Groovy plugins through
Artifactory's own plugin execution framework — a legitimate extensibility feature repurposed to grant the
attacker arbitrary code execution on the server itself — and used that foothold to drop additional
payloads, including a custom Rust-based backdoor with command-and-control functionality, into world-
writable directories such as /tmp, /var/tmp, and /dev/shm [1][2][6]. On instances running newer
Artifactory branches, attackers also extracted cluster join keys, information that can be used to register
additional nodes into a compromised cluster or expand persistence across a distributed deployment [1].
Some of this activity was logged under a generic "token:anonymous" identity rather than a named
account, which complicates after-the-fact forensic reconstruction of exactly which actions were

attacker-driven versus legitimate anonymous traffic [1].

The remediation-lag data Wiz published is arguably the most operationally significant finding in this
research. Roughly six weeks after the July 27 disclosure of CVE-2026-42016, an estimated 59 percent
of reachable instances remained vulnerable to it. The CVE-2026-42018 rate fell more slowly, from 69
percent to 62 percent over the four weeks following its August 12 publication, while the critical CVE-
2026-82329 flaw saw faster remediation — dropping from 67 percent to 49 percent within two weeks of
its August 28 disclosure, which Wiz attributed to the flaw's higher severity rating driving more urgent
patching [7]. Wiz reported these three figures separately rather than as a single combined exposure
statistic, and each represents a different CVE measured at a different point in its own remediation
timeline, so they should not be read as a unified "percentage of instances vulnerable to at least one flaw."
Even taken individually, though, the persistence of vulnerable instances weeks after a fix was available is
consistent with where Wiz observed the bulk of successful intrusions occurring [7], and it echoes a
pattern seen elsewhere in CI/CD and developer-tooling incidents: build-pipeline infrastructure is
frequently deprioritized for patching because taking it offline disrupts active build and release work —

though the specific causal weighting of that factor here is not something Wiz's data confirms directly.

A further complication is that patching closes the vulnerability but does not undo what an attacker
already did while it was open. Because the observed intrusions added new administrator accounts,
planted Groovy-based execution and Rust backdoors, uploaded webshells, and in some cases extracted
cluster join keys or added SSH keys to newly created accounts, an organization that simply upgrades
Artifactory to a fixed version may still be running a server with attacker-controlled persistence
mechanisms intact [1][2]. This is the same dynamic CSA's prior research on developer-toolchain
compromise has documented in other contexts [8]: once an attacker has build-pipeline-level access, the
appropriate response shifts from patch-and-move-on to patch-and-investigate, treating the instance as

a candidate for compromise until proven otherwise.
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Recommendations

Immediate Actions

Organizations running self-hosted JFrog Artifactory should confirm their current version against the
affected ranges in the table above and upgrade to 7.111.21, 7117.28, 7125.20, 7.133.29, 7146.38, or 7161.20
— whichever corresponds to their branch — without delay, since all three vulnerabilities require an
unauthenticated network path and no user interaction [6]. Instances that cannot be patched
immediately should have network access restricted to trusted users and systems, consistent with Wiz's
guidance to prioritize internet-accessible Artifactory deployments for network-layer containment while
patching is scheduled [2]. For CVE-2026-82329 specifically, administrators should generate a random
value and configure it as an additional join key in system.yaml, which prevents the default "phantom" join

key from being accepted for cluster registration [1].

Short-Term Mitigations

Because patching does not remove an existing compromise, any instance that was internet-reachable
and unpatched during the relevant exploitation windows — August 15 through September 8, 2026, for
the chained flaws, and September 1 onward for CVE-2026-82329 — should be audited rather than
assumed clean once upgraded. That audit should include a full review of the administrator account list
for unrecognized or suspiciously named accounts, inspection of installed Groovy plugins for
unauthorized additions, a search of world-writable directories such as /tmp, /var/tmp, and /dev/shm for
unexpected binaries, and a check for SSH keys added to accounts outside normal provisioning
workflows. Any credentials, API keys, or access tokens issued or stored by a potentially compromised
Artifactory instance should be rotated, and cluster join keys should be regenerated on deployments that

were running affected versions.

Strategic Considerations

This incident reinforces a pattern that now spans multiple categories of developer-facing infrastructure:
source-control platforms, Cl/CD orchestrators, and artifact repositories are targeted not because they
hold sensitive data in the traditional sense, but because compromising them gives an attacker control
over what an organization builds and ships. Organizations should treat internet-facing Artifactory, and
comparable build-pipeline infrastructure, with the same patch-velocity expectations increasingly applied
to perimeter and identity systems, rather than deferring updates because the system is "internal tooling."

The remediation-lag figures in this incident — where a majority of exposed instances remained vulnerable
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weeks after a fix was available for two of the three flaws — suggest that many organizations still lack a
fast-track change-management path for build-infrastructure patches, a gap worth closing before the

next disclosure rather than after.

CSA Resource Alignment

This incident is a direct instance of the attack pattern CSA documented in The Developer Toolchain as
Enterprise Attack Surface: Systemic Risk from IDE, Registry, and CI/CD Compromise [8], which
identified CI/CD and artifact-repository credential concentration as a primary vector for cascading
enterprise compromise. That whitepaper's recommended controls — cryptographic provenance
verification, least-privilege scoping of build-system credentials, and continuous monitoring of build
infrastructure — map directly onto the gaps this Artifactory campaign exploited, namely token scope
validation and slow patch adoption on internet-facing build tooling. Organizations that used that
whitepaper to harden their CI/CD credential and registry posture should extend the same review to their
artifact-repository layer specifically.

The attacker tradecraft observed here — chaining an authentication weakness into a low-privilege token,
escalating that token to administrative scope, and then using legitimate extensibility features
(Artifactory's Groovy plugin framework) to establish code execution and persistence — also parallels the
credential-harvesting and pipeline-abuse techniques CSA analyzed in TeamPCP (UNC6780): Al Supply
Chain's Most Active Threat Actor [9], which documented a threat actor repeatedly targeting developer
tooling to harvest CI/CD credentials at scale. The overlap suggests organizations should not treat the
JFrog campaign as an isolated vendor issue but as part of a broader trend of financially motivated and
opportunistic actors treating build infrastructure as a primary target class.

More broadly, the vulnerabilities described here — improper authentication, insufficient authorization
scope validation, and slow patch remediation on internet-facing systems — fall within the Threat and
Vulnerability Management and Identity and Access Management domains of CSA's Al Controls Matrix
(AICM) v1.1 [10], which provides control objectives applicable to any organization operating build or
artifact infrastructure, not only Al-specific systems. Security teams should map their artifact-repository
authentication and token-scoping practices against these domains to identify gaps of the kind this

campaign exploited.
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