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Revision Note

Version 1.1 (September 11, 2026) corrects the CVSS score and CWE classification for CVE-2026-42016

(8.1 / CWE-863, not 8.8 / CWE-287, which describes CVE-2026-82329) and disaggregates a Key

Takeaways statistic that had combined two separate Wiz Research exposure figures into a single

reported range. It also tightens several instances of unattributed inference and evaluative language

flagged in quality review, and adds a supporting citation for the Sigstore/SLSA reference in the Strategic

Considerations section.

Key Takeaways

Between August 15 and September 8, 2026, threat actors actively exploited three vulnerabilities in JFrog

Artifactory — CVE-2026-42018, CVE-2026-42016, and CVE-2026-82329 — chaining the first two

together to convert an anonymous, unauthenticated network request into a fully privileged administrator

token [1][2]. A separate authentication-bypass flaw, CVE-2026-82329, rated critical with a CVSS score

of 9.8, let unauthenticated attackers reach the same administrator-level outcome through a single

request under Artifactory's default configuration [3][4]. Because Artifactory sits at the center of the

build pipeline, storing and distributing the binaries, containers, and packages that downstream systems

trust implicitly, attackers who gained this level of access moved directly to planting malicious Groovy

plugins, deploying custom Rust-based backdoors, executing shell commands, and creating persistent

administrator accounts, several disguised with names mimicking legitimate service accounts such as

"jfrog-distribution" and "repo-service" [1][2]. Exploitation compounded the underlying design flaw with a

logging weakness: privileged actions taken with a token derived from the anonymous identity were

recorded in Artifactory's audit trail as "token:anonymous," obscuring the true scope of attacker activity

from defenders reviewing logs after the fact [1]. A significant share of internet-facing instances remained

unpatched well after JFrog published fixes: Wiz Research found that six weeks after CVE-2026-42016's

disclosure, 59 percent of scanned instances remained vulnerable, while CVE-2026-42018's exposure

had only declined from 69 to 62 percent over the same four-week post-patch window, and CISA added

CVE-2026-82329 to its Known Exploited Vulnerabilities catalog on September 3, 2026, with a

remediation deadline of September 5 for federal agencies [2][5].
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Background

JFrog Artifactory functions as a universal binary repository manager, serving as the authoritative store

for build artifacts, container images, and software packages that flow through an organization's

continuous integration and continuous delivery (CI/CD) pipeline. Because nearly every downstream

deployment step — from automated builds to production releases — pulls trusted artifacts from

Artifactory, compromising the repository manager gives an attacker a foothold that extends far beyond

the repository itself: rather than attacking individual applications, an adversary can tamper with the

artifacts those applications are built from, positioning themselves to distribute malicious software to

every consumer of a poisoned package [3]. Consistent with the pattern CSA has documented in

developer-toolchain compromise [8], CI/CD infrastructure has become an increasingly attractive target

for financially motivated and espionage-oriented threat actors throughout 2025 and 2026.

The vulnerabilities disclosed in this case stemmed from token-handling errors in Artifactory's access-

control layer rather than a single memory-corruption bug. CVE-2026-42018 allowed a remote,

unauthenticated requester to obtain a valid JSON Web Token (JWT) scoped to Artifactory's internal

anonymous user — even in deployments where administrators had explicitly disabled anonymous access

— by sending a request to an access-token endpoint [1][2]. CVE-2026-42016, a separate CWE-863

improper-authorization weakness carrying a CVSS score of 8.1, meant that once a requester held any

valid token, Artifactory validated the token's signature and issuer but failed to properly enforce the

scope for which it had been issued, allowing that low-privilege anonymous token to be exchanged for

one carrying full administrator rights [1][6]. JFrog disclosed and patched CVE-2026-42016 in builds

from 7.133.11 onward, and patched CVE-2026-42018 in a set of version-specific fixes (7.111.20, 7.117.27,

7.125.19, 7.133.28, and 7.146.8) [1][2]. A third, independently discovered flaw, CVE-2026-82329, carried

the highest severity rating in the set: a CVSS 9.8 authentication bypass (CWE-287) that let an

unauthenticated attacker with network access obtain administrative privileges outright under

Artifactory's default configuration, without needing to chain a second vulnerability [3][7]. JFrog

published fixes for CVE-2026-82329 on August 28, 2026, covering six affected release branches, with

remediated builds at 7.111.21, 7.117.28, 7.125.20, 7.133.29, 7.146.38, and 7.161.20 [3][5].

Security researchers began tracking exploitation attempts within days of the flaws becoming public.

WatchTowr's honeypot network, Attacker Eye, recorded real-world exploitation attempts against CVE-

2026-82329 almost immediately after JFrog's advisory, observing attackers minting administrator

tokens and enumerating users, groups, credentials, and federated-access configurations [3]. Cloud

infrastructure provider Fastly separately recorded approximately 406,000 exploitation attempts against

the flaw on September 2 alone, and Wiz Research documented a distinct, longer-running campaign

chaining CVE-2026-42018 and CVE-2026-42016 that had been active since mid-August, predating the

public disclosure of CVE-2026-82329 [1][2].
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Security Analysis

The chained attack against CVE-2026-42018 and CVE-2026-42016 followed a consistent, low-

complexity pattern that Wiz Research reconstructed from telemetry across multiple victim environments.

An attacker first sent an unauthenticated HTTP POST request to Artifactory's

/access/api/v1/aws/token/  endpoint, which returned a token scoped to the platform's

internal anonymous identity — a response the server issued regardless of whether administrators had

disabled anonymous access entirely [1][2]. The attacker then presented that anonymous token to the

/access/api/v1/tokens  endpoint, which, due to the scope-enforcement gap in CVE-2026-

42016, issued back a new token carrying full administrator privileges [2]. From that point, the attacker

typically created a persistent administrator account within minutes, giving them durable access that

would survive rotation of the original exploited token [1]. Because the newly minted administrator token

still traced back to the anonymous identity in Artifactory's internal accounting, every subsequent

privileged action the attacker performed was logged under the generic "token:anonymous" label rather

than an identifiable account, materially complicating post-incident forensic reconstruction [1].

Once inside with administrative rights, the pattern of post-exploitation activity is consistent with

attackers seeking durable, stealthy control over the build pipeline rather than immediate, disruptive

damage. Observed post-exploitation activity included installing malicious Groovy plugins — Artifactory's

native extensibility mechanism, which executes with the same privileges as the platform itself —

deploying custom-written Rust-based backdoors, executing arbitrary shell commands through plugin

endpoints, and extracting cluster join keys that could be used to expand access across federated

Artifactory deployments [1][2]. Attackers also created administrator accounts using two distinct naming

conventions: some used conspicuous, almost taunting names such as "0xTerror," suggesting

opportunistic or attention-seeking actors, while others used patterns designed to blend in with

legitimate automation, such as svc_  prefixes or names like "jfrog-distribution" that an administrator

scanning a user list might mistake for a built-in service account [1][2]. Wiz's exploitation telemetry

identified specific source infrastructure tied to the campaign, including IP addresses 93.104.155[.]133

and 149.102.229[.]150 among more than fifteen distinct addresses, a payload-hosting endpoint at

log.gitclone[.]org , and command-and-control infrastructure reachable at 64.207.232[.]6 over

port 8443 [2].

The strategic risk this incident illustrates extends well beyond the specific CVEs involved. WatchTowr's

principal threat intelligence specialist characterized the exposure as follows: an attacker with

administrative control of a central artifact repository can tamper with build pipelines directly, move

laterally into production environments that trust artifacts pulled from that repository, and potentially

distribute compromised software to every downstream customer or internal system that consumes it [3].
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This places the JFrog incident squarely within a broader 2025–2026 pattern in which developer tooling

and CI/CD infrastructure — rather than production applications themselves — has become the preferred

entry point for supply chain compromise, because a single successful intrusion at this layer of the

pipeline can propagate outward to every organization and system that trusts the compromised tool's

output [8]. It is worth noting what remains uncertain: while JFrog's CTO clarified that the flaws involve

improper authentication rather than remote code execution in the platform itself, and that only self-

hosted deployments (not the SaaS offering) are affected, the full scope of organizations whose build

artifacts were tampered with during the exploitation window has not been publicly disclosed, and

defenders relying solely on Artifactory's own audit logs may not be able to distinguish legitimate

anonymous traffic from attacker activity given the "token:anonymous" logging gap [3][1].

Recommendations

Immediate Actions

Organizations running self-hosted JFrog Artifactory should confirm their deployed version against the

patched builds and upgrade immediately if running any version prior to 7.111.21, 7.117.28, 7.125.20, 7.133.29,

7.146.38, or 7.161.20, prioritizing internet-facing instances given the scale of active scanning and

exploitation already observed [3][5]. Security teams should audit administrator account lists for

unfamiliar entries, paying particular attention to service-account-style names that were not provisioned

through normal change-management processes, and should treat any newly created administrator

account discovered during this review as a confirmed compromise requiring full incident response rather

than simple deletion [1][2]. Given the logging gap that obscures attacker actions behind the

"token:anonymous" label, defenders should also correlate Artifactory access logs against network-level

indicators — including the specific IP addresses and infrastructure Wiz has published — since the

application's own audit trail cannot be trusted in isolation to reveal the full scope of unauthorized activity

[2].

Short-Term Mitigations

Beyond patching, organizations should audit all Groovy plugins currently installed in their Artifactory

instances, since this native extensibility mechanism was a primary vector attackers used to establish

persistence with platform-level privileges, and any plugin not deployed through a documented change

should be treated as suspicious pending forensic review [1][2]. Security teams should also rotate

credentials and tokens associated with any Artifactory instance that was internet-reachable during the

August 15–September 8 exploitation window, and should extend that rotation to downstream systems —
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build servers, deployment pipelines, and container registries — that trusted artifacts or authentication

material originating from the potentially compromised instance [2][8]. Restricting network access to

Artifactory's management and token-issuance endpoints to trusted internal networks or VPN-gated

access, rather than leaving them reachable from the open internet, would have blocked the

unauthenticated first step of both attack chains regardless of the underlying code-level flaw [3].

Strategic Considerations

Longer term, organizations should recognize that repository managers, artifact stores, and other build-

pipeline infrastructure warrant the same security scrutiny historically reserved for production systems,

since this incident demonstrates that a repository manager's own authentication layer — not just the

artifacts it stores — can become the attacker's objective [8]. Least-privilege design should extend to

CI/CD tooling itself: build and scanning jobs should hold only the credentials required for their specific

task, reducing the blast radius when any single component in the pipeline is compromised, and

cryptographic provenance mechanisms such as Sigstore or SLSA attestations can help downstream

consumers detect tampering even when an upstream repository has been compromised [8][10][11].

Finally, given that this is at least the second major class of unauthenticated CI/CD-adjacent compromise

disclosed in 2026, security and platform engineering teams should build monitoring specifically tuned to

detect anomalous administrative actions in build infrastructure — unexpected plugin installations, out-of-

band account creation, and privilege escalation patterns — rather than relying exclusively on vendor

patch cadence to close this class of exposure [1][2][8].

CSA Resource Alignment

This incident extends a pattern CSA's AI Safety Initiative has tracked across multiple 2026 disclosures

involving compromise of developer tooling and CI/CD infrastructure that organizations implicitly trust.

CSA's research note "TeamPCP: Cascading Supply Chain Assault via Developer Security Tooling"

documents a closely analogous dynamic: compromise of a single trusted, privileged tool in the software

delivery chain cascading into credential theft and downstream exposure across many organizations, and

its recommendation that pipeline components operate under least privilege — with scanning and build

jobs denied access to production credentials — applies directly to how organizations should scope

Artifactory service accounts and plugin permissions going forward [7]. CSA's whitepaper "The Developer

Toolchain as Enterprise Attack Surface: Systemic Risk from IDE, Registry, and CI/CD Compromise"

provides the broader architectural framing for this incident, characterizing package registries and CI/CD
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pipeline components as a systemic attack surface where a single compromised link — precisely the role

Artifactory occupies as a binary repository manager — can yield credential access across an

organization's entire software delivery chain [8].

On the framework side, the AI Controls Matrix (AICM) v1.1's domains covering Threat and Vulnerability

Management and Application and Interface Security offer the control baseline organizations should

apply when governing repository managers and other CI/CD infrastructure, including requirements for

timely patching of internet-facing components, least-privilege access provisioning, and monitoring for

anomalous administrative activity [9]. Together, these resources support treating the Artifactory

disclosure not as an isolated product vulnerability but as further evidence that build-pipeline

infrastructure requires the same continuous verification and least-privilege discipline CSA has

recommended for identity and access management more broadly.
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