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Key Takeaways

On September 14, 2026, the Agentic Al Foundation (AAIF) and Linux Foundation Education launched
the Model Context Protocol Associate (MCPA), the first vendor-neutral certification dedicated to the
Model Context Protocol (MCP) [1][2]. The 120-minute, proctored, multiple-choice exam was shaped by
subject matter experts from Anthropic, Google, AWS, Microsoft, Block, GitHub, and Hugging Face [2]
[3], and it weights Security & Governance as its second-largest domain at 24% of exam content, trailing
only Interactions & Execution at 26% [4]. This structure signals that the organizations building the
agentic stack now treat trust boundaries, permissions, and auditability as core competencies for anyone
integrating MCP, not optional add-ons for specialists. The certification arrives roughly four months after
the National Security Agency issued its first Cybersecurity Information Sheet on MCP security, warning
that the protocol's adoption had outpaced the safeguards needed to govern it [5], and amid an active
vulnerability record that OWASP's MCP Top 10 project has been cataloging since 2025 [6]. For CSA's
audience, the credential is best understood as a floor, not a ceiling: it establishes a shared vocabulary for
protocol-level trust boundaries and consent flows, but it is a beginner-level, knowledge-based exam that
cannot attest to how an organization has actually implemented sandboxing, token scoping, or audit
logging in production, the kind of assurance CSA's own Agentic MCP Security Best Practices Guide and
its four-level MCP Security Maturity Model are built to provide [7].

Background

MCP is the open protocol, originally released by Anthropic in late 2024, that standardizes how large
language model applications connect to external tools, data sources, and services. Anthropic donated
stewardship of MCP to the Agentic Al Foundation, a directed fund under the Linux Foundation
established to govern the standards and protocols that let Al agents interoperate across vendors and
platforms [2][3]. The MCPA is AAIF's first certification and the first credential built specifically around
MCP, positioned as a foundational, vendor-neutral way for developers, platform engineers, and technical
architects to demonstrate they understand MCP's architecture, message flow, and security model well
enough to build, integrate, and manage MCP-based agentic systems responsibly [1][3].

The exam itself is structurally accessible: it carries no formal prerequisites, though the Linux Foundation
recommends familiarity with JSSON-RPC or similar message-based protocols, experience with LLM APIs,

basic security literacy, and the ability to interpret MCP server manifests before attempting it [4].
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Candidates pay $250 for the exam alone, or $495 bundled with a THRIVE-ONE annual subscription, and
a passing result remains valid for two years, with twelve months of exam eligibility and one included
retake [4]. The exam maps to five domains, summarized in the table below, with Interactions & Execution
and Security & Governance together accounting for half of all exam content [3][4].

Exam Domain Weight Representative Content

MCP Fundamentals 16% Core protocol concepts, message formats

Architecture & 14% Hosts, clients, servers, and how they interact

Components

Interactions & 26% Interaction lifecycles, tool and resource invocation
Execution

Security & 24% Trust boundaries, permissions and consent, risk and safety
Governance controls, auditability and observability

Use Cases & 20% Applied patterns and ecosystem context

Ecosystem

AAIF has framed the certification's purpose in terms of formalizing a shared, working understanding of
how the protocol operates as the ecosystem around it keeps expanding [3]. Angie Jones, AAIF's VP of
Developer Experience, tied the credential more directly to governance responsibility, noting that
developers "are taking on new responsibilities as they build agentic systems,” and that "the decisions
they make about access and permissions affect what those agents can do" [1]. That framing matters for
CSA's audience because it positions MCPA less as a general software engineering credential and more
as an acknowledgment, from the protocol's own stewards, that MCP implementation choices carry

security consequences serious enough to warrant a dedicated, examinable body of knowledge.

Security Analysis

The Security & Governance domain's four stated focus areas, trust boundaries, permissions and consent,
risk and safety controls, and auditability and observability, track closely with the specific failure modes
that federal and industry researchers have already documented in deployed MCP systems [4]. The NSA's
May 2026 guidance identified uncontrolled automated tool invocation and insufficient screening of data

passed between systems as primary risks, recommending that every MCP tool action be confined to
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strict permission boundaries, isolated from other processes, and logged in detail for security monitoring
[5]. OWASP's MCP Top 10 project, tracking the protocol since its 2025 launch, has organized the same
underlying weaknesses into a ten-category taxonomy spanning token mismanagement, privilege
escalation through scope creep, tool poisoning, supply chain compromise, and insufficient audit
telemetry [6]. That the MCPA exam's largest security-adjacent domain maps onto exactly these
categories suggests the certification's designers built it in direct response to the documented incident

record rather than in the abstract.

That alignment is a positive development for the ecosystem: a credential that tests whether practitioners
can reason about consent flows and trust boundaries before they ship an MCP integration is more useful
than one that tests only protocol syntax. It also matters that the exam was shaped by security-relevant
contributors across the major Al and cloud platforms rather than by a single vendor, which reduces the
risk that MCP security knowledge fragments into competing, platform-specific certifications the way

early cloud certifications sometimes did.

The limits of what a 120-minute multiple-choice exam can actually validate deserve equal emphasis,
however. Commentary published in September 2025, nearly a year before any MCP certification had
launched, anticipated exactly this tension: analysts questioned whether a credential focused narrowly on
protocol knowledge could capture the broader competencies, gateway integration, OAuth2
configuration, and above all judgment about when MCP is the right architectural choice, that separate a
secure deployment from an insecure one [8]. Those concerns apply with equal force to the exam as it
actually shipped a year later. Security & Governance is a knowledge domain within a beginner-level,
vendor-neutral exam; it can confirm that a candidate can identify a trust boundary or explain why a
consent prompt matters, but it cannot confirm that the candidate's organization has actually
implemented short-lived, audience-scoped tokens, sandboxed tool execution, or tamper-evident
logging in a live environment. Those are implementation and organizational-maturity questions, not

individual-knowledge questions, and they require a different kind of assessment.

This is precisely the gap CSA's own Agentic MCP Security Best Practices Guide was built to address. Its
four-level MCP Security Maturity Model moves from baseline authentication and server inventory at
Level 1, through tool-description integrity verification and session hardening at Level 2, to cryptographic
signing of tool invocations and formal supply-chain governance at Level 3, and finally to per-invocation
authorization with real-time policy evaluation and hardware-enforced isolation at Level 4 [7]. None of
those controls can be demonstrated on a multiple-choice exam; they require an organization to actually
build and operate the infrastructure. Read together, MCPA and CSA's maturity model describe
complementary but distinct layers of assurance: MCPA can indicate that an individual engineer has
internalized the protocol's security vocabulary, while a maturity-model assessment indicates that an
organization's actual MCP deployment enforces the controls that vocabulary describes. Security and

governance leaders should resist the temptation to treat certified staff as a proxy for the latter.
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Recommendations

Immediate Actions

Security and engineering leaders evaluating MCPA should treat it as a useful baseline for hiring and
onboarding, not as evidence that a team's MCP deployment is secure. Job descriptions and internal
training programs can reasonably reference the exam's domain weightings as a starting curriculum, but
organizations should pair any MCPA-aligned training with hands-on exercises against their own MCP
server inventory rather than relying on exam preparation alone. Teams should also cross-reference the
Security & Governance domain's stated focus areas, trust boundaries, consent, risk controls, and
auditability, against their current MCP architecture to identify where documented protocol knowledge

and actual implementation diverge.

Short-Term Mitigations

Organizations should continue building an MCP governance program independent of staff certification
status, using a structured maturity model, such as CSA's four-level framework, to set concrete, auditable
targets for authentication, tool-integrity verification, and logging rather than relying on a workforce
credential as a substitute [7]. Rolling out MCPA awareness across engineering teams is a reasonable
opportunity to formalize a complete MCP server and client inventory, since accurate discovery remains a
prerequisite for every level of the maturity model and for responding to the specific risk categories the
NSA and OWASP have already documented [5][6].

Strategic Considerations

Because the MCPA exam is anchored to a specific MCP specification version and the protocol continues
to evolve rapidly, security leaders should expect the certification's content, and its two-year validity
cycle, to require periodic realignment as the specification matures [4]. Procurement and vendor risk
teams may reasonably begin asking whether contractor or vendor staff hold MCPA certification as one
input into technical due diligence, but this should be treated as a minor, supplementary signal alongside
architecture review and control evidence, not as a qualifying criterion on its own. Organizations should
also watch for AAIF to layer additional certification tiers above the Associate level, a pattern seen in
other technical certification tracks, though AAIF has not announced tiering plans; a more advanced,
implementation-focused tier would narrow the gap this note identifies between individual protocol

knowledge and organizational security assurance.
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CSA Resource Alignment

The MCPA's Security & Governance domain and CSA's Agentic MCP Security Best Practices Guide
address the same underlying problem from two different altitudes, and organizations should use both
together rather than treating certification as a substitute for the guide's implementation roadmap. The
guide's four-level MCP Security Maturity Model gives security teams concrete, auditable benchmarks,
from baseline authentication and server inventory through cryptographic tool-invocation signing to
hardware-enforced, per-invocation authorization, that translate the exam's abstract "trust boundaries"
and "risk and safety controls" domains into controls an organization can actually implement and verify

[7]-

CSA's research note on systemic MCP design flaws provides the incident-driven context that explains
why a security-weighted certification emerged in 2026 at all. That analysis documented roughly
200,000 vulnerable MCP instances across affected supply chains, more than 1,800 publicly accessible
MCP servers lacking authentication in a mid-2025 scan, and confirmed high-severity CVEs across major
development platforms, framing these not as isolated bugs but as consequences of default protocol
behavior that downstream implementers must actively compensate for [9]. That framing reinforces this
note's central caution: a credential that tests whether a practitioner understands these design defaults is

valuable, but it does not by itself close the gap the research note describes.

Because the exam's Security & Governance content spans identity, permissions, and audit logging,
organizations assessing whether their control environment actually covers what MCPA-certified staff are
expected to know should anchor that review in the Al Controls Matrix (AICM) v1.1, particularly its Identity
& Access Management and Logging and Monitoring domains, which provide the auditable control
language that the exam's domain descriptions gesture toward without specifying [10].
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