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Key Takeaways

e During the final week of United Nations negotiations in Geneva (August 31-September 4,
2026), delegations from the United States and Russia removed language requiring human
review of Al-selected military targets, along with provisions on predictability, reliability, and
ethical considerations, from the draft instrument governing lethal autonomous weapons
systems [1][2].

e The rollback occurred inside the Convention on Certain Conventional Weapons (CCW) Group
of Governmental Experts process, three months after a June 2026 U.S. presidential
memorandum directed the Pentagon to revise its own autonomy-in-weapons directive to

"eliminate unnecessary barriers to rapid deployment” [3][4].

e Despite the weakened text, 76 states — 70 of them CCW parties — now back launching formal
negotiations toward a legally binding instrument, a decision point that arrives at the CCW's
Seventh Review Conference in Geneva on November 16-20, 2026 [2][5].

e For enterprise security and Al governance teams, the episode is a policy-level preview of a
pattern already visible inside organizations: as systems gain the technical capacity to act
autonomously, the human-control language written into governing documents tends to erode
under operational and competitive pressure unless it is enforced as a binding control rather

than an aspiration [6].

Background

The CCW Group of Governmental Experts (GGE) on Lethal Autonomous Weapons Systems has met
under UN auspices in Geneva since 2014, tasked with developing "elements" of an international
instrument to govern weapons systems that can identify, select, and engage targets with reduced human
involvement. The group held two sessions in 2026 — March 2-6 and August 31-September 4 — with a
mandate to deliver a consolidated report ahead of the CCW's Seventh Review Conference, scheduled
for November 16-20, 2026, where states parties will decide whether to open formal negotiations on
binding rules [5][7]. Ambassador Robert in den Bosch of the Netherlands has chaired the process
through 2026 [5].
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Momentum for binding rules has been building outside the CCW as well. On August 25, 2026, UN
Secretary-General Antonio Guterres and International Committee of the Red Cross (ICRC) President
Mirjana Spoljaric issued a joint statement warning that the world is "dangerously close to crossing a moral
red line: the autonomous targeting of humans by machines," and renewed a call — first made in 2023 —
for states to conclude a legally binding instrument [8][9]. That statement gave the September Geneva
session unusual urgency. Human Rights Watch has tracked the “killer robots" campaign for over a decade
and characterized the closing days of the session as producing "calls for negotiations growing," even as

the substantive text weakened [2].

Parallel to the UN track, the U.S. domestic policy environment shifted in mid-2026. On June 5, President
Trump signed National Security Presidential Memorandum 11 (NSPM-11), directing the Secretary of War
to update Department of Defense Directive 3000.09 — the foundational 2012 policy, last revised in
2023, governing human judgment requirements for autonomous and semi-autonomous weapons —
within 90 days, with the explicit goal of removing "unnecessary barriers to rapid deployment” of Al-
enabled military systems [3][4]. That 90-day deadline fell in early September, overlapping directly with
the final week of CCW negotiations. As of the Washington Post's September 26 report, the Pentagon
had not publicly released the revised directive, leaving the domestic and international tracks moving in

parallel without confirmed alignment [1].

Security Analysis

According to reporting based on sources present in the Geneva talks, U.S. and Russian delegations each
deployed roughly ten lawyers to the negotiations — nearly double the legal presence fielded by other
delegations — and used that capacity to contest language clause by clause over the session's final days,
a process one source described as "death by a thousand paper cuts" [1]. The removed provisions fell into
three categories that map closely onto controls enterprise Al governance programs already recognize: a
requirement for human review of Al-selected targets before a strike is authorized (a human-in-the-loop
control), standards requiring autonomous systems to operate in a "predictable" and "reliable" manner (a
system-assurance control), and a clause requiring ethical considerations in deployment decisions (a
governance and accountability control) [1][2]. Human Rights Watch's own account of the session adds
that references to design and development obligations were eliminated, the scope of applicable law was
narrowed from international law broadly to international humanitarian law specifically, and references to
explainability and traceability were also cut [2]. Egypt's delegation captured the substantive objection
during the session, stating that "an algorithm must not be in full control of decisions that involve killing or

harming humans" [5].
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The consensus-based structure of the CCW process appears to be what allowed two states to reshape
text that a strong majority of participants did not support. With 76 states now on record favoring a move
to binding negotiations, the removed provisions appear to reflect not a collapse of political will but rather
how procedural veto power in a consensus body can override numerical support when the blocking states
are also the leading developers and users of the technology under discussion [2][5]. That dynamic
should be read alongside the domestic timeline, though the connection is an inference rather than one
either government has confirmed: a state that has just directed its own military to compress human-
judgment requirements may see an interest in preventing an international instrument from imposing
abroad the stricter standard it is simultaneously relaxing at home [1][3]. Human Rights Watch's Verity
Coyle warned that the resulting gap would produce "more civilian harm, less accountability and a faster
slide into riskier, automated warfare" [1].

Although this dispute plays out in a defense and disarmament forum rather than an enterprise IT context,
the outcome rhymes with a pattern CSA's own governance research has documented in commercial Al
agent deployments. CSA's survey-based report on enterprise Al agent governance found that 65% of
organizations experienced at least one Al agent-related security incident in the past year, that
organizations consistently overestimate their visibility into what autonomous agents are doing, and that
lifecycle controls — including the ability to decommission or rein in an agent once deployed — lag well
behind deployment speed [6]. The mechanism differs: the CCW outcome resulted from two states
exercising consensus-rule veto power in pursuit of strategic advantage, while the enterprise data reflects
decommissioning and visibility gaps rooted in tooling immaturity and resourcing rather than a deliberate
removal of controls by an empowered minority. But the surface pattern is consistent with what CSA's
data describes — written human-oversight requirements exist, and they are often the first thing
negotiated away, weakened, or left unenforced once an operator's incentive is to move faster than the
control allows. Security and governance teams evaluating Al-enabled decision systems — whether in
weapons platforms, industrial control, healthcare triage, or financial authorization — should treat this as a
signal, not a proof, that human-in-the-loop requirements need to be binding and auditable rather than
merely stated as policy intent: in this episode, policy intent did not survive contact with a 90-day

deployment mandate on one hand or a multilateral consensus negotiation on the other [1][3][6].
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Recommendations

Immediate Actions

Security and Al governance leaders should not read this episode as confined to the defense sector; itis a
clear illustration of how quickly stated human-oversight commitments can be renegotiated away under
deployment pressure, and organizations should audit their own Al governance documents now to confirm
which "human review" requirements are enforced by technical controls versus documented only as policy.
Where an organization has Al systems making or materially influencing consequential decisions —
personnel, financial, safety, or operational — teams should verify that human review checkpoints are
implemented as deterministic gates in the system architecture rather than as guidance that operators
can bypass under time pressure, mirroring two-person-rule and gated-approval patterns already used

for other high-consequence, irreversible actions.

Short-Term Mitigations

Organizations operating or evaluating autonomous or semi-autonomous Al agents should close the
visibility and decommissioning gaps that CSA's enterprise survey data shows are still widespread. The
same category of gap — stated oversight without enforced controls — that produced the Geneva rollback
is also visible in enterprise environments, where it correlates with the 65% agent-incident rate CSA's
survey documents [6]. This means maintaining an inventory of which autonomous systems can take
irreversible or high-impact actions without a human confirmation step, and testing — not merely
documenting — that the confirmation step actually blocks action when triggered. Compliance and legal
teams tracking export control, defense-adjacent, or dual-use Al work should also monitor the outcome
of the Pentagon's DoD Directive 3000.09 revision, since a materially weakened U.S. domestic standard
is likely to influence contractor and supply-chain expectations even outside companies that sell directly
to defense customers.

Strategic Considerations

The CCW's Seventh Review Conference in November 2026 will determine whether the 76 states
supporting binding negotiations can translate that support into a mandate, or whether the September
rollback becomes the baseline text carried into 2027 [2][5]. Enterprises with any exposure to Al-enabled
physical or safety-critical systems — including autonomous vehicles, industrial robotics, and critical
infrastructure control — should treat the outcome as a signal of where international regulatory consensus

on machine autonomy and human control is likely to land, and should not assume that a domestic
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regulatory gap will remain a competitive advantage if binding international rules eventually emerge from
this or a successor process. More broadly, the episode reinforces a governance principle CSA has
emphasized across its Al Controls Matrix and organizational responsibility guidance: human oversight
requirements that are not backed by an accountable, auditable enforcement mechanism function as
aspirational statements, not controls, and should not be represented to boards, regulators, or the public

as equivalent to enforced safeguards [10][11].

CSA Resource Alignment

This episode is best understood through CSA's Al Controls Matrix (AICM) v1.1, which defines human
oversight, accountability, and risk-management controls as auditable requirements rather than policy
statements — a distinction the CCW rollback illustrates at a treaty level, where oversight language
existed but carried no binding enforcement mechanism [10]. CSA's Al Organizational Responsibilities:
Governance, Risk Management, Compliance and Cultural Aspects paper similarly provides RACI-based
frameworks for assigning accountability for Al decisions and documents why governance structures fail
when responsibility for enforcing a control (such as human review before consequential action) is not
clearly owned within an organization; a similar ambiguity about who was accountable for enforcing
"human review" appears to have been present in the diffuse, multi-delegation CCW process [11]. Finally,
CSA's survey-based report Autonomous but Not Controlled: Al Agent Incidents Now Common in
Enterprises provides enterprise-side evidence consistent with the pattern this research note describes at
the international-policy level: organizations consistently overestimate their oversight of autonomous
systems, decommissioning and control lag deployment, and 65% of surveyed organizations experienced
an Al agent incident in the past year — data that supports treating "stated human oversight" and

"enforced human oversight" as two different things requiring separate verification [6].
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