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Key Takeaways

A high-severity flaw in the Vite JavaScript build tool, tracked as CVE-2026-39364, allows

unauthenticated attackers to bypass the server.fs.deny  file-access restriction on

exposed development servers and retrieve arbitrary host files by appending specific query

parameters to /@fs/  requests [1][2].

F5 Labs recorded roughly a 20-fold increase in exploitation attempts during August 2026,

from a three-month baseline of 1,732 events to approximately 35,325 raw scanning events in

a single month — including 807 session-grouped attacks and 32,010 events targeting

information leakage such as credential and secret files [1].

Scanning traffic is dominated by wordlists targeting cloud credential material rather than

general web content, including AWS and Azure credential files, Terraform state, and process-

memory paths that can leak environment variables directly [1][2].

Attackers are impersonating search-engine and AI-crawler user agents and forging X-

Forwarded-For  headers, an evasion pattern that defeats access controls relying on

request headers rather than verified network identity [1].

The flaw is fixed in Vite 7.3.2 and 8.0.5; organizations that exposed a vulnerable dev server to

the network during the campaign window should treat any cloud credentials on that host as

compromised and rotate them regardless of whether logs show a successful exfiltration [1][3].

Background

Vite is a widely used open-source build tool and development server for modern JavaScript frameworks,

valued by developers for its fast startup and hot-module-reload workflow. Like most local development

tooling, Vite was designed to run on a developer's workstation rather than as production-facing

infrastructure, and it includes a file-serving route, /@fs/ , that lets the browser-based dev client

request source files directly from the host filesystem during local iteration. To prevent that convenience

feature from becoming a data-exposure risk, Vite maintains a server.fs.deny  list that blocks

requests for sensitive file patterns such as .env  and *.crt , alongside a companion

server.fs.allow  list that scopes which directories the dev server may read from at all.
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CVE-2026-39364, disclosed via GitHub Security Advisory GHSA-v2wj-q39q-566r, describes a bypass

of that deny-list enforcement [3]. When a request to /@fs/  includes certain query parameters —

patterns such as ?raw , ?import&raw , or ?import&url&inline  — the dev server fails to

apply the deny-list check before returning the file, and the blocked content is served back with an HTTP

200 response instead of being rejected [1][2][3]. The National Vulnerability Database lists the issue as

remotely exploitable with no authentication or special privileges required, consistent with a CVSS 3.1

base score of 7.5 and a CVSS 4.0 score of 8.2 reported across vulnerability trackers [3][4]. The

vulnerability affects Vite releases from 7.1.0 up to but not including 7.3.2, and from 8.0.0 up to but not

including 8.0.5, with earlier 4.5.x, 5.4.x, and 6.x branches carrying related exposure as well [1][3].

Exploitation requires three conditions to align: the dev server must be explicitly bound to a network

interface using the --host  flag or the server.host  configuration option, the target file must sit

within a directory permitted by server.fs.allow , and the file must otherwise match a

server.fs.deny  pattern that the query-parameter trick can bypass [3].

In practice, the network-exposure precondition is the dominant risk factor for this vulnerability. Vite binds

to localhost  by default, and a developer running npm run dev  on a laptop is not meaningfully

exposed to this flaw. The danger emerges when teams — often for convenience during containerized

development, remote pair programming, or quick internal demos — launch the dev server with --host

0.0.0.0  inside a Docker container, a Kubernetes pod, or a cloud virtual machine, and then leave that

container or VM reachable from the broader internet through a misconfigured security group, ingress

rule, or port-forwarding rule. F5 Labs' analysis of internet-wide scanning traffic through September

2026 suggests this misconfiguration is far more common than the isolated nature of dev tooling would

imply, and that automated scanners have already built the infrastructure to find and exploit it at scale [1].

Security Analysis

Rather than crawling exposed Vite instances for generic content, the scanning wordlists behind this

campaign are purpose-built to enumerate the file paths most likely to contain cloud provider credentials

and infrastructure secrets [1][2]. Observed requests systematically probed for environment files

( .env , .env.local , .env.production , .env.staging ), AWS credential files under

common home directories ( /root/.aws/credentials , /home/ec2-

user/.aws/credentials , /home/ubuntu/.aws/credentials , and equivalents for

node , www-data , admin , and debian  accounts), Infrastructure-as-Code state

( terraform.tfstate , terraform.tfvars , serverless-state.json ), Azure

credential and token stores ( .azure/credentials , .azure/accessTokens.json ), and
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process-level memory exposure via /proc/self/environ  and /proc/1/environ , which can

leak environment variables injected at container startup even when no .env  file exists on disk [1]. F5

Labs' telemetry attributed 32,010 of the observed events to information-leakage attempts, against

1,729 for predictable resource location and 1,586 for path traversal — a total of 35,325 events across the

three categories — suggesting that credential theft, rather than general reconnaissance, is the operators'

primary objective [1].

The traffic pattern also reflects several techniques consistent with deliberate evasion engineering.

Requests were issued from rented Google Cloud Platform infrastructure, predominantly in the 34.x and

35.x address ranges, using HTTP/1.0 with Connection: close  to minimize the traffic footprint per

session [1]. User-Agent headers were forged to impersonate legitimate crawlers, including strings

mimicking Googlebot, ClaudeBot, and GPTBot, a technique intended to exploit any access rule that

grants search-engine or AI-crawler traffic a bypass on the assumption that such requests are benign [1].

Requests also carried forged X-Forwarded-For  and X-Real-IP  header values, which can

defeat IP-based allow-lists or rate-limiting logic that trusts client-supplied headers over the actual TCP

connection source [1]. Path-traversal attempts additionally used double URL-encoding ( %252f  in

place of / ) in an apparent effort to slip past web application firewall normalization routines that only

decode a request once before inspecting it [1]. Geographically, the highest concentrations of scanning

activity in the F5 dataset originated from sources geolocated to the United States, Belgium, the

Netherlands, Singapore, and Taiwan, consistent with the use of distributed cloud compute rather than a

single fixed origin [1].

Indicator Detail

CVE CVE-2026-39364 (GHSA-v2wj-q39q-566r) [3]

Severity CVSS 3.1: 7.5 (High); CVSS 4.0: 8.2 (High) [3][4]

Affected versions 7.1.0–7.3.1; 8.0.0–8.0.4; related exposure in 4.5.x, 5.4.x, 6.x [1][3]

Fixed versions 7.3.2, 8.0.5 [1][3]

Exploit precondition Dev server bound to a network interface via --host  / server.host

[3]

Primary campaign

period

August 2026, ~35,325 events total; 32,010 targeting information leakage

(up from 1,732 baseline) [1]
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Indicator Detail

Top targets AWS/Azure credentials, Terraform state, /proc/*/environ , .env

files [1][2]

MITRE ATT&CK

mapping

T1595.002, T1190, T1552.001, T1005, T1083 [1]

Once credential files are exfiltrated, the incident can escalate from application-layer exposure to cloud-

account compromise, since the recovered credentials typically retain whatever permissions were

attached to the underlying IAM identity — permissions that, in many organizations, are broader in

development and staging environments than production least-privilege policies would allow. Terraform

state files compound this risk further, since they can contain not only credentials referenced during

provisioning but also resource identifiers, network topology, and in some configurations plaintext secrets

stored as output values. F5 Labs characterizes this targeting pattern as attackers "prioritizing rapid

access to cloud provider infrastructure over application-level compromise" [1]. This mirrors a broader

pattern CSA has documented in other recent credential-harvesting campaigns targeting exposed

developer and AI tooling, discussed further in the CSA Resource Alignment section below.

Recommendations

Immediate Actions

Organizations should determine, within days rather than weeks, whether any Vite development server

has ever been reachable from outside a trusted network boundary — including through container port

mappings, Kubernetes NodePort or LoadBalancer services, and cloud security groups that default to

permissive ingress. Any instance found to be both externally reachable and running a pre-7.3.2 or pre-

8.0.5 release should be treated as a likely compromise rather than a theoretical risk, and every credential

potentially readable from that host — cloud provider access keys, Terraform state secrets, database

connection strings, and third-party API tokens — should be rotated immediately rather than only after

confirming exploitation in logs, since the evasion techniques observed in this campaign (forged headers,

spoofed user agents) are designed to defeat access controls and may not produce obviously anomalous

entries in default access logs. Rotation should be followed by an audit of cloud API call history, since a

stolen but unused key leaves no application-layer trace of compromise. Patching all Vite instances to

7.3.2, 8.0.5, or later removes the underlying flaw and should proceed in parallel with these containment

steps rather than after them.
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Short-Term Mitigations

Beyond patching, organizations should ensure development servers are structurally incapable of public

exposure rather than relying on developers to remember not to pass --host . This means auditing

Docker Compose files, Kubernetes ingress and service definitions, and cloud security group rules to

confirm that development-only ports never map to a public interface, and enforcing that constraint

through infrastructure-as-code policy checks rather than manual review. Web application firewall rules

that specifically block /@fs/  path segments and known bypass query patterns can provide a

compensating control for environments where a legacy or unpatched dev server cannot be immediately

remediated, though this should be treated as a stopgap rather than a substitute for patching. Because

the campaign relies on User-Agent spoofing to bypass crawler allow-lists, any access control that grants

trust based on a raw User-Agent string should be replaced with verification of the requesting IP against

the crawler operator's published address ranges or reverse-DNS confirmation, since a forged header is

trivial for an attacker to produce and cannot be relied on as an authentication signal.

Strategic Considerations

The Vite campaign is best understood as one instance of a broader pattern in which internet-facing

development, automation, and self-hosted tooling — rather than production application logic — has

become the preferred entry point for credential-harvesting operations, because such tooling is

frequently deployed with less rigorous change management and network segmentation than production

systems receive. Organizations should extend asset-inventory and exposure-review processes to

explicitly include development, staging, and internal tooling environments, not only production systems,

and should apply the same patch-management cadence and network segmentation standards to

development infrastructure that they apply to production. Where development environments must be

reachable by distributed teams, a default-deny network posture — granting access only to authenticated,

identity-verified sessions rather than any client on a given network path — reduces the odds that a single

misconfiguration turns into an internet-wide exposure.

CSA Resource Alignment

This campaign closely parallels a pattern CSA documented earlier in 2026 in NadMesh: A Botnet Built to

Hunt Exposed AI Infrastructure for Cloud Keys [5], which analyzed a botnet that chained more than

twenty exploitation vectors against exposed self-hosted AI and developer tooling — including container

APIs, CI/CD consoles, and misconfigured administrative interfaces — specifically to harvest AWS keys,

Kubernetes service account tokens, and other cloud credentials. That report's core finding, that attackers
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increasingly treat any exposed development or AI tool as a gateway into the broader cloud environment

rather than as an isolated target, applies closely to the Vite campaign described here, and several of its

recommendations — confirming public reachability within days, auditing credential usage logs before

reissuing keys, and applying a default-deny posture to development tooling — translate directly to the

immediate actions above.

A closer structural analogue is CSA's research note on Langflow Path Traversal: Unauthenticated RCE

Actively Exploited [8], which documented an unauthenticated path-traversal vulnerability, CVE-2026-

5027, in the Langflow AI workflow platform that attackers actively exploited to write arbitrary files and

achieve remote code execution. Like CVE-2026-39364, the Langflow flaw turns an unauthenticated

file-path check into a foothold on exposed developer and AI tooling, reinforcing the pattern that self-

hosted development platforms — not just production applications — are now a standing target for

credential and infrastructure compromise.

CSA's Stealth Mode SDP for Zero Trust Network Infrastructure guidance describes a network-

infrastructure hiding protocol that renders services invisible to unauthenticated scanners at the network

layer, which directly addresses the exposure precondition underlying CVE-2026-39364: a Vite dev

server that cannot be discovered or reached by unauthenticated internet scanners cannot be exploited

through this vulnerability regardless of patch status [6]. Organizations evaluating longer-term controls

for development and internal tooling exposure should weigh this kind of infrastructure-hiding approach

alongside conventional network segmentation.

Finally, the AI Controls Matrix (AICM) v1.1 provides the governing control baseline for the practices this

incident implicates, particularly within its Threat and Vulnerability Management and Identity and Access

Management domains, which address patch management timeliness, credential rotation, and least-

privilege enforcement for development and AI-adjacent infrastructure [7]. Organizations building or

maturing a control program for development-environment exposure risk should reference AICM v1.1 as

the baseline framework rather than treating this incident as a one-off patching exercise.
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