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In this issue

Two items trace back to a single Google Threat Intelligence Group report on autonomous attack tooling:

a six-hour cloud-to-credential-harvesting campaign, and a supply-chain compromise that defeats

cryptographic build attestations. The rest cover a researcher-disclosed OpenAI account-takeover chain

accelerated by Claude Opus 5, a large-scale credential exposure across public MCP configuration files,

Anthropic's first embedded third-party AI evaluator, and the standing capacity crisis in AI-generated

vulnerability reports.

Claude Opus 5 Cut an OpenAI Account-Takeover Chain to Under 72 Hours

Category: machine_speed Significance: major Confidence: VERBATIM (PROVIDER) for Hacktron's

own timeline and technique description; SELF-REPORTED (PROVIDER METRIC) for the "under 72

hours" and three-hour exploit-development framing, since Hacktron is both the researcher and the

narrator of its own speed. Vendor interest: Hacktron sells an AI-powered continuous security-testing

platform; publicizing how quickly its own AI-driven research produced a complete exploit chain

showcases the capability it sells. Source: Hacktron AI — Hacking OpenAI

What changed. Hacktron disclosed on September 13, 2026 that its researchers chained a libheif image-

processing memory-corruption bug in OpenAI's Discourse-based help forum with a "Sign in with

OpenAI" SSO weakness that shared credentials between the public forum and internal staff

ChatGPT/Codex accounts. Claude Opus 4.8 had failed across several sessions to produce a working

exploit under ASLR; within three hours of Claude Opus 5's July 24 release, the team had one, confirmed

remote code execution by July 25 05:00 UTC, and reached a pull request inside OpenAI's internal code

monorepo by 15:30 UTC the same day. OpenAI confirmed a fix roughly 14 hours after the report and paid

a $6,500 bounty on September 1.

Why it reaches you. Any enterprise running community, support or help-desk forum software that

shares single sign-on with internal SaaS tools inherits the blast radius of that forum's image-upload

pipeline. A memory-corruption bug in a third-party image library, reachable through the same identity

provider guarding your GitHub, Slack and email access, turns a public-facing forum into a path to internal

source code — and the gating factor on how fast that path gets exploited is now model capability, not

researcher skill.
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What to do. Validate — audit whether any public-facing forum, help desk or community platform shares

SSO with internal staff accounts, and confirm image-upload processing (ImageMagick/libheif or

equivalents) is patched and sandboxed rather than trusted by default.

CSA coverage. New — no prior CSA coverage.

An Autonomous Agent Framework Ran a Cloud Credential-Harvesting Campaign

in Under Six Hours

Category: machine_speed Significance: major Confidence: SELF-REPORTED (PROVIDER METRIC)

for the "under six hours" interval, drawn from Google Threat Intelligence Group's own Mandiant incident-

response engagement; NO PROVIDER CLAIM regarding the victim organization's own account, which

has not been independently published. Vendor interest: Google Threat Intelligence Group is part of

Google Cloud/Mandiant, which sells threat-intelligence and cloud-security products; framing adversary

speed as outpacing human response supports demand for its own detection and response tooling.

Source: Google Cloud Blog — GTIG AI Threat Tracker: From Prompting to Autonomy

What changed. GTIG reported on September 8, 2026 that a financially motivated actor compromised

an organization's cloud infrastructure, then used an autonomous multi-agent framework — an AI coding

chatbot following preconfigured markdown playbooks — to plan, build and execute a mass credential-

harvesting campaign that compromised thousands of third-party credentials in under six hours, routing

attack traffic through the victim's own legitimate cloud IP space to blend in with normal usage.

Why it reaches you. The compressed cycle here sits in cloud IAM and credential-issuance

infrastructure: an attacker who lands inside one cloud tenant can now fan out credential harvesting

across a downstream identity fabric before a human-paced SOC finishes triaging the initial alert.

What to do. Escalate — incident response and cloud security teams should benchmark their own

detection-to-containment time against a six-hour adversary cycle, and confirm response playbooks do

not assume a human-paced attacker on the other end.

CSA coverage. New — no prior CSA coverage.

A Nation-State Actor Used Stolen CI/CD Tokens to Forge Trusted Package

Attestations

Category: agentic_surface Significance: major Confidence: VERBATIM (PROVIDER) for the attack-

chain description as reported by GTIG; LINK ONLY — VERIFY AT SOURCE for the specific package

names and the UNC6780 attribution. Vendor interest: Google Threat Intelligence Group is part of
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Google Cloud/Mandiant, which sells threat-intelligence and cloud-security products that benefit

commercially from enterprises distrusting attestation-only supply-chain controls. Source: Google Cloud

Blog — GTIG AI Threat Tracker: From Prompting to Autonomy

What changed. In the same September 8 report, GTIG detailed UNC6780 publishing trojanized forks of

legitimate MCP server packages — including one impersonating tiktoken_mcp  — to PyPI, and

injecting malicious code into GitHub repositories such as azure-functions-mcp-extension .

Its DUSTMAKER malware harvested CI/CD OIDC tokens from GitHub Actions runner memory and used

them to publish malicious packages carrying valid, cryptographically signed SLSA Build 3 provenance

attestations, letting the packages pass the automated trust checks AI coding agents rely on before

installing a dependency.

Why it reaches you. This defeats the exact control class — cryptographic build provenance — that

CI/CD pipelines and AI coding agents increasingly trust in place of manual review. Any agent runtime or

dependency pipeline that treats a valid SLSA attestation as sufficient grounds to auto-install a package

inherited this gap the moment its CI/CD tokens became reachable.

What to do. Validate — harden CI/CD OIDC token scope and lifetime (short-lived, narrowly-scoped,

single-use where possible) and add package-origin verification beyond attestation checks; do not treat a

signed provenance attestation alone as sufficient trust evidence for agent-consumed dependencies.

CSA coverage. New — no prior CSA coverage.

1 in 8 Public MCP Configuration Files Contain a Hardcoded Credential

Category: agentic_surface Significance: major Confidence: SELF-REPORTED (PROVIDER METRIC)

for the 82,000-file sample, the 12% hardcoded-credential figure, and the Git-history findings. Vendor

interest: Hush Security sells non-human-identity and secrets-management security for AI agents and

MCP connections — a direct remedy for the exposure it just quantified. Source: Help Net Security —

Hardcoded MCP credentials found in public GitHub files

What changed. Hush Security published research on September 18, 2026 analyzing roughly 82,000

public MCP configuration files spanning Claude Code, Cursor, VS Code, Windsurf, Gemini, OpenAI

Codex and other coding-agent tooling. Twelve percent of credential slots contained a hardcoded secret

rather than a reference; 24% of those secrets were both broad-scope and non-expiring; and tracing Git

history on a 7,681-file subset found 1,394 secrets still live in the current file plus 243 more that remained

fully readable in earlier commits despite having been "removed."
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Why it reaches you. MCP configuration files are becoming the default credential store for the identity

and delegation fabric agents depend on, and this exposure sits upstream of any individual agent's

runtime controls — a secret leaked in a committed MCP config compromises every connected service

(GitHub, Slack, Notion, databases) regardless of how well the agent itself is sandboxed, and most secret

scanners are not tuned to find it.

What to do. Escalate — audit committed and historical MCP configuration files for hardcoded

credentials now, rotate anything exposed, and move MCP connections to short-lived, vaulted credentials

rather than literals in config files.

CSA coverage. New — no prior CSA coverage.

Anthropic Names Accenture Its First Embedded Third-Party AI Evaluator

Category: security_operating_model Significance: notable Confidence: VERBATIM (PROVIDER) for

the partnership scope and the $1 billion investment figures, as jointly announced by Anthropic and

Accenture. Vendor interest: Accenture's Faculty practice is the paid evaluator in this arrangement and

has a commercial interest in embedded evaluation becoming an industry-standard governance

requirement. Source: Anthropic — Partnering with Accenture on embedded evaluation

What changed. Anthropic announced on September 18, 2026 that Accenture, through its Faculty

practice, will become its first embedded third-party evaluator — conducting red-teaming, alignment

assessment and safeguard testing from inside Anthropic's own development process rather than as an

external audit. Each company expects to invest at least $1 billion over five years; Anthropic says the

arrangement is non-exclusive and it is in dialogue with METR and other nonprofit evaluators to pilot

similar elements, operationalizing a commitment from CEO Dario Amodei's "We Must Pace the Frontier"

essay.

Why it reaches you. This changes the assurance question enterprises should put to their model and

agent-platform vendors: not whether they red-team internally, but who evaluates them without reporting

to them, and whether that evaluator's findings shape deployment decisions rather than marketing.

What to do. Monitor — track how embedded evaluation operationalizes over the next few months

(scope, findings cadence, deployment authority) before treating it as a procurement requirement to

demand of other AI vendors.

CSA coverage. New — no prior CSA coverage.
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AI-Generated Vulnerability Reports Are Outrunning Triage Capacity

Category: vuln_storm Significance: context Confidence: SELF-REPORTED (PROVIDER METRIC) for

Elastic's own 1,390-report and 85%-agreement figures; CHARACTERIZATION (CSA) for connecting

Elastic's data to curl's and GitHub's program changes as a single industry-wide pattern. Vendor

interest: Elastic sells SIEM/XDR security products, including the AI-assisted triage classifier it built and

is publicizing here, which directly benefits from the "AI slop" narrative. Source: Elastic Security Labs — AI

vulnerability triage: Bug bounty reports at $2 each

What changed. Elastic Security Labs' August 4, 2026 accounting of its own HackerOne program

quantifies a shift already visible industry-wide: over 1,390 reports in the first half of 2026 alone, against

600–850 for a full prior year, driven by the collapsed cost of producing a plausible-looking AI-written

vulnerability report. Elastic built an AI triage classifier that agrees with human analysts 85% of the time

against a 764-report validated sample — a response that mirrors curl's January 2026 bug-bounty

program closure and GitHub's July 27 shift to a two-tier, reputation-gated structure, both cited at the

time as reactions to the same low-signal flood.

Why it reaches you. Any enterprise running its own vulnerability disclosure or bug bounty program for

internally built agents, MCP servers or APIs faces the same triage-capacity math: a submission workload

that can grow faster than headcount without an automated filtering layer in front of human review.

What to do. Monitor — benchmark your own program's AI-generated-report ratio and triage-agreement

rate against these published figures, and evaluate a tiered or reputation-gated submission model before

backlog becomes unmanageable.

CSA coverage. New — no prior CSA coverage.

Watchlist

OpenAI reward-hacking postmortem — downstream response — No change. (opened

2026-08-27)

VM/hypervisor containment hardening for cyber-capable agents — No change; the

August 26 Trail of Bits triple-escape of stock QEMU/KVM remains the operative data point,

with no new provider or enterprise adoption signal. (opened 2026-08-27)

Claude Code Auto Mode prompt-injection ASR discrepancy — The researcher's original

write-up (August 26) discloses that Anthropic's internal triage closed the report as

"Informative," describing Auto Mode's prompt-injection screening as a best-effort classifier

rather than a security guarantee, and pointing to OS isolation and network egress control as
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the real boundary — a characterization not previously reflected in this feed. Still no public

patch or advisory, and the reproduced 60–80% ASR figures have not been retested against

any change. (opened 2026-08-27)

AI defensive-triage guardrail evasion — No change; no third confirmed instance beyond

DPRK's macOS.Gaslight and Russia-aligned UAC-0099's GuardBreaker. (opened 2026-08-

31)

AI account session hijacking at scale — OpenAI is now the second AI provider, after

Anthropic, to have an account-hijacking exposure against its own staff accounts disclosed

(see item above); Anthropic still has not shipped device-bound or short-lived session tokens.

(opened 2026-08-31)

AI coding agent SHA-pinning supply-chain flaw (Plugin4Shell) — unpatched vendors

— No change since yesterday; Microsoft has not shipped a Copilot fix and Gemini CLI

migration status is unchanged. (opened 2026-09-19)

LiteLLM AI gateway exposure and patch adoption — No change since yesterday.

(opened 2026-09-19)

Opened this issue

MCP configuration hardcoded-credential exposure — Watching for MCP quickstart

documentation (Anthropic, OpenAI, GitHub, JetBrains) to stop modeling hardcoded keys in

example configs, and for secret-scanning tools to add MCP-config-specific detection

patterns. (opened 2026-09-20)

UNC6780 trojanized MCP package / SLSA-attestation bypass — Watching for PyPI and

the named GitHub organizations to revoke the trojanized packages, and for supply-chain

provenance tooling to add CI/CD OIDC-token-theft detection alongside attestation

verification. (opened 2026-09-20)
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