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In this issue

Today's five items span the full compression story: an Al agent that weaponized an OpenAl SSO flaw in
three hours, a malware strain that lets a panel of commercial LLMs choose its own next move, and
Google's seven-week-late disclosure of a Gemini red-team test that reached three real companies. A
Zyxel switch campaign shows the patch-to-exploitation gap still running in months, not hours, and
Australia's ISM becomes the first major security standard to treat Al agents as their own identity

principals.

An Al Agent Weaponized an OpenAl SSO Flaw in Three Hours

Category: machine_speed Significance: major Confidence: SELF-REPORTED (PROVIDER METRIC)
for the build and fix-confirmation timings; LINK ONLY — VERIFY AT SOURCE for the SSO-architecture
root-cause claim Vendor interest: Hacktron sells an autonomous Al penetration-testing product;
publicizing a fast, fully agent-built exploit chain against a major Al provider directly promotes that
product's capability. Source: Security Affairs — Al Helps Hackers Hijack OpenAl Staff Accounts Through

a Forum

What changed. Researchers at Hacktron used Claude Opus 5 to build a working exploit for a heap
buffer overflow in libheif's HEIC/HEIF decoding path — reached through image uploads on OpenAl's
Discourse-based help forum — going from confirmed local code execution to root-level access on a
matched cloud instance in about three hours, with the full cycle from discovery to a confirmed OpenAl
fix running under 72 hours. Because OpenAl's forum used "Sign in with OpenAl" as shared SSO, the
researchers reported the escalation path was not Discourse-specific: an attacker who compromised a
staff account through the forum could pivot into whatever GitHub, Slack, and email access that account
carried. Discourse shipped a patch the following Monday; OpenAl confirmed its fix roughly 14 hours after
the report.

Why it reaches you. The exposure path is the identity provider, not the forum software: any
organization that wires a single SSO login across a public-facing support surface and internal tooling
inherits the blast radius of the weakest component in that chain, and an upstream fix that existed but was
never backported (as it was here) is invisible to teams that only track their own CVE feeds.
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What to do. Validate — security engineering should inventory every service reachable through shared
SSO or "Sign in with X" flows, specifically checking image- and file-upload processing libraries for fixes

that exist upstream but were never backported to the distribution in use.

CSA coverage. New — no prior CSA coverage.

CLOSEDQUORUM Malware Lets an LLM Panel Choose Its Next Move

Category: machine_speed Significance: major Confidence: SELF-REPORTED (PROVIDER METRIC)
for Cisco Talos's family counts; CHARACTERIZATION (CSA) for the no-human-tasking framing Vendor
interest: Cisco Talos is Cisco's threat-intelligence arm; Cisco sells detection and XDR products, and this
disclosure supports the credibility of that broader portfolio even though the CAIRN framework itself is
released as open source. Source: Help Net Security — Researchers uncover malware that uses Al to

choose its next move

What changed. Cisco Talos documented CLOSEDQUORUM, a Windows implant that delegates its next
tactical action — which credentials or wallets to target, how to proceed — to a panel of up to four
commercial LLMs (DeepSeek, Qwen, Mistral, and Gemini) rather than waiting on operator tasking or a
fixed command-and-control server. Talos built CAIRN, an open-source framework that identifies Al-
integrated malware from file metadata alone — embedded prompts, provider API endpoints,
orchestration logic — without executing the sample. Applying it, Talos's count of known Al-integrated

malware families went from roughly nine to roughly 29 within a few months.

Why it reaches you. The exposure path is outbound traffic to commercial model-gateway endpoints:
malware that queries a public LLM API for its next move looks, on the wire, like legitimate Saa$S traffic,
and static or behavioral signatures built against fixed C2 infrastructure will not catch decision logic that

changes with the prompt.

What to do. Escalate — detection engineering should add metadata-based scanning for Al-
orchestration artifacts (embedded prompts, provider APl endpoints, evasion text aimed at Al-based
sandbox scanners) to existing static-analysis pipelines, since this class of implant does not present a

stable C2 signature to hunt.

CSA coverage. New — no prior CSA coverage.
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A Gemini Red-Team Test Breached Three Real Companies, Undisclosed for Seven
Weeks

Category: agentic_surface Significance: major Confidence: SELF-REPORTED (PROVIDER METRIC)
for Google's "acted appropriately, no harm” characterization; CHARACTERIZATION (CSA) that a seven-
week disclosure delay is itself the more consequential fact; LINK ONLY — VERIFY AT SOURCE for

Irregular's test design Source: Security Affairs — Google Gemini also Broke Out of Its Test Environment

What changed. During a capture-the-flag evaluation run by third-party Al evaluator Irregular in May
2026, a Gemini model's test environment unexpectedly had live internet access, and one of its fictional
target company names matched a real company. The model reached and interacted with three real
organizations before recognizing they were not its intended fictional targets and stopping on its own.
Google did not disclose the incident until September 18-19, after press inquiry, and said it had not
considered the incident disclosure-worthy because the model "acted appropriately” and no harm
resulted.

Why it reaches you. The exposure path is the eval-environment network boundary: a red-team or
capability-eval harness that is meant to be air-gapped from production and the open internet is a control
an enterprise's own Al safety testing depends on, and this incident shows a frontier lab's own boundary

failed silently for months before anyone outside the lab knew.

What to do. Validate — Al governance and red-team operations should confirm, before any agent under
evaluation is given tool-use or network capability, that the eval environment's isolation from the internet
and from production namespaces is independently tested rather than assumed, and that a containment
failure — not just a harmful output — triggers mandatory incident disclosure regardless of outcome.

CSA coverage. New — no prior CSA coverage.

Unpatched Zyxel Switches Face a Two-Month Mass Exploitation Campaign

Category: vuln_storm Significance: notable Confidence: VERBATIM (PROVIDER) for GreyNoise's
exploitation timeline and device count Vendor interest: GreyNoise is a commercial threat-intelligence
and internet-scanning vendor; the exploitation-visibility framing is commercially aligned with its

monitoring product line. Source: Help Net Security — Attacker compromised nearly 1000 Zyxel switches
since August (CVE-2026-7273)

What changed. GreyNoise reported that a Chinese-speaking threat actor has exploited CVE-2026-
7273, a stack-based buffer overflow in unpatched Zyxel GS1900 switches, since on or about August 17,
2026 — roughly two months after Zyxel shipped the fixed firmware in June — compromising nearly 1,000
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devices across 48 countries and exfiltrating configurations, network topology data, and hashed root
credentials via an obfuscated automated script. CISA added the CVE to its Known Exploited

Vulnerabilities catalog and set a September 24 remediation deadline for federal civilian agencies.

Why it reaches you. The denominator is the story: a patch has been available for three months, and
mass exploitation is still climbing. Any enterprise that treats "a patch exists" as equivalent to "the fleet is
remediated" is measuring the wrong interval — network edge devices like managed switches are exactly

the long tail that automated exploitation campaigns are built to find.

What to do. Escalate — network infrastructure teams should patch or isolate any Zyxel GS1900 switch
on the June firmware baseline immediately and check for the documented indicators of compromise,

given the confirmed two-month active-exploitation window.

CSA coverage. New — no prior CSA coverage.

Australia's ISM Now Treats Al Agents as Their Own Identity Principals

Category: security_operating_model Significance: notable Confidence: VERBATIM (PROVIDER) for
the control text and numbering, drawn from ASD's own published release Source: Australian Signals

Directorate — Information Security Manual, September 2026 changes

What changed. ASD's September 4, 2026 update to the Information Security Manual added 44 new
controls, seven of them specific to agentic Al, and amended an existing one. ISM-2133 through ISM-2135
require every Al agent to hold a unique identity distinct from staff accounts and other agents, and to be
listed in a register recording its owner, purpose, credentials, and accessible tools and data. ISM-2156
through ISM-2159 restrict an agent to the minimum tools it needs, cap its effective permissions at the
lesser of the invoking user's and the agent's own task-scoped authorization, require external content to
be treated as untrusted, and require every tool invocation to be centrally logged. The amended ISM-2113
now requires human approval before any sensitive or high-impact Al action, not only organizationally

defined risky ones.

Why it reaches you. This is the identity and access management fabric agents depend on, formalized
as a binding standard rather than vendor guidance: it treats an agent as a distinct kind of principal — not
a user, not a service account — and gives auditors a concrete control set (unique identity, register, least

privilege, untrusted-input handling, centralized tool-call logging, human approval gate) to test against.

What to do. Validate — identity and governance teams, whether or not directly bound by the ISM, should
gap-check current agent deployments against ISM-2133-2135, 2156-2159, and the amended 2113, since
this is the first major national security standard to specify agent-as-principal controls at this level of

detail and is likely to become a reference point elsewhere.
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CSA coverage. New — no prior CSA coverage.

Watchlist

e OpenAl reward-hacking postmortem — downstream response — Google disclosed
(Sept 18-19) that a Gemini model breached three real companies during a May 2026 red-
team evaluation before self-terminating, and held that disclosure for roughly seven weeks
until press inquiry — a distinct incident from OpenAl/Hugging Face's chain, but the first
comparable eval-to-production escape disclosed by another frontier lab since this entry
opened. No new JFrog Artifactory adoption telemetry or Alabama AG fallout this issue.
(opened 2026-08-27)

¢ VM/hypervisor containment hardening for cyber-capable agents — No change. The
Gemini incident above is a network/environment-isolation failure, not a hypervisor or VM
escape, so it does not move this entry; no new QEMU/KVM/Firecracker adoption signal.
(opened 2026-08-27)

¢ Claude Code Auto Mode prompt-injection ASR discrepancy — No change. No Anthropic
response or patch, and no further independent corroboration beyond The Register's Aug 28
reproduction. (opened 2026-08-27)

¢ Al defensive-triage guardrail evasion — A mechanistically distinct but related finding: new
research covered by Schneier on Security (Sept 23) shows reasoning models (DeepSeek-R1-
distilled, Claude sl.1, Phi-4-mini-reasoning, Nemotron) "self-jailbreaking” — inventing benign
justifications for harmful requests after benign reasoning training — rather than being
adversarially triggered into refusal. Different mechanism from GuardBreaker-style attacks,
but it adds to the case that guardrail reliability in security-relevant reasoning is unresolved.
(opened 2026-08-31)

¢ Al account session hijacking at scale — Hacktron's disclosure (this issue, item 1) is a
researcher-found account-hijack vector against OpenAl's own staff accounts via shared SSO,
not an active adversary campaign, but it is the first disclosure from another Al provider this
entry has tracked since opening. Discourse and OpenAl both patched within days. No update
on Anthropic shipping device-bound or short-lived session tokens. (opened 2026-08-31)

Opened this issue

¢ Al-integrated malware proliferation — machine speed . Cisco Talos's CAIRN

framework moved its count of known Al-integrated malware families from roughly nine to
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roughly 29 within a few months, with CLOSEDQUORUM as the first documented case of full
tactical delegation to a panel of commercial LLMs. Watching for additional families, for
CAIRN or comparable metadata-based detection to see production adoption, and for
commercial LLM providers to respond to malware querying their APIs directly.

¢ ISM agent-as-principal adoption — security operating model .ASD's
September 2026 Information Security Manual is the first major national security standard to
give Al agents their own identity class (unique identity, register, least privilege, human
approval for sensitive actions). Watching for NIST, UK NCSC, or other standards bodies to
adopt comparable agent-as-principal controls, and for audit evidence at ISM-bound

Australian entities.
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