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In this issue

AWS's automated key-quarantine policy and a $25-per-target AI agent breach campaign bookend

today's issue on opposite sides of machine speed, while a compromised AI memory package and a new

MCP certification show the agentic attack surface and its governance response maturing in parallel. Trail

of Bits' own six-month experiment building AI-agent audit tooling — which caught a signature-forgery

bug in a live zkVM engagement — answers this week's executive request for a documented enterprise

use case of agentic cybersecurity in practice.

AWS Neutralizes an Exposed IAM Credential in 10 Seconds

Category: machine_speed Significance: major Confidence: VERBATIM (PROVIDER) for Unit 42's

own CloudTrail-documented quarantine timeline; NO PROVIDER CLAIM from AWS, which has not itself

published a response-time figure for the compromised-key quarantine policy. Vendor interest: Unit 42

is Palo Alto Networks' threat intelligence arm, which sells cloud detection and response products;

research demonstrating the value of automated cloud-native containment supports that broader

portfolio. Source: Unit 42 — From Exposure to Lockdown: How AWS Neutralizes Compromised IAM

Credentials through Managed Policies

What changed. In a controlled exposure test, Unit 42 published a live AWS access key to a public

GitHub repository on December 19, 2025, and AWS's AWSCompromisedKeyQuarantineV3 managed

policy was attached to the affected IAM user within 10 seconds, per the CloudTrail record Unit 42

published; GitHub's own secret-scanning notification arrived a full second after AWS had already acted.

Why it reaches you. The quarantine policy denies roughly 61 high-risk actions across 17 services —

including launching EC2 instances, creating IAM users and roles, and invoking Bedrock models — without

disabling the account outright, so any enterprise whose incident-response runbooks assume a human

has minutes to react to a leaked cloud key is working against a containment window now measured in

single-digit seconds on the defensive side.

What to do. Validate — confirm your AWS accounts have not opted out of or overridden the

AWSCompromisedKeyQuarantineV3 attachment path, and that downstream alerting reaches on-call

staff fast enough to complete key rotation and root-cause review before the quarantine's fixed scope

proves insufficient for a given credential's actual blast radius. Owner: cloud security engineering.
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CSA coverage. New — no prior CSA coverage of this specific test; see CSA's Machine-Speed Attacks:

Cloud Defense at the Inflection Point for the underlying interval-compression thesis this instance

illustrates from the defender's side.

An AI Agent Toolchain Breached 27 Retailers for $25 a Target

Category: machine_speed Significance: major Confidence: SELF-REPORTED (PROVIDER METRIC)

for Gambit Security's cost-per-target and victim-count figures, reconstructed from a recovered attacker

staging server and not yet corroborated by any named victim organization; LINK ONLY — VERIFY AT

SOURCE for the total credit-card and skimmer-injection counts. Vendor interest: Gambit Security sells

its Balens threat-resilience platform and incident-response services, so a campaign narrative built

around sophisticated, low-cost autonomous attacks is commercially favorable to it. Source: Gambit

Security — AI Agents Are Hacking Online Retailers for $25 a Company

What changed. Gambit Security recovered the staging server of a financially motivated operator

running three off-the-shelf, open-source AI agent frameworks in concert — Strix for reconnaissance and

vulnerability discovery, Cairn for autonomous end-to-end exploitation, and Hermes for orchestration —

to compromise at least 27 of roughly 100 targeted retailers between July and September 2026,

spending $12,000–$18,000 in total against a mean cost of $25.46 per target (range $3.13–$79.31), and

stealing more than 600,000 credit card records from two of them.

Why it reaches you. This is a cost-economics data point, not a proof of concept: an operator with no

custom tooling and a few thousand dollars of model-API spend reached admin-level access at a Fortune

500 hospitality company, a major US airline, and a large industrial distributor using publicly available

agent frameworks, which resets the planning assumption that sustained, multi-target intrusion

campaigns require a well-resourced operator.

What to do. Escalate — confirm that detection content already covers the reconnaissance and

exploitation patterns Strix and Cairn automate (credential stuffing against exposed admin panels, e-

commerce CMS flaws), and treat low-and-slow multi-target scanning from a single actor as a machine-

speed threat class rather than noise to triage later. Owner: threat detection engineering.

CSA coverage. See CSA's Autonomous AI Agents Breach 100+ Retailers: Security Implications,

published one day after Gambit's disclosure.
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Trail of Bits' AI Agents Found a Signature-Forgery Bug in a Six-Month zkVM Audit

Category: security_operating_model Significance: major Confidence: VERBATIM (PROVIDER) for

Trail of Bits' account of the vulnerability and the tooling it built; SELF-REPORTED (PROVIDER METRIC)

on the tooling's bug-finding effectiveness, since no independent party has reviewed the engagement or

reproduced the finding outside Trail of Bits' own account. Vendor interest: Trail of Bits sells security

auditing and AI-agent-assisted assessment services, so a case study in which its own agent-built tooling

finds a high-severity bug is commercially favorable to it. Source: Trail of Bits — Auditing in the age of

(good enough) AI

What changed. Over six months of preparation for a Miden zkVM audit, Trail of Bits used AI agents

under light supervision to build custom tooling from scratch — an LSP server, a decompiler, a static

analysis engine, and a Lean formal-verification model — describing the shift as one that "completely

changed the economics" of writing audit-support software that would not otherwise have been worth

building for a single engagement. The tooling surfaced a high-severity bug: an underconstrained value in

a modular-arithmetic procedure that would have let a malicious prover forge Falcon signatures and drain

any Miden account secured by that key type, plus 400-plus locations needing stronger type validation

and two further bugs caught by formal verification.

Why it reaches you. This is a documented answer to "what does a security function actually do with

agentic AI," backed by a real outcome rather than a roadmap: a security firm used agents to build

bespoke static-analysis and verification infrastructure it would not otherwise have built, and that

infrastructure caught an exploitable signature-forgery bug a time-boxed manual review might have

missed. The client team has adopted the resulting tools for its own future library updates.

What to do. Monitor — security leaders weighing whether to invest engineering time in AI-agent-built

internal tooling, rather than off-the-shelf products, should treat this as an existence proof that the

economics can work for narrow, well-scoped technical tooling, while noting Trail of Bits reported no

time-saved or throughput metrics that would let another organization size the investment. Owner:

security engineering leadership.

CSA coverage. New — no prior CSA coverage.

MCP Gets Its First Vendor-Neutral Certification, Weighted Toward Governance

Category: security_operating_model Significance: notable Confidence: VERBATIM (PROVIDER) for

the exam's domain weighting and launch details as published by Linux Foundation Education and the

Agentic AI Foundation; NO PROVIDER CLAIM on whether certified individuals implement MCP more

securely in production, which the exam does not test. Vendor interest: Linux Foundation Education
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charges $250–$495 per exam attempt, giving it a direct revenue interest in establishing MCPA as the

industry-standard credential for MCP work. Source: The Linux Foundation — Agentic AI Foundation

Launches MCPA Certification to Validate MCP Expertise

What changed. On September 14, 2026, the Agentic AI Foundation and Linux Foundation Education

launched the Model Context Protocol Associate (MCPA), the first vendor-neutral certification built

around MCP, shaped by subject-matter experts from Anthropic, Google, AWS, Microsoft, Block, GitHub,

and Hugging Face. The 120-minute, proctored exam weights Security & Governance as its second-

largest domain at 24% of content, trailing only Interactions & Execution at 26%.

Why it reaches you. The credential is a beginner-level, knowledge-based exam, not an implementation

audit — it cannot attest to whether an organization has actually deployed sandboxing, token scoping, or

audit logging in production. Enterprises that begin requiring MCPA for MCP integration roles are buying

a shared vocabulary for trust boundaries and consent flows, not assurance of secure implementation,

and procurement language that conflates the two will overstate what the certification covers.

What to do. Validate — if you are drafting hiring or vendor-qualification criteria that reference MCPA,

pair it with an implementation-level requirement, such as an architecture review against a published MCP

security maturity framework, rather than treating the certification alone as evidence of secure

deployment. Owner: security governance / procurement.

CSA coverage. See CSA's MCP Associate Certification: A Governance Signal, Not a Guarantee.

A Compromised AI Memory Plugin Exposed Agent Prompts and Developer

Credentials

Category: agentic_surface Significance: major Confidence: VERBATIM (PROVIDER) for the attack-

chain and credential-scope details published by StepSecurity, SafeDep, and Semgrep; NO PROVIDER

CLAIM from MemTensor, which had not issued its own public incident report as of this writing. Vendor

interest: StepSecurity, SafeDep, and Semgrep sell CI/CD and software-composition-analysis security

tooling, so detailed documentation of a build-pipeline token-theft compromise is favorable to that

product category generally. Source: The Hacker News — Compromised MemTensor Packages Deliver

sckit Credential Stealer via npm and PyPI

What changed. Between roughly 00:48 and 05:25 UTC on September 23, 2026, an attacker who had

obtained MemTensor's npm and PyPI publishing tokens by manipulating its GitHub Actions release

workflow pushed malicious versions of MemoryOS — the persistent-memory library many AI agents use
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— and its OpenClaw integration plugin, embedding a cross-platform credential-stealing implant that

activated during normal plugin initialization and memory-recall events rather than through a conspicuous

install hook.

Why it reaches you. Because the compromised plugin sat directly in the OpenClaw agent's memory-

recall code path, any secret a user or developer typed into an agent conversation while the plugin was

active — not just credentials present in the build environment — must be treated as exposed; that is a

materially larger blast radius than a typical dependency compromise, and it targets a component class,

agent memory and persistence infrastructure, that most software composition analysis programs do not

yet inventory as security-sensitive.

What to do. Escalate — any organization that installed the affected package versions between

September 23 and their removal from the registries should rotate every credential reachable from the

affected host and review what sensitive information passed through agent prompts during that window.

More broadly, extend dependency monitoring and CI/CD token-scoping review to agent memory and

persistence packages specifically, not just core frameworks. Owner: application security / AI platform

engineering.

CSA coverage. See CSA's AI Memory, Compromised: The MemTensor Supply Chain Attack.

OWASP Ranks Agent Resource Exhaustion Among Its Top LLM Risks for 2026

Category: agentic_surface Significance: context Confidence: CHARACTERIZATION (CSA) applying

OWASP's 2026 Top 10 for LLM Applications ranking of unbounded consumption to enterprise agent

deployments specifically; VERBATIM (PROVIDER) for Forcepoint researcher Jyotika Singh's five-variant

attack taxonomy; LIVE TEST REQUIRED to confirm which variants apply to any given agent deployment.

Vendor interest: Forcepoint sells security software with controls adjacent to agent monitoring, so a

taxonomy of new agent-specific attack classes is commercially adjacent to its product line, though the

underlying OWASP ranking is vendor-neutral. Source: Dark Reading — How AI Agents Can Trigger

Runaway Costs for Enterprises

What changed. OWASP's 2026 Top 10 for LLM Applications ranks "unbounded consumption" sixth

among LLM application risks; a Forcepoint researcher published a five-variant taxonomy of how it plays

out against agents specifically — denial-of-wallet via leaked API keys, tool fan-out triggered by malicious

linked content an agent retrieves during a routine task, reasoning-loop exhaustion, long-session context

accumulation, and model extraction through mass querying.
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Why it reaches you. The tool-fan-out variant does not require compromising the agent itself: seeding a

webpage an agent is likely to retrieve with hundreds of fake related links can trigger a self-inflicted

retrieval cascade that drives up compute cost with no credential theft or code execution involved,

placing the exposure inside ordinary research or browsing tasks rather than behind a control most

access-management programs already cover.

What to do. Monitor — confirm agent deployments cap the number of steps and self-verification loops

an agent can take per task and can detect repetitive-loop or fan-out patterns before they multiply; this

is a capability-planning item rather than an active incident today. Owner: AI platform engineering.

CSA coverage. New — no prior CSA coverage.

Watchlist

OpenAI reward-hacking postmortem — downstream response — Wiz Research

confirmed active in-the-wild exploitation of the three JFrog Artifactory CVEs between

August 15 and September 8, 2026 (Rust-based backdoors, webshells, and persistent admin

accounts on self-hosted instances); patch-adoption telemetry is still not public, and no other

frontier lab has disclosed a comparable eval-to-production escape. (opened 2026-08-27)

VM/hypervisor containment hardening for cyber-capable agents — No change.

(opened 2026-08-27)

Claude Code Auto Mode prompt-injection ASR discrepancy — No change. (opened

2026-08-27)

AI defensive-triage guardrail evasion — No change. (opened 2026-08-31)

AI account session hijacking at scale — No change. (opened 2026-08-31)

Opened this issue

Autonomous AI agent attack economics — machine_speed . Gambit Security's

recovered staging-server data puts a financially motivated operator's mean cost per

compromised retailer at $25.46 using off-the-shelf Strix/Cairn/Hermes agent frameworks.

Watching for takedown or disruption of this specific toolchain, for other operators replicating

sub-$30-per-target campaigns, and for model providers to restrict the API access patterns

these frameworks depend on. (opened 2026-09-25)

AI agent memory subsystem supply chain risk — agentic_surface . The

MemTensor/sckit compromise is the first documented CI/CD token-theft attack against an AI
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agent memory/persistence package specifically, with a blast radius that includes live prompt

content. Watching for comparable compromises at other memory or persistence tooling

vendors, and for software composition analysis programs to begin explicitly inventorying this

component class. (opened 2026-09-25)
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