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In this issue

Microsoft's account of Storm-3168's Azure destruction spree and Google's GTIG threat tracker both put

a number on how far agent-paced attacks have compressed the defender's response window, while a

NetScaler zero-day, a Mandiant CI/CD hardening notice, and CISA's CVE program reset each show a

different corner of the operating model straining to keep up. No item today rises to board-escalation

territory.

Compromised Azure Service Principal Credentials Enabled a 35-Minute

Destruction Spree

Category: machine_speed Significance: major Confidence: VERBATIM (PROVIDER) for the attack-

timeline figures; CHARACTERIZATION (CSA) for the edit-history exposure risk Vendor interest:

Microsoft is both the disclosing investigator and the vendor whose Defender/Sentinel products are the

natural remedy for the detection gap the incident exposes. Source: Microsoft Security Blog — Storm-

3168: Agentic-driven cloud attacks using compromised service principals

What changed. Microsoft disclosed on September 25 that Storm-3168 — the actor behind the

JADEPUFFER agentic ransomware Sysdig first documented in July — used two compromised Azure

service principals from the same tenant to run a divided reconnaissance-and-destruction operation:

roughly 15.5 hours of reconnaissance, then a sub-one-second pivot into a 35-minute destructive phase

that attempted more than 100 storage-account deletions, compressing most of them into a 7-minute

window, followed by 30+ minutes of credential collection for likely future exfiltration.

Why it reaches you. The initial access came from a client ID, secret, and tenant ID an employee had

pasted into a public GitHub issue; even after the issue was edited, the secret remained retrievable

through GitHub's public edit history. Any service principal, workload identity, or CI credential that ever

touched a public repository — including through a since-edited comment — carries this same exposure,

and most identity and SOC teams sized their detection windows for human-paced attacks, not a sub-

second recon-to-destruction pivot.

What to do. Escalate to the identity/secrets-management team: audit public repositories — including

edit and revision history, not just current file contents — for exposed service-principal secrets, and

confirm secret-scanning coverage extends to historical revisions.
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CSA coverage. Storm-3168/JADEPUFFER: Agentic AI Compresses Cloud Attack Timelines

Google Tracks a Sub-Six-Hour Compromise-to-Mass-Harvest Cycle Using

Agentic Workflows

Category: machine_speed Significance: major Confidence: VERBATIM (PROVIDER) for the six-hour

interval and the UNC6780 tooling-evasion finding; CHARACTERIZATION (CSA) for the "not yet fully

autonomous" framing Vendor interest: Google's Threat Intelligence Group publishes this as Google

Cloud/Mandiant research; Chronicle and Mandiant threat-intel subscriptions are the commercial

products this finding is evidence for. Source: Google Cloud Blog — GTIG AI Threat Tracker: From

Prompting to Autonomy – The Evolution of Adversarial AI

What changed. Google's Threat Intelligence Group reports that in Q2 2026 it observed a threat actor

compromise a cloud resource, then plan, build, and execute an agent-enabled mass credential-

harvesting campaign against that access in under six hours end to end. Separately, GTIG tracked

UNC6780 using tactics designed to get AI coding assistants and LLM-based security scanners to wave

through open-source supply-chain compromises, and a Russia-based group running AI models inside

automated bots to triage Telegram channels for material of interest to state authorities.

Why it reaches you. GTIG is explicit that this is not yet end-to-end autonomous exploitation — humans

still scope and direct the campaigns — but the agent is now doing enough of the execution that the

defender's response window is set by the agent's pace, not the operator's. Any escalation and

containment runbook that assumes a human operator pausing between steps is sized for a cycle time

that no longer holds for at least one class of attacker.

What to do. Validate: test whether your detection-to-containment runbook can complete inside a six-

hour window from initial cloud-resource compromise, and whether AI-assisted code-review or scanning

tools in your supply chain have been evaluated against adversarial prompts designed to suppress a true-

positive finding.

CSA coverage. New — no prior CSA coverage. Related: Storm-3168/JADEPUFFER: Agentic AI

Compresses Cloud Attack Timelines

NetScaler Zero-Days Were Exploited for Weeks Before Citrix Shipped a Fix

Category: vuln_storm Significance: major Confidence: VERBATIM (PROVIDER) for the CVSS scores

and affected build numbers; LINK ONLY — VERIFY AT SOURCE for the multi-week active-exploitation

window Source: BleepingComputer — Citrix admins warned to shut down NetScalers over 2 exploited

zero-days
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What changed. Citrix confirmed on September 27 that CVE-2026-88771 (unauthenticated command

injection, CVSS 9.5) and CVE-2026-88772 (memory overflow enabling RCE or denial of service, CVSS

9.5) in NetScaler ADC and Gateway had been exploited as zero-days — with webshells and anti-forensic

cleanup commands deployed against unpatched appliances for several weeks — before bulletin

CTX697096 and patched builds (14.1-73.37, 13.1-64.23) became available. CISA added both CVEs to its

Known Exploited Vulnerabilities catalog the same week.

Why it reaches you. Every default NetScaler ADC/Gateway deployment on an affected build is

exposed with no authentication required, and Citrix itself warns that applying the patch can erase

forensic evidence of an intrusion that already happened — meaning an organization that patches first and

investigates later may destroy its own evidence of compromise.

What to do. Escalate to the network/edge-infrastructure team: capture forensic images of internet-

facing NetScaler appliances before patching, then apply CTX697096 immediately, and treat any

appliance that was internet-reachable during the exploitation window as compromised until proven

otherwise.

CSA coverage. Citrix NetScaler Zero-Days Demand Emergency Patching

Mandiant Flags AI Coding Agents as a New CI/CD Hardening Requirement

Category: agentic_surface Significance: notable Confidence: VERBATIM (PROVIDER) for the

hardening recommendations; NO PROVIDER CLAIM for organizational adoption Vendor interest:

Mandiant is part of Google Cloud and sells CI/CD and supply-chain security consulting; this guidance

doubles as a services pitch. Source: Google Cloud Blog — Proactive Defense: Hardening Code Pipelines

and CI/CD Infrastructure

What changed. Mandiant published defense-in-depth guidance for CI/CD infrastructure that,

alongside standard artifact-pinning advice (container images pinned by digest, GitHub Actions pinned to

a full commit hash rather than a mutable tag), explicitly calls for monitoring trusted IDE process trees for

unexpected file access, unusual child-process creation, and unauthorized outbound connections —

feeding that signal into endpoint management so a non-compliant device loses access to source control

and pipeline execution.

Why it reaches you. AI coding agents now run inside the IDE process tree Mandiant is asking teams to

monitor, with much of the same file-access and outbound-connection privilege a human developer has;

a compromised or manipulated coding agent looks, to most current endpoint tooling, identical to normal

developer activity. Pipelines built to trust "the IDE" as a single unit have no way to distinguish a

developer's keystrokes from an agent acting on injected instructions.
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What to do. Validate: confirm your EDR/endpoint telemetry can attribute IDE process-tree activity to

the specific agent or extension that generated it, not just to the IDE process as a whole, before

extending agent permissions in the development environment.

CSA coverage. New — no prior CSA coverage.

CISA Declares the CVE Program's "Quality Era" — Without Committing to

Numbers

Category: security_operating_model Significance: notable Confidence: VERBATIM (PROVIDER) for

the CVE volume and growth figures; CHARACTERIZATION (CSA) for the assessment that the

framework lacks concrete SLAs or enrichment guarantees Source: CISA — CVE Program: Establishing a

Quality Era Framework

What changed. CISA published a whitepaper on September 22 declaring the CVE Program has moved

from a "Growth Era" to a "Quality Era," organized around program governance, ecosystem participation,

data infrastructure, and CVE record content. The trigger is volume: more than 67,000 CVEs had

published by mid-September against a projected ~96,000 by year-end, a 263% increase in submissions

since 2020, with National Vulnerability Database enrichment unable to keep pace and a large and

growing share of new records still lacking a machine-readable software identifier.

Why it reaches you. VulnOps teams and vulnerability-management tooling that depend on enriched,

machine-readable CVE data to prioritize patching are the direct downstream consumer of this backlog.

CSA's reading of the whitepaper is that it names the problem and the governance dimensions without

committing to a data schema, an enrichment SLA, or a timeline, meaning the gap it describes is not

scheduled to close on any particular date.

What to do. Monitor: track CISA's follow-through on concrete enrichment SLAs and schema

commitments rather than treating the framework announcement itself as a fix, and in the interim budget

for continued manual triage of unenriched CVE records feeding your prioritization pipeline.

CSA coverage. CISA's 'Quality Era' Signals a Structural CVE Program Reset

Watchlist

OpenAI reward-hacking postmortem — downstream response — No change. (opened

2026-08-27)
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VM/hypervisor containment hardening for cyber-capable agents — No change.

(opened 2026-08-27)

Claude Code Auto Mode prompt-injection ASR discrepancy — No change. (opened

2026-08-27)

AI defensive-triage guardrail evasion — No change. (opened 2026-08-31)

AI account session hijacking at scale — No change. (opened 2026-08-31)

Opened this issue

GitHub issue edit-history as a secret-exposure channel — Storm-3168's initial access

traced to a service-principal secret that remained retrievable through a public GitHub issue's

edit history after the issue itself was edited. Watching for GitHub platform changes to edit-

history retention/purging and for secret-scanning vendors to extend coverage to historical

revisions rather than current file state only. (opened 2026-09-29, category: agentic_surface)

CISA CVE Quality Era follow-through — CISA's September 22 whitepaper names

governance dimensions but commits to no data schema, enrichment SLA, or timeline.

Watching for a follow-up publication that adds concrete commitments, and for measurable

movement in NVD enrichment latency. (opened 2026-09-29, category:

security_operating_model)
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