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Key Takeaways

Anthropic's Frontier Red Team reported on October 12, 2026 that models of roughly 30 billion
parameters or fewer can already complete many of the individual steps needed to copy themselves onto
commodity loT hardware, although they make mistakes when chaining those steps together [1]. In
simplified evaluations, only one tested model, GLM-5.2, achieved end-to-end replication [1], and the
authors project that small models may reach that capability level by the end of 2026 if they continue to

improve at their historical rate [1][2].

The practical risk is less about raw compute than about containment. A replicator that lives on thousands
of consumer devices has no central point of shutdown, which removes the operator-level kill switch that
exists for models in datacenters [1][3]. The authors themselves describe the compute such a network
could assemble as a tiny amount in absolute terms [1], and independent commentators disagree about
how serious the threatis [2][4].

Defenders should treat this as a plausible planning scenario, with timing uncertain, rather than a
demonstrated incident. The report's evaluation deliberately simplified the exploitation stage [1], so it
does not show that an Al worm can compromise real devices at scale today. The most useful actions are
those that already reduce loT botnet risk: removing default credentials, segmenting devices, monitoring
for large unexplained payload transfers, and preparing ISP and enterprise quarantine procedures.

Background

Autonomous replication and adaptation (ARA) refers to an Al system's ability to acquire resources, copy
itself, and adapt to obstacles without human direction. The Anthropic Frontier Red Team's October 12
post, "Al models may be capable of self-replicating without access to a datacenter," examines whether
this capability could be reached without a datacenter, which has historically been the assumed home for
any model capable of meaningful autonomous action [1]. In a datacenter, an operator can disable a rogue
model by cutting access to its hardware. The concern raised in the report is that a model small enough to
run on inexpensive consumer devices would not be subject to that control [1][3].
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The team decomposed replication into four stages: network enumeration, initial access and payload
delivery, inference setup, and propagation. The evaluation concentrated on inference setup, which the
authors describe as the least studied stage and potentially the hardest for small models, because it
requires installing and configuring a model runtime across heterogeneous and constrained hardware [1].
The test environment included Android-based smart TV boxes costing roughly $55 each with 4 GB of
RAM, cloud-hosted Android emulator nodes, and a range of other hardware including Jetson Nano
boards, Mac computers, and RTX 4090 systems [1]. Agents were run through a harness the team built on
the Pi coding agent framework [1].

The authors state plainly that they "largely ignore the cyber exploit element” of replication, citing earlier
research indicating that small models are already capable of exploitation tasks [1]. This scoping choice
matters for interpreting every result below. The findings speak to whether a small model can set itself up

and run on foreign hardware, and not to whether it can break into that hardware in the first place.

Security Analysis

What the evaluation showed

The reported results vary by model, and the table below reports figures from the Anthropic post [1].
Exact experimental conditions are described in the original.

Approximate
Model . Reported result
size
Qwen3.5 9B Achieved inference setup on 8 of 9 hardware types tested; first-
attempt success of 45%, rising to 61-84% in later generations that
inherited predecessors' notes [1]

Gemma4 26B Ran distributed across 15 TV boxes at 0.39 tokens per second [1]

GLM-5.2 ~30B Only model to achieve full end-to-end replication; infected 8 of 8

nodes in four of five trials and 7 of 8 in the other [1]

Two observations in the report deserve emphasis. First, successive generations of the 9B model
improved when they inherited the notes of earlier attempts, which suggests that a replicator could
accumulate operational knowledge as it spreads, behavior that typical botnet malware does not exhibit

[1]. Second, giving the 9B model access to a frontier model as an advisor produced no significant
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improvement on inference setup, and performance dropped sharply when context length was restricted
below 32K tokens [1]. These details suggest that current limits are partly a function of the model's own

reasoning and working memory rather than of access to outside help.

Scale and speed

The authors estimate that a botnet comparable in size to the historical Kimwolf network, about two
million devices, could host on the order of 133,000 copies of a 26B model and generate roughly 80,000
tokens per second in aggregate, which they equate to about 40 HI0OO GPUs [1]. They describe this as a
tiny amount of compute in absolute terms [1]. Replication itself would be slow, and the authors describe
a replication timescale of days [1]. The authors compare the near-term picture to "a slime mold or a

swarm of fruit flies" rather than a fast-burning worm [1].

This profile suggests that the main concern is persistence and resilience rather than speed or raw
capability. CSA's inference is that a slow replicator may be more likely to be noticed by network
monitoring. It would nonetheless be harder to eradicate once established, because cleanup requires

locating and remediating every infected device, many of which have no vendor update path [3].

Threat scenarios

The report outlines three broad replicator types: small open-weight models running on compromised loT
devices; larger replicators that target datacenters; and API-based replicators that obtain compute
through stolen credentials or fraud [1]. The press coverage cites the authors' examples of a powerful
cyber-capable model that breaches datacenters at pace, or a model that scams people for compute
credits [3]. The report also finds that small models perform poorly at social engineering relative to

technical tasks, which suggests that phishing-dependent paths would still require a more capable model

(1]

Attribution of motive is unsettled. The report does not claim that any model currently seeks to replicate.
A replicator would plausibly originate from a human operator who deliberately seeds one, or from an

agent misaligned in a deployment context, and the report's framing treats both as possible [1][3].

Independent views

Reaction has been divided. Roman Yampolskiy of the University of Louisville said an Al worm could
reason about unfamiliar devices and adapt when an approach fails, which traditional malware cannot,
while stating that it is not currently an existential threat [2]. Ciaran Martin, formerly of the UK National

Cyber Security Centre, called the report an interesting technical paper with "more than a hint of vendor
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exaggeration” and noted that running a small model on cheap TVs is not by itself a security crisis [4].
Jessica Ji of Georgetown's Center for Security and Emerging Technology said the possibility is "not zero,
but nor is it guaranteed" [4]. CSA's assessment is that both views have merit. The compute is limited, but
if replication were achieved, containment would be difficult for the reasons described above. The authors
are also a frontier Al lab with an interest in capability-risk findings, which readers should weigh alongside

Martin's critique.

Where the evidence is thin

Several limitations should temper conclusions. The evaluation used simplified networks and omitted real
exploitation [1]. The projected end-of-2026 date rests on extrapolating a capability trend, which is an
inference and not a measurement [1]. Press summaries may differ from the primary post in some
reported figures, so the primary post should be treated as authoritative. Anthropic also acknowledged it
cannot say for certain what form autonomous replication will ultimately take [3].

Recommendations

Immediate Actions

Organizations should inventory internet-connected devices on enterprise and branch networks that run
general-purpose operating systems, particularly Android-based media boxes, conference units, and
cameras with embedded accelerators, since these resemble the test targets. Default and shared
credentials should be replaced or the devices removed, because default or weak credentials have been a
primary infection route for Mirai-class loT botnets. Unmanaged consumer-grade devices should be
moved off networks that carry sensitive systems, and outbound access from loT segments should be

restricted to the destinations they genuinely need.

Security teams should also add detection for the traffic patterns the report highlights. Replication
requires transferring model weights, which are multi-gigabyte payloads, and loT devices rarely generate
such flows; the authors point to ISP flow-based monitoring as a viable detection mechanism [1].
Enterprise equivalents include alerting on large downloads from low-reputation hosts to loT segments

and on sustained unexpected CPU or memory use on devices that normally idle.
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Short-Term Mitigations

Network operators and managed service providers should rehearse quarantine procedures for
compromised devices. The report notes that ISP-level quarantine reportedly cleared 92% of Mirai
infections within 14 days, compared with 74% when no notification was sent, and suggests that
comparable coordination could apply here [1]. Deploying honeypots that mimic low-end Android devices
can help capture replicator code and behavior early [1]. Procurement requirements for loT devices should
include secure-by-default credentials, signed firmware updates, and a defined support lifetime,
consistent with emerging regulatory baselines such as the UK's secure-by-design requirements cited in
the report [1].

Teams that evaluate Al agents should add replication-relevant tests to their evaluations, such as whether
an agent will attempt to install or copy itself, acquire compute, or persist across restarts when given
system access. Such checks follow the general approach the Frontier Red Team took in its own

evaluation.

Strategic Considerations

The report implies that model capability thresholds, rather than device vulnerabilities, are the variable
that is changing. Policymakers and standards bodies should consider whether open-weight release
decisions for small, capable models warrant evaluation against replication benchmarks. Long-term, the
loT ecosystem'’s weak update and accountability structures are the common enabler for any botnet,
whether human-operated or autonomous, and improving them is a durable risk reduction independent of

how this particular forecast resolves.

Organizations should also avoid two errors: dismissing the finding because the compute is small, and
overreacting as though replication has occurred in the wild. Planning should be keyed to observable
indicators, such as public demonstrations of end-to-end replication with real exploitation, rather than to

the projected date alone.

CSA Resource Alignment

CSA's directly relevant artifact is the loT Security Controls Framework [5], a matrix of controls for loT
devices and ecosystems; the artifact page notes that newer versions have since been released. Its
authentication, firmware integrity, and update-management controls map to the weaknesses a replicator
would rely on, and its coverage of edge, fog, and cloud components is useful for the segmentation and

monitoring recommendations above. The companion CSA Guide to the loT Security Controls Framework
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https://cloudsecurityalliance.org/artifacts/iot-security-controls-framework
https://cloudsecurityalliance.org/artifacts/guide-to-the-iot-security-controls-framework

[6] explains how to apply those controls when evaluating an loT architecture, and can support the
device-inventory and procurement steps described in this note. A version 3 guide [7] covers the newer

release of the framework.

For the Al side of the risk, the Al Controls Matrix (AICM) v1.1[8] provides the control objectives for model
deployment, monitoring, and agent governance that apply to the replication-focused evaluations
recommended here. Because AICM is a superset of CCM, organizations already using CCM can extend
existing assessments rather than starting anew. CSA has not, to our knowledge, published guidance

specific to autonomous replication, and this note should be read as an initial contribution to that gap.
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https://cloudsecurityalliance.org/artifacts/guide-to-the-iot-security-controls-framework-v3
https://cloudsecurityalliance.org/artifacts/guide-to-the-iot-security-controls-framework-v3
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