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AnyPwn: AnyDesk Linux Fix Described
as a Crash Gains Public Exploit

Pre-authentication root code execution, a changelog that said
‘crash,’ and what silent patching costs defenders
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Key Takeaways

A working exploit for a pre-authentication heap overflow in AnyDesk for Linux was published on GitHub
on October 8, 2026, roughly three and a half months after the vendor shipped a fix [1][2]. The flaw,
nicknamed AnyPwn, affects AnyDesk Linux 8.0.2 and, according to reporting, possibly earlier builds. It
was fixed in 8.0.3 in June 2026 [1][2][3]. Reporting says the public exploit gives an unauthenticated

network attacker root command execution over a direct TCP connection to port 7070 [1][3].

The fix was described in the release notes only as "fixed a bug that could lead to a crash." No CVE
identifier or security advisory had been issued as of October 9 [1]. The discoverer did announce the flaw
publicly on June 22, so the gap concerns advisory channels and not total secrecy. Organizations that
triage updates by CVE or advisory severity would still have seen little reason to prioritize 8.0.3, and some

Linux hosts may remain on the vulnerable build; the sources reviewed provide no data on how many.

The incident illustrates the gap between a patch existing and a patch being deployed, to the extent that
vulnerable hosts remain in service. CSA's earlier work on exploit windows and patch debt is consistent
with the concern that advisory-based triage may lag real exposure [4][5]. Immediate action is to update
to 8.0.3 or later (8.1.0 is reported as current), restrict inbound TCP/7070, and hunt for unexpected root-
level activity on Linux hosts running AnyDesk [1][3].

Background

AnyDesk is a widely deployed remote desktop product, commonly used for IT support and
administration. Remote access tools are attractive targets because they are designed to accept inbound
connections, often run with elevated privileges, and are installed on hosts that administrators care about.
On Linux, the AnyDesk service is reported to run as root, so a memory-corruption bug in its network-

facing code can yield full system control without any need for local privilege escalation [3].

According to The Hacker News, the vulnerability was found by Rick de Jager of the V12 security team
using V12's Al-assisted code review engine [1]. V12 reportedly announced the flaw on June 22, 2026, and
AnyDesk acknowledged it and released version 8.0.3 the next day [1]. The June changelog entry,
however, said only that the release "fixed a bug that could lead to a crash,"” and the vendor did not assign
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a CVE or publish an advisory [1][2]. On October 8, the V12 team released a full working exploit in its
public proof-of-concept repository [1]. Following publication, AnyDesk is reported to have removed

version 8.0.2 from its download page [1].

The sequence of events matters for interpretation. The fix was available for more than three months
before exploit code appeared, so the exposure is not that of an unpatched zero-day. It is the exposure of
a patch that was easy to overlook, followed by a public exploit that sharply reduces the skill needed to
attack hosts that never took it. Some of the details above come from secondary reporting, and the two
supporting articles [2][3] largely restate the account in [1] and should not be read as independent
corroboration. This note has not independently reviewed the exploit repository, and readers should
consult the primary V12 materials before acting on technical specifics. The sources reviewed also reflect
mainly the researcher and press view, and this note found no separate statement from AnyDesk on its

disclosure practice.

Security Analysis

Vulnerability mechanism

Reporting describes a heap buffer overflow in AnyDesk's session protocol, specifically in the handler for
mode-5 stream packets [1][2][3]. The handler reads a payload length supplied by the remote peer and
adds a 16-byte object header using 32-bit arithmetic without checking for overflow. An attacker who
declares a payload length of OXFFFFFFFO causes the sum to wrap to zero. The service allocates a very
small buffer but records the original, very large length, and later writes of attacker-controlled data run
past the end of the allocation [1][2][3]. This is a well-understood bug class, and the ease of describing it
is part of the concern: integer-wrap-before-allocation patterns are a staple of code audit tooling, and in
the authors' assessment Al-assisted review makes them cheaper to find in both defensive and offensive
hands [4][6].

The published exploit is described as probabilistic. It depends on the heap layout placing a useful object
next to the overflowed buffer, and when the layout is unfavorable the service crashes rather than yielding
code execution [1]. The offsets in the public code reportedly target build 8.0.2 specifically, which narrows
reliable use to that version without adaptation [1]. Attackers may be able to adapt the offsets for other
builds, so these limits should be treated as friction rather than protection.
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Attack surface

The confirmed path is a direct TCP connection to port 7070, which needs no user approval and no
authentication [1][3]. The vulnerable code path is reported to be reachable through AnyDesk relay
servers as well, but a full exploit chain through that route has not been publicly demonstrated [1]. This
note treats relay-based exploitation as unresolved. Reporting says Windows and macOS builds are not
affected [1].

Whether a given host accepts direct connections depends on configuration and network placement, and
the sources reviewed do not establish how many Linux installations expose port 7070 to untrusted
networks. Systems on flat internal networks are plausibly reachable by any compromised peer, so internal
exposure should be assessed alongside internet exposure.

The silent patch problem

The more durable lesson concerns disclosure practice. A changelog that describes the fix as a crash fix,
with no CVE and no advisory, offers no signal to scanners, asset-management tools, or risk-based
prioritization schemes that key on advisory metadata. Defenders who followed their processes, deferring
a minor update on a remote-access tool, may now hold a pre-authentication root exposure with public
exploit code. It is also worth noting that the discoverer's own announcement preceded the changelog by
only a day, so the information existed publicly in some form in June [1]; the reporting reviewed does not
make clear how widely it circulated or whether enterprise vulnerability feeds picked it up. The weakness
lay in the advisory channels that most prioritization processes depend on, and CSA has examined related
disclosure and patch-velocity questions elsewhere [8].

The following table summarizes the timeline reported in the sources reviewed.

Date Event Source

June 22,2026 V12 team announces the flaw M

June 23, 2026 AnyDesk acknowledges; version 8.0.3 released with "crash” [1]
changelog

June-October No CVE or security advisory issued M[2]

2026

October 8, 2026 Working exploit published on GitHub [M2]
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Date Event Source

October 9, 2026 Still no CVE reported; 8.0.2 reportedly pulled from download [1]
page

Why this fits a broader pattern

CSA research has documented how Al-assisted discovery is raising the volume of vulnerability findings
while exploitation timelines shrink and enterprise remediation lags [4][5][6]. AnyPwn does not by itself
show an Al-driven shift, but its origin in an Al-assisted review platform is consistent with that trend, and it
illustrates a corollary: when finders and vendors handle high volumes of reports, some fixes will ship with
minimal description, and the cost of that choice falls on defenders. The distance between fix release and
exploit publication here was about 107 days, and unpatched hosts face the same exposure as if no fix

existed.

Recommendations

Immediate Actions

Inventory all Linux hosts running AnyDesk, including those installed by individual users or support teams
outside central software management, and confirm versions. Upgrade any host running 8.0.2 or earlier to
8.0.3 or later; reporting identifies 8.1.0 as the latest release, and organizations should prefer the current
build [1]. Block inbound TCP/7070 from untrusted networks at host and network firewalls until patching
is confirmed. Where an upgrade cannot be completed promptly, consider stopping the AnyDesk service

or removing the tool from the affected host.

Because a working exploit for a root-level, pre-authentication flaw has been public since October 8, and
the sources reviewed report no in-the-wild exploitation, treat unpatched hosts reachable on TCP/7070
as potentially compromised from that date forward. Review logs for unexpected root-owned processes,
new persistence mechanisms, new outbound connections, and AnyDesk service crashes, which the
probabilistic exploit may leave behind when it fails [1][3].
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Short-Term Mitigations

Segment remote-access tooling so that only designated management networks can reach listening
ports. Add AnyDesk version checks to vulnerability scanning and configuration-management baselines
as a custom rule, since vendor advisory metadata will not flag this issue. Consider monitoring for crash
events from remote-access daemons as a detection signal. Review whether AnyDesk direct connections
are needed at all, and prefer controlled gateway-mediated access where feasible.

Strategic Considerations

Revise patch triage so that remote-access, VPN, and other network-facing privileged software is
updated on a fixed cadence irrespective of advisory severity. Update vendor-management criteria to ask
whether suppliers publish security advisories and request CVE identifiers for memory-safety fixes, and
record cases where they do not. Subscribe to researcher disclosure channels and public proof-of-
concept repositories for the products in your estate, as these may carry information earlier than vendor
feeds. Finally, plan for a world in which more bugs of this kind surface quickly, with fix descriptions that
understate impact [4][5].

CSA Resource Alignment

CSA's "The Exploit-Before-Patch Gap" examines how enterprise vulnerability management assumes
that public disclosure precedes exploitation and leaves time to patch [5]. AnyPwn is a variation on that
theme: disclosure-adjacent information and a fix both existed, but the signals that normally convert
them into action were missing. The paper's emphasis on structural, not merely procedural, defenses

supports the recommendation here to patch privileged remote-access software on a fixed cadence.

"Al-Accelerated Vulnerability Discovery and the Patch Debt Crisis" describes how rising discovery volume
produces accumulated patch debt that classical patch management struggles to retire [4]. Unadvertised
fixes enlarge that debt because they are absent from the prioritization inputs enterprises rely on. "The
Bugpocalypse Threshold" addresses enterprise patch capacity constraints and proposes realigning

vulnerability management programs, which is relevant to the short-term and strategic steps above [6].

"Al-Era Vulnerability Disclosure: Coordinated Patch Velocity Frameworks" addresses the disclosure side
of the problem directly, and its frameworks for coordinating fix release and communication are the most

relevant CSA reference for the silent-fix issue described above [8].
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As a control reference, the Al Controls Matrix V1.1, including its threat and vulnerability management
controls, provides a place to map version inventory, patch timelines, and exposure monitoring for tools
such as AnyDesk [7].
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