
CSAI Foundation | Cloud Security Alliance

BAE Bankruptcy Noticing Outage:
Contractor Single Points of Failure

Security Implications and Guidance for Contractor-Operated

Government Functions

2026-10-19



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,

provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair

Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with AI assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 2



Key Takeaways

A cyber incident at BAE Systems has halted production and transmission of notices for all U.S. federal

bankruptcy courts. BAE Systems operates the Bankruptcy Noticing Center (BNC) on behalf of the

federal judiciary, and the Administrative Office of the U.S. Courts (AOUSC) stated that all access to the

BNC systems and websites is unavailable [1][3]. BAE Systems stated that the incident is "isolated to the

BNC system" [1][2]. As of the sources reviewed, no attribution, root cause, data-exposure finding, or

restoration timeline has been disclosed [1][2][3].

The event illustrates a structural pattern more than a novel attack technique. A single contractor-run

service, with no publicly described fallback, sits in the path of a legally mandated function (notice to

creditors), so a compromise of that service appears to affect every federal bankruptcy court at once. In

this incident, isolation from BAE's other business lines did not limit the impact on the judiciary.

Organizations that depend on contractor-operated functions, in government or in the private sector,

should treat such functions as critical dependencies. That means documenting manual fallbacks,

negotiating incident-notification and recovery obligations, and exercising degraded-mode operation

before an outage forces it.

Background

The Bankruptcy Noticing Center is the service through which federal bankruptcy courts produce and

transmit notices to creditors and other parties. Court filings describe a workflow in which the clerk

transmits notices to the BNC, which then mails or electronically delivers them; one district's bench-bar

minutes describe delivery as generally occurring a few days after transmission [5]. Federal Rule of

Bankruptcy Procedure 2002 requires the clerk or the court's designee to give the debtor, trustee, and

creditors at least 21 days' notice by mail of matters such as the meeting of creditors [4]. The noticing

process therefore has legal weight, since whether a creditor receives timely notice can bear on the

validity of later proceedings, although this note does not assess the legal consequences of defective

notice.
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According to reporting from The Record, BleepingComputer, and Infosecurity Magazine, a cyberattack

at BAE Systems disrupted the BNC, and the affected properties include bnc.uscourts.gov,

bankruptcynotices.uscourts.gov, and the National Creditor Registration Service [1][2][3]; The Record

also lists notices.uscourts.gov [1]. The AOUSC stated that "All access to the BNC systems and websites

that BAE operates on behalf of the judiciary and the related bankruptcy noticing process are unavailable

at this time," and that it is in communication with affected courts and coordinating with BAE Systems [1]

[3]. BAE Systems said it is aware of a security incident "isolated to the BNC system" and has taken

immediate steps to address it [1][2].

The reporting is not fully consistent on timing. The Record, Infosecurity Magazine, and

BleepingComputer published between October 15 and 16, 2026 [1][2][3], while CyberScoop reports that

the incident began on October 9, 2026 [6]. Infosecurity Magazine gave no onset date [2]. Readers

should treat the start date as unconfirmed until the AOUSC or BAE Systems provides a timeline. The

AOUSC has not disclosed the nature of the incident or whether any data was accessed or exfiltrated, and

CISA referred inquiries to the U.S. Courts while the FBI did not respond to The Record's request for

comment [1].

The incident follows an earlier compromise of the judiciary's own systems. In August 2025 the AOUSC

announced additional protections for sensitive case documents after what it called a "sophisticated and

persistent" attack on the CM/ECF case management system and related infrastructure, reportedly

discovered around early July 2025 [7][8]. The two events involve different operators and, so far as

disclosed, no connection has been established between them. They do show that the judiciary's

electronic infrastructure has been affected by security events in consecutive years, once in systems it

runs itself and once in a function it outsources. Press reports attributed the 2025 intrusion to Russian

actors, a claim this note does not evaluate [8].

BleepingComputer describes BAE Systems as Europe's largest defense contractor, one that also

provides IT, cloud, and cybersecurity services [3]. That profile matters for the analysis below, because an

incident at a provider of that scale and profile still interrupted a government service.

Security Analysis

Why a contractor-operated function becomes a single point of failure

Governments often outsource functions that are well bounded and repetitive, and bankruptcy noticing

fits that description. Outsourcing may consolidate the function into one platform operated by one

vendor for all customers. As reported, the BNC serves every federal bankruptcy court, so the
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arrangement carries a single dependency with national reach [1]. The same logic appears in commercial

supply chains, and CSA has examined it in the AI context, where reliance on a small number of shared

providers and platforms creates exposure that propagates across their customers when they are

compromised [9][10].

Reporting provides no indication that courts could produce notices through an alternate path at scale.

The only workaround described is a clerk's suggestion that parties who must serve documents manually

look up creditor and party addresses through the courts' electronic filing system and combine them with

their own lists, with the caveat that some addresses registered through the BNC's Electronic Bankruptcy

Noticing program may not appear there [6]. This points to a second dependency: the BNC holds data,

including registered creditor addresses and electronic noticing preferences, that does not exist

elsewhere in the same form. A fallback that exists on paper but lacks the underlying data is only a partial

fallback. This is an inference from the reported caveat, not a finding about the BNC's design.

Isolation claims and what they do and do not mean

BAE Systems' statement that the incident is isolated to the BNC system is a claim about containment

from the vendor's perspective, and it addresses the risk to BAE's other customers and networks [1][2]. It

does not address availability for the judiciary, nor does it answer whether judiciary data was affected. The

AOUSC has not said whether data was exfiltrated [1][2]. Customers of any outsourced service should

expect that a vendor will describe scope in terms of its own environment first, and should require

contractually that scope statements cover customer data and customer-facing impact.

The reported limits of public disclosure also deserve attention. As of the sources reviewed, there is no

disclosed cause, no confirmed start time (given the discrepancy above), and no restoration estimate [2]

[6]. Affected parties, including creditors, debtors' counsel, and trustees, must plan around an unbounded

outage. The absence of attribution does not indicate the type of actor involved. It would be speculative

to infer ransomware, espionage, or any other motive from the available facts.

Downstream effects on third parties

The most significant effects of a noticing outage fall on people who are not parties to the contract.

Creditors depend on notice to learn of deadlines and meetings. Debtors rely on proper notice so that

discharge and related protections are not later open to challenge for defective service, and counsel

should consult the relevant court's orders on how this applies. Some courts may need to decide whether

to extend deadlines, reschedule meetings, or adopt interim procedures [6]; the sources reviewed do not

describe a uniform approach. In effect, the cost of a contractor outage falls on parties who had no role in

selecting or overseeing the contractor.
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Governance gaps this incident makes visible

The incident highlights several questions that any organization relying on a contractor-operated function

should be able to answer. These are framed as questions because the contract terms between BAE

Systems and the judiciary are not public, and this note makes no claim about whether those terms

address them.

Governance question Why it matters in this incident

Is there a documented manual or alternate

path for the function?

A clerk reportedly suggested that parties look up

addresses manually through court systems [6]

Does the contractor hold data that cannot

be reconstructed elsewhere?

Registered creditor addresses may not exist in court

systems [6]

Are incident notification timelines and

content specified?

Start date, cause, and data impact remain

undisclosed [1][2][6]

Are recovery time and recovery point

objectives defined and tested?

No restoration estimate has been given [2]

Is the customer able to assess the

contractor's security posture directly?

Public statements are limited to the contractor's

isolation claim [1]

Can the function be moved to another

provider or to in-house operation?

Single-vendor operation for all courts [1]

Relevance to the CSA community

Although this event involves a government judicial function and not a cloud or AI service, the

dependency structure is the same one cloud and AI adopters face. Enterprises route authentication,

payments, document handling, and model inference through single providers, and an outage or

compromise at that provider is an outage for the enterprise [9][10]. CSA's analysis of AI provider

concentration frames this as exposure to a provider-side "kill switch" and recommends architectural,

contractual, and governance resilience, a framing that transfers directly to contractor-operated public-

sector functions [9].
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Recommendations

Immediate Actions

Organizations that file in or are served through the federal bankruptcy courts should follow the guidance

of the AOUSC and the individual court, and should not assume that notices have been delivered through

the BNC during the outage [1][6]. Counsel and trustees should track whether courts issue orders about

deadlines, service, and interim noticing procedures. Parties that serve notices themselves should verify

addresses against more than one source, given the reported limits of the court-record workaround [6].

Any organization that depends on a contractor-operated function should identify that function now, find

where it holds the only copy of critical data, and confirm who in the organization has authority to invoke a

manual procedure. Security teams should also check whether their own vendors' status pages and

incident channels are monitored, since in this case public information has come mainly through press

reports and brief official statements [1][2].

Short-Term Mitigations

Inventory contractor-operated functions that support legally mandated or time-bound obligations, and

rank them by how quickly their loss creates compliance or harm. For the highest-ranked, write a

degraded-mode procedure and test it with the people who would run it. Where the contractor holds

unique data, arrange periodic exports to a location the customer controls, with restoration tested.

Review contracts for incident notification obligations, including the time to notify, minimum content

(scope, affected data, estimated recovery), and update cadence. Require that scope statements address

customer data and customer-facing availability in addition to the contractor's other systems. Where

feasible, request evidence of the contractor's security assessments and recovery testing. CSA's AI

Controls Matrix offers a structure for requesting and comparing such evidence [11].

Strategic Considerations

Public-sector and regulated-industry buyers should consider whether functions that every institution in a

sector relies on should be single-sourced at all. Alternatives include maintaining a second qualified

provider, retaining an in-house capability that can be activated, or designing the function so that its

output can be produced by simpler fallback means. Each carries cost, and the tradeoff should be made

deliberately and recorded, instead of arising by default through procurement history.
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Funders and oversight bodies should consider adding resilience measures, such as tested recovery time

and fallback readiness, to contractor performance criteria, alongside security controls. The pairing of the

2025 CM/ECF compromise and this incident suggests that the judiciary's exposure spans both in-house

and outsourced systems, so a resilience program that covers only one is incomplete. That conclusion is

an inference from two separately reported events and not a finding about the judiciary's overall posture.

CSA Resource Alignment

CSA's research on AI provider concentration, AI Provider Concentration Risk: Enterprise Resilience, is the

closest match to the dependency problem described here. It analyzes the exposure created when an

enterprise depends on a single provider and sets out architectural, contractual, and governance

measures for resilience [9]. Although it addresses AI providers, the recommendations on exit planning,

fallback paths, and contract terms apply to a contractor-operated government function, and the BNC

outage is an example of a provider-side interruption in a non-AI setting.

CSA's work on concentration in the AI developer ecosystem examines how shared tooling and platforms

become critical infrastructure whose compromise propagates widely [10]. It supports the analytic point in

this note that consolidation into one operator turns a localized incident into a sector-wide one, and it can

inform how organizations map their own shared dependencies.

For control mapping, the AI Controls Matrix v1.1 provides control objectives relevant to supply chain

management, transparency, and accountability, and to business continuity and resilience, which

organizations can use to structure contractual requirements and verification of contractors [11].
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