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Key Takeaways

Within a single week in October 2026, four organizations with no known connection disclosed incidents

that share a common structure. Each held credentials or signing authority on behalf of a large population

of others, and each exposed that population when its own key handling failed. OpenCode's hosted

Console exposed AI provider keys that customer workspaces had saved with it [1][8]. The Zeabur hosting

platform lost 3,218,965 environment variable records belonging to its users [2]. TeamUpdraft's customer

database held the connection keys that let its UpdraftCentral service send commands to customer

WordPress sites, and attackers used those keys to install backdoors [3][4]. eMudhra generated eight

publicly trusted intermediate certificate authority keys so weakly that they could be computed from the

public certificates [5][6].

This note uses the term "credential custodian" for any service that stores or exercises credentials on

behalf of many downstream parties. A custodian multiplies blast radius because a single failure in its

environment becomes a failure for every party that delegated to it, and most of those parties have no

flaw of their own to patch. Credential lifetime played a central role in several of the cases. At Zeabur and

UpdraftCentral, credentials that never expired allowed a single leak to remain exploitable for months, and

at eMudhra, a flawed 2025 key ceremony left signing keys weak for roughly eighteen months before

discovery [2][4][6].

The incidents also show an asymmetry in recovery. The eMudhra exposure was contained largely centrally:

Chrome and Mozilla blocked the affected intermediates within hours, and Apple and Microsoft followed

within three days, although runtimes with their own trust stores required separate updates [6][7]. The

other three incidents required each affected customer to rotate keys, delete connections, or rebuild hosts

individually, with UpdraftCentral's emergency release providing only partial central revocation.

Organizations should therefore inventory their custodians, classify them by whether revocation is

centralized or distributed, and treat distributed-revocation custodians as carrying the higher remediation

burden, while recognizing that trust-anchor custodians such as certificate authorities may carry higher

potential impact when misuse goes undetected.
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Background

The four incidents differ in technology and sector, but each involves a service that holds trust delegated

by its customers. The summaries below rely on vendor disclosures where available. Where vendors have

not published detail, or where their statements are available only as quoted in news coverage, the

summaries rely on reputable secondary reporting and say so.

OpenCode Console. OpenCode is an open-source coding agent with an optional hosted service,

Console, in which team workspaces save their own OpenAI, Anthropic, or Google API keys so members

can use models without handling the keys directly. The OpenCode details in this note come from

secondary reporting on OpenCode's public statements. According to that reporting, an intruder reached

a legacy system on the night of October 16, 2026, and the incident affected 1.4% of Console users, all of

whom had linked an outside provider [1][8]. OpenCode co-founder Dax Raad stated that keys held locally

by the command-line and desktop applications were not involved [1]. OpenCode linked the breach to "a

large-scale distillation attack" but has not explained the connection, and several users reported

unauthorized charges on their provider accounts that have not been independently verified [1][8].

Zeabur. Zeabur is a cloud application hosting platform. Its preliminary report states that an attacker

active on October 14–15, 2026 used leaked internal credentials, including AWS keys and shared-cluster

admin tokens, to reach the shared cluster, internal systems, and the platform database [2]. Zeabur

attributes the root cause to "long-lived admin credentials [that] were stored in plaintext and could be

used from the public internet," including admin tokens created on January 10, 2024 with no expiry [2].

This was Zeabur's second incident in under two months. The company acknowledged that its August

statement that all internal admin keys had been rotated was incomplete, and it has announced that it will

shut down by December 31, 2026 [2][9].

UpdraftCentral. UpdraftPlus is a widely used WordPress backup plugin, and UpdraftCentral is its

companion remote-management service. TeamUpdraft reported that unauthorized access was identified

over October 17–18, 2026, and that its customer database, which it believes was accessed, held

connection keys for UpdraftCentral, UpdraftVault, and UpdraftClone [3]. Patchstack observed attackers

using valid UpdraftCentral keys to push backdoor plugins to connected sites over an 18-hour window on

October 18–19, and identified 99 distinct malicious plugin names [4]. Self-hosted UpdraftCentral was not

affected [3].

eMudhra. eMudhra is an Indian certificate authority whose emSign roots are trusted by major browsers.

An independent researcher reported to the Chrome Root Program at 18:05 UTC on October 17, 2026

that the private keys of eight eMudhra intermediate CAs could be recovered, and Chrome blocked the six

TLS-issuing intermediates by 19:45 UTC the same day [5][7]. Of the eight intermediates, six issue TLS

certificates and two issue code-signing certificates [6]. According to eMudhra's statement as reported
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by The Hacker News, the company attributes the weakness to a flaw in a key wrap and unwrap step during

an April 30, 2025 key generation ceremony, while noting that its root cause investigation is ongoing [6].

Chrome found no TLS certificates chaining to the six TLS intermediates in Certificate Transparency logs

before its block, and eMudhra stated that none of the eight had issued an end-entity certificate [6][7].

Security Analysis

Four forms of custody

Although the incidents are often grouped together as "supply chain" events, the custodians held different

kinds of authority, and the difference matters for response. Table 1 classifies them by what was held, what

an attacker could do with it, which credential failure occurred at the custodian, and who had to act to

contain the exposure. The final column summarizes whether a central revocation mechanism was

available, which the analysis below treats as the key operational distinction.

Table 1. Credential custody in the October 2026 incidents

Custodian
What it held

for others

Attacker

capability

Credential

failure at

the

custodian

Who had to

revoke

Centralized

revocation

available?

OpenCode

Console

Customers'

AI provider

API keys

Run model

workloads

billed to

customers

Legacy

system

reached;

storage

protection

undisclosed

[1][8]

Each

customer, at

each

provider

No
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Custodian
What it held

for others

Attacker

capability

Credential

failure at

the

custodian

Who had to

revoke

Centralized

revocation

available?

Zeabur Customers'

environment

variables and

secrets; root

access to

dedicated

servers

Use

customers'

cloud,

database,

and API

credentials;

control

hosts

Plaintext,

non-

expiring

admin

tokens

missed in

prior

rotation [2]

Each

customer, at

each

upstream

service

No

UpdraftCentral Signed

command

keys for

customer

WordPress

sites

Install code

and create

admin

accounts on

sites

Non-

expiring

connection

keys stored

in vendor

database

[3][4]

Each site

owner, per

site

Partial (via

plugin

update)

eMudhra Signing

authority

trusted by

browsers and

operating

systems

Forge TLS

and code-

signing

certificates

Weak keys

generated in

a 2025

ceremony

[6]

Root

programs

and trust-

store

maintainers,

centrally

Yes

The first two cases are custody of other parties' secrets: the custodian stores a credential that is

ultimately issued and controlled by someone else. The third is custody of command authority, where the

custodian holds a key the downstream system is configured to obey. The fourth is custody of a trust

anchor, where the custodian's own key is what relying parties trust. In every case, the downstream party's

security depended on the custodian's key handling rather than on anything the downstream party could

observe or control.
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Long-lived credentials at the custodian extend exposure

In two of the four cases, credentials held at the custodian were long-lived or non-expiring, which

converted a single leak into open-ended exposure. Zeabur's report is the clearest example. Admin tokens

created in January 2024 had no expiry, were stored in plaintext, and were usable from the public internet,

and they were not included in the rotation Zeabur performed after its August incident [2]. Zeabur also

reports that the attacker read about 53 production secrets, including internal network admin credentials

and a platform database account, which suggests that one leaked credential gave access to many others

[2].

UpdraftCentral shows the same weakness in the keys issued to customers and stored by the vendor.

Patchstack notes that the connection keys do not expire, so keys issued in November 2025 still worked in

October 2026, and that the malicious commands were "correctly encrypted and signed with genuine

dashboard private keys" [4]. Because the commands were authentic, no plugin update could distinguish

them from legitimate administration, and Patchstack advised site owners to delete the keys rather than

rely on patching alone [4]. Patchstack also notes that the "Add this website to UpdraftCentral" option on

the TeamUpdraft.com account screen is checked by default, which it cites as a reason to check sites

whose owners do not recall using the service [4].

The eMudhra case differs because the failure was in key generation rather than credential lifetime or

storage, but it shares the feature of a long-lived latent flaw. The weak keys were created on April 30,

2025 and remained trusted for roughly eighteen months before discovery [6]. Security researcher Scott

Helme separately reported recovering all eight keys in under a second, which indicates that no theft was

required [6]. Across these cases, unexpiring credentials and latent flaws turned a single failure into

exposure measured in months. Zeabur's experience in particular suggests that a custodian's internal

administrative credentials can receive less rigorous lifecycle management than its customer-facing

protections, although the available disclosures do not allow a systematic comparison.

Residual and legacy systems extend exposure

Two incidents involved systems or credentials that the custodian likely regarded as already dealt with.

OpenCode's intruder reached a legacy system that was reportedly being retired [8]. Zeabur's August

remediation was believed to be complete but left plaintext admin tokens and AWS keys in place, and its

root passwords on dedicated servers had not yet been changed [2]. Zeabur hypothesizes that the

October attacker's initial credentials may trace to a GitHub App private key leaked in August, but has not

confirmed this [2].
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The common lesson is that a rotation or decommissioning project is only complete when someone has

verified that no credential or data copy remains in scope. A custodian that announces a completed

rotation, as Zeabur did in August, may give its customers reason to stop rotating their own downstream

secrets. When that announcement proves incomplete, customers who relied on it are exposed a second

time.

Nested custody compounds the blast radius

Zeabur's report contains a detail that illustrates how custody can be layered. The platform hosted 736

n8n workflow automation instances among the services where the attacker ran commands, and of 607

n8n instances Zeabur checked, 602 stored their encryption key in an environment variable [2]. Because

n8n stores encrypted credentials for the third-party services its workflows connect to, an attacker with

both the environment variable and access to the instance could decrypt those downstream credentials

[2]. The hosting platform was, in effect, a custodian of custodians.

This pattern is directly relevant to AI agent deployments. Agent orchestration tools, AI gateways, and

hosted coding consoles each hold credentials for the model providers and business systems they call, and

they are frequently deployed on third-party hosting platforms. CSA's earlier analysis of the LiteLLM

gateway described the same concentration at the gateway layer [10]. An organization assessing its

exposure to a hosting breach therefore needs to account not only for the secrets it placed on the

platform directly but also for the credentials held by any tools it runs there.

Centralized and distributed revocation

This note argues that, for defenders, the most consequential difference among the four incidents is how

containment worked. For eMudhra, a small number of root store operators were able to withdraw trust for

the entire relying population. Chrome deployed a CRLSet block within about one hour and forty minutes

of receiving the report, Mozilla completed a OneCRL block the same evening, Apple followed on October

19 and Microsoft on October 20, and Chrome scheduled removal of the emSign ECC Root CA – G3 root

for October 27 [6][7]. That response still left gaps. Non-browser clients that ship their own trust data,

such as Go and Node.js, required new releases, and Go 1.25 and earlier, which are outside Go's support

window, received no fix; legitimate certificates chaining to the removed root will also stop working [6].

Even so, the bulk of relying parties were protected without taking any action themselves.

The other three custodians had no fully equivalent mechanism. OpenCode cannot revoke a key at OpenAI

or Anthropic; revocation must be performed by each customer in the provider's console, or by the

provider itself [1][8]. Zeabur's users had to replace every credential stored in their environment variables

at each upstream service, change database passwords, replace n8n encryption keys, and in some cases
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rebuild servers [2]. UpdraftCentral's emergency releases provided partial centralized revocation by

disconnecting keys created before a cutoff time, but only for sites that applied the update, and they could

not remove persistence already installed. TeamUpdraft and Patchstack therefore still directed site

owners to check each site manually for unfamiliar administrators and plugins, because a backdoor

account persists after the plugin that created it is removed [3][4]. In distributed-revocation incidents,

the incident's overall exposure persists until the slowest affected customer completes these steps, which

may be indefinitely for customers who never read the notice.

Revocation model is a measure of remediation burden rather than of overall risk. A compromised

certificate authority or code-signing key has a very large potential impact, and centralized revocation

worked in the eMudhra case partly because the flaw was found by a researcher and no misuse of the TLS

intermediates was detected. Organizations should weigh both dimensions when prioritizing custodians.

Open questions

Several material facts remain unresolved at the time of writing. OpenCode has not published a root

cause, the number of keys held, or whether they were encrypted, and has not explained what it meant by

"distillation attack" [1]. Zeabur has not established how the October attacker obtained the initial

credentials or whether the same actor carried out both breaches [2][9]. TeamUpdraft has not disclosed

how its website was accessed or how many sites received malicious commands [3]. eMudhra has not

completed its root cause investigation, and it is not possible to rule out past misuse of the code-signing

intermediates through Certificate Transparency, which covers only TLS certificates that were logged [6].

Organizations should not draw conclusions that the vendors have not stated.

Recommendations

Immediate Actions

Organizations should first determine whether they are direct customers of any of the four custodians and

complete the vendor-specified remediation. Users of OpenCode Console should revoke provider keys in

each provider's own dashboard rather than only deleting them from Console, issue replacements, and

review provider usage from October 16 onward [1][8]. Zeabur users should replace every credential

stored in environment variables, revoking old values at the issuing service first, recreate access tokens,

replace n8n encryption keys, treat Google Cloud dedicated servers as compromised, and review cloud

bills and GitHub audit logs as directed in Zeabur's report [2].
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WordPress operators should check every site running UpdraftPlus for UpdraftCentral keys, delete them,

update to the patched release, and inspect users and plugins, including must-use plugins, for unfamiliar

entries; Patchstack recommends checking even sites where UpdraftCentral was never deliberately used

[3][4]. Operators of services with certificates chaining to emSign ECC Root CA – G3 should obtain

replacements from another hierarchy before October 27, and teams should update Go, Node.js, and

other runtimes that carry their own trust stores [6][7].

Short-Term Mitigations

Over the following weeks, organizations should build an inventory of every external service that stores or

exercises credentials on their behalf. This includes hosted agent consoles, AI gateways, platform-as-a-

service environments, remote-management tools, backup services, and SaaS integrations holding OAuth

grants. For each custodian, the inventory should record what credentials it holds, which upstream services

issued them, and whether revocation is centralized or must be performed by the organization. The

inventory converts a future disclosure from an investigation into a defined rotation list.

Organizations should also reduce what any custodied credential can do. Practical steps include issuing a

separate credential for each custodian, setting expiry on every key and token that supports it, applying

spending caps and usage alerts on AI provider accounts, and removing remote-management capabilities

that are enabled by default but not used. Where a remote-management service must remain connected,

Patchstack's guidance to create the connection key under an account that lacks plugin installation rights

offers one model for limiting command authority [4].

Strategic Considerations

At the program level, organizations should prefer architectures in which credentials do not leave their

own control. Examples include running open-source agents locally with keys supplied from the

organization's secrets manager, self-hosting remote-management tools where the vendor supports it

(self-hosted UpdraftCentral was unaffected [3]), and using workload identity federation or short-lived

tokens in place of static keys stored with a platform. Where custody by a third party is unavoidable,

vendor due diligence should ask how the custodian protects its own administrative credentials, whether

those credentials expire, how rotation completeness is verified after an incident, and how legacy systems

are retired. The Zeabur case illustrates that a vendor's internal credential hygiene can determine

customer exposure regardless of how customer secrets are described as being protected, which is why

due diligence should cover both.
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Custodian concentration also deserves attention in risk registers as a class rather than vendor by vendor.

A failure at a distributed-revocation custodian imposes a remediation workload proportional to the

number of credentials and systems the organization delegated to it, and that workload falls on the

organization at a time the custodian chooses. Trust-anchor custodians warrant separate attention for

their potential impact even where revocation is centralized. Incident runbooks should name owners who

can revoke credentials at each upstream issuer within a defined target, and tabletop exercises should

include a scenario in which a custodian discloses a breach and later reports that its first remediation was

incomplete.

CSA Resource Alignment

The most directly related prior work is CSA's research note When Trust Infrastructure Fails: Keys and

Relays as Chokepoints [11], published on October 21, 2026. That note examined the eMudhra and

UpdraftCentral incidents alongside other October 2026 events and argued that concentrated trust is

efficient but fragile. The present note extends that analysis to custodians of customer secrets

(OpenCode Console and Zeabur) and adds the distinction between centralized and distributed

revocation as a way to prioritize custodians by remediation burden. CSA's earlier note on the OpenCode

Console breach [12] provides a fuller treatment of that incident and its key-rotation guidance.

CSA's analysis of ShinyHunters' OAuth Pivot: A Year of SaaS Supply-Chain Breaches [13] identified

durable, overlooked third-party trust as the common root cause across the Salesloft, Gainsight, and Klue

compromises. The October incidents share that root cause in a different form, with unexpiring

connection keys and admin tokens taking the place of OAuth grants, and support that note's

recommendation to inventory and time-limit delegated access. The LiteLLM AI Gateway: Critical

Vulnerability Chain Exposes API Keys [10] note describes the AI-specific version of the custodian

problem, an intermediary that centralizes enterprise provider keys, and is the closest architectural parallel

to OpenCode Console and to the n8n instances exposed through Zeabur.

For identity governance, CSA's IAM Working Group publication Defining Non-Human Identity (NHI) [14]

addresses the lifecycle, ownership, and rotation of machine credentials such as API keys, service tokens,

and connection keys, which are the credential types that failed at Zeabur and UpdraftCentral. For control

mapping, the AI Controls Matrix (AICM) [15] provides the relevant controls in its identity and access

management, cryptography, encryption and key management, and supply chain management domains.

Organizations evaluating custodians can review a provider's STAR registry entry for its assessed identity

and key management controls and use the CAIQ as a basis for follow-up questions about administrative

credentials.
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