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Key Takeaways

CVE-2026-41709 is an insufficient-logging vulnerability in Broadcom VMware ESX that lets an

administrator-level user perform certain operations without them being written to the audit log.

Broadcom rated it Low, with a CVSS v3.1 base score of 2.7, when it fixed the flaw in advisory VMSA-

2026-0006 on July 29, 2026 [1]. CrowdStrike has since reported that the China-nexus adversary Warp

Panda exploited the flaw as a zero-day in several intrusions against U.S. organizations, including legal-

sector targets, as late as early 2026 [2]. CISA added the vulnerability to its Known Exploited

Vulnerabilities (KEV) catalog on October 28, 2026, which gives U.S. federal civilian agencies until

November 11, 2026, to remediate [3][4][16]. CISA's KEV listing independently confirms exploitation; the

attribution to Warp Panda and the victim profile rest on CrowdStrike's reporting.

The case matters first because a low score can conceal high operational value. CVSS scores the flaw's

direct technical impact, but that score does not capture its value to an adversary who already holds

hypervisor credentials and wants to erase the forensic record of what they did with them. The exposure

window is also wider than the patch date suggests. Because the flaw was exploited as a zero-day before

Broadcom released a fix, any organization whose ESX hosts were reachable by the actor may have been

exposed to unlogged activity before July 29, 2026, and the start of that exploitation is not publicly

known. Organizations that triaged VMSA-2026-0006 by score alone, patching the critical vCenter flaws

in the same advisory and deferring this one, have extended that window to the present even though fixes

have been available for three months.

Two further lessons follow for defenders and vulnerability managers. Missing logs are not evidence of a

clean host, so defenders who investigated ESXi hosts in Warp Panda- or BRICKSTORM-affected

environments and found nothing in host audit logs should revisit that conclusion using independent

telemetry. Prioritization should also account for evasion: vulnerability management programs should

weigh KEV status, threat-actor use, and an attacker's position in the kill chain alongside CVSS, especially

for flaws that affect the integrity of logs, audit trails, or other security controls.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 3



Background

The Vulnerability

Broadcom's VMSA-2026-0006 advisory addressed five CVEs across ESX, vCenter, Workstation, and

Fusion, with scores from 2.7 to 9.8; the two most severe were vCenter issues scored 9.8 [1][5]. CVE-

2026-41709 was the lowest-rated entry. The advisory describes it only as "an insufficient logging

vulnerability" through which "a malicious actor with administrative privileges" could "perform certain

operations without them being logged," and credits Ian Barton of CrowdStrike with reporting it [1]. The

vector, AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:L/A:N, reflects a network-reachable attack that requires high

privileges and causes a low integrity impact, with no confidentiality or availability impact [1]. Broadcom

lists no workaround, so patching is the only vendor-supported remediation [1]. The weakness corresponds

to MITRE's CWE-778, Insufficient Logging [6].

CrowdStrike's 2026 legal-sector threat report calls the issue an "ESXi command logging bypass

vulnerability" [2]. That description suggests the affected operations include commands run on the host,

which is the activity incident responders typically rely on ESXi shell and audit logs to reconstruct. Neither

Broadcom nor CrowdStrike has published the exact set of operations that escape logging. As of this

writing, CSA has not found a public proof-of-concept.

The table below lists the fixed builds shown in Broadcom's advisory at the time of writing. Because the

advisory has been revised since its initial release, administrators should confirm target builds against the

current revision before patching.

Product / Branch Fixed Version per VMSA-2026-0006 [1]

VMware Cloud Foundation / vSphere Foundation 9.1.x ESXi-9.1.0.0-25370933

VMware Cloud Foundation / vSphere Foundation 9.0.x ESXi-9.0.2.0100-25595025

ESX 8.0 ESXi80U3j-25429389

VMware Cloud Foundation 5.x 5.2.4

Telco Cloud Platform 5.0.x, 5.1.x See Broadcom KB449886
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Broadcom's later 7.0 patch guidance (revision VMSA-2026-0006.2) covered only the Critical-severity

issues in the advisory [1]. Organizations still running ESXi 7.0 should not assume a fix for CVE-2026-

41709 is available for that branch.

The Adversary

CrowdStrike first described Warp Panda publicly on December 4, 2025, as a China-nexus adversary,

active since at least 2022, that specializes in VMware vCenter and ESXi environments [7]. In the

intrusions CrowdStrike documented, the group got in through internet-facing edge devices, including

exploited Ivanti and F5 BIG-IP vulnerabilities. It then moved to vCenter using valid credentials or vCenter

vulnerabilities such as CVE-2023-34048 and CVE-2024-38812 [7]. Once inside the virtualization layer,

Warp Panda deployed the BRICKSTORM backdoor. It also deployed two Golang implants: Junction, which

runs on ESXi hosts and impersonates a legitimate service on port 8090, and GuestConduit, which runs in

guest VMs and talks to the host over VSOCK [7]. CrowdStrike also reported that the group created

unregistered VMs that it shut down after use, cloned domain controller VMs, and extracted data from

snapshots of running guests. To avoid detection, it cleared logs and timestomped files [7].

CISA, NSA, and the Canadian Centre for Cyber Security jointly published a BRICKSTORM malware analysis

report (AR25-338A) on December 4, 2025, the same day as CrowdStrike's Warp Panda profile. It

attributes the backdoor to PRC state-sponsored actors seeking long-term persistence in vSphere

environments [8]. Google Threat Intelligence Group, which tracks related BRICKSTORM activity as

UNC5221, reported in September 2025 that these intrusions went undetected for an average of 393

days. It also noted that this dwell time often exceeded victims' log retention periods, so the initial-access

evidence was gone before investigators looked for it [9]. Vendors' clusters overlap but are not identical,

and GTIG attributes BRICKSTORM activity to UNC5221 and closely related, suspected China-nexus threat

clusters [9]. For that reason, this note attributes the CVE-2026-41709 exploitation specifically to Warp

Panda as reported by CrowdStrike [2].

Disclosure Timeline

The sequence of events below shows how long the flaw was in use before defenders had either a patch or

a public signal that it mattered.

Date Event

Since at least 2022 Warp Panda active, per CrowdStrike [7]
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Date Event

September 24,

2025

Google GTIG reports BRICKSTORM campaign and 393-day average dwell

time [9]

December 4, 2025 CrowdStrike publishes Warp Panda profile; CISA/NSA/CCCS release AR25-

338A [7][8]

Early 2026 Warp Panda exploits CVE-2026-41709 as a zero-day, per CrowdStrike [2]

July 29, 2026 Broadcom publishes VMSA-2026-0006, rating CVE-2026-41709 Low

(2.7) [1]

October 28, 2026 CrowdStrike's 2026 legal threat landscape report discloses zero-day use [2]

October 28, 2026 CISA adds CVE-2026-41709 to the KEV catalog [3][16]

November 11, 2026 Federal civilian remediation deadline [16]

Security Analysis

Why a 2.7 Became a Zero-Day Worth Spending

The apparent paradox here, a nation-state adversary spending a zero-day on a Low-severity bug, follows

from what the bug does and when the attacker uses it. CVSS v3.1 is designed to measure a vulnerability's

intrinsic technical characteristics, not the risk to a particular environment. FIRST's specification explicitly

separates the base score from threat and environmental context [11]. Measured that way, CVE-2026-

41709 rates low. It requires high privileges, it does not grant code execution or cross a privilege

boundary, and its only effect is to stop certain actions from being recorded. Each of those statements is

accurate, and together they produce a 2.7.

Warp Panda, however, uses the flaw at a point where none of those limitations constrain it. By the time the

group reaches an ESXi host, it typically already holds administrative access through stolen vCenter

credentials, the privileged vpxuser account, or an exploited vCenter vulnerability [7]. At that stage, the

attacker's main concern is likely no longer access but avoiding detection and maintaining persistence.

Every command it runs on the hypervisor is a potential artifact that could reveal the implant, the rogue

VM, or the exfiltration path, so a flaw that suppresses those records lowers the cost of every subsequent
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action. It could also make the group's existing log-clearing and timestomping tradecraft less necessary.

Deleting or truncating logs is itself an observable event, whereas an entry that is never written leaves no

trace in the host log and can be detected only by correlation with independent telemetry. In this sense the

vulnerability works as a force multiplier for the rest of the intrusion rather than a standalone weapon.

Hypervisors Are Already a Monitoring Blind Spot

The impact is larger because of where the flaw sits. ESXi hosts typically cannot run conventional endpoint

detection and response agents, and threat-intelligence reporting shows that BRICKSTORM operators

deliberately place malware on appliances and VMware infrastructure that lack EDR support [9]. As a

result, defenders depend heavily on the host's own syslog, shell, and audit output plus whatever vCenter

records. CrowdStrike's own defensive guidance for Warp Panda leads with retaining and monitoring ESXi

and vCenter syslog [7]. CVE-2026-41709 undermines that remaining source of host-level evidence.

The combination has a direct consequence for incident response. An investigator reviewing a

compromised ESXi host may find authentication records showing that a privileged account logged in, but

no record of what that account then did. Without other telemetry, that gap is easy to read as benign

administrative activity. The 393-day average dwell time Google reported [9] makes things worse. Even

artifacts that were logged may have aged out of retention before anyone looked, and the artifacts this

flaw suppressed never existed at all.

Implications for Prior Investigations

Organizations that responded to BRICKSTORM or Warp Panda activity in 2025 or 2026 should consider

whether their findings depended on the completeness of ESXi audit logs. CrowdStrike reports

exploitation "in several cases," including intrusions as late as early 2026 [2]. The public record does not

show how long before that the flaw was in use. A scoping conclusion such as "no attacker commands were

observed on host X" was reasonable at the time, but now that a logging bypass is known to have been in

use, it is weaker evidence. This does not mean every such investigation was wrong. It means those

conclusions should be re-tested against evidence the flaw could not have suppressed: network flow

records, vCenter task and event history, datastore file inventories, VM inventory reconciliation, and

guest-side EDR telemetry.

The Prioritization Lesson

CVE-2026-41709 also shows a structural weakness in score-driven patch prioritization. VMSA-2026-

0006 shipped two vCenter flaws scored 9.8 alongside this 2.7 [1]. A team working down a severity-

ordered queue would reasonably have fixed the vCenter issues first and scheduled the ESX logging flaw
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for a routine maintenance window, or deferred it indefinitely. Broadcom's advisory did not indicate

exploitation in the wild [1], and the public record does not show what Broadcom knew about exploitation

at release. Heise reports that Broadcom has kept the Low rating even after the exploitation became

public, a rating the outlet calls too mild in light of the attacks [12].

The more durable lesson is that some vulnerability classes deserve elevated priority regardless of base

score. These include logging, auditing, and telemetry-integrity flaws in security-critical infrastructure. A

useful heuristic is to ask what a vulnerability would be worth to an attacker who already holds the

privileges it requires. For many high-privilege flaws, the answer is "little, because they could already do it."

For a flaw that removes the evidence of what they did, the answer is "a great deal." CSA's earlier analysis

of cloud audit-log manipulation reached a parallel conclusion for cloud control planes, and this incident

extends that pattern to on-premises and private-cloud virtualization [13].

Recommendations

The recommendations below move from urgent remediation and compromise assessment, through

hardening measures that can be implemented in the coming weeks, to longer-term changes in how

organizations prioritize vulnerabilities and design detection. Each tier responds to a distinct part of the

problem: the unpatched flaw, the evidence it may already have erased, and the assumptions about

logging that made it valuable to an attacker.

Immediate Actions

Organizations running VMware ESX should apply the fixed builds listed in VMSA-2026-0006 to every

ESX host as a priority, regardless of the Low severity rating. They should confirm the target build against

the current advisory revision, because the advisory has been revised since publication [1]. Federal civilian

agencies are bound by the November 11, 2026, KEV deadline [16], and other organizations should treat

that date as a reasonable outer bound. Hosts on branches with no listed fix, including ESXi 7.0, should be

scheduled for upgrade and placed under compensating monitoring in the meantime.

Organizations with any indication of Warp Panda, UNC5221, or BRICKSTORM activity since 2025 should

run a compromise assessment of the virtualization layer that does not rely on ESXi host logs. That

assessment should reconcile the VM inventory on each host and datastore against vCenter's registered

inventory to find unregistered VMs. It should look for listeners on nonstandard ports, particularly port

8090, which Junction uses, and for unexpected VSOCK communication between hosts and guests [7]. It

should also apply the YARA and Sigma content and indicators published in AR25-338A [8]. Investigations

previously closed on the basis of clean ESXi logs should be reopened for review in light of this flaw.
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Short-Term Mitigations

Forward ESXi and vCenter logs off-host in real time to a SIEM or log store that hypervisor administrators

cannot modify, and set retention long enough to cover realistic dwell times. Google's 393-day average

dwell time [9] means that even a full year of retention would miss the start of a typical intrusion;

organizations should retain virtualization-layer logs for at least 13 months and preferably 18 to 24 months,

using lower-cost cold storage for older data where necessary. Because CVE-2026-41709 shows that

host-generated logs can be incomplete, defenders should correlate them with telemetry generated

elsewhere, especially network flows to and from ESXi management interfaces, vCenter task history, and

guest-side EDR.

Organizations should also reduce the population of privileged accounts and harden the hosts those

accounts administer. CrowdStrike's Warp Panda guidance recommends disabling SSH on ESXi hosts

where operationally feasible and alerting on SSH authentications for root and vpxuser, as well as

deactivating vpxuser shell access on ESXi 8.0 and later [7]. On the host itself, enabling ESXi's

execInstalledOnly enforcement ensures that only binaries from signed, installed packages can run [7]. At

the network and identity layers, the same guidance calls for restricting outbound network access from

ESXi and vCenter, segmenting ESXi management interfaces, and requiring MFA through an identity

federation provider for vCenter access [7]. None of these measures fixes the flaw. Privilege reduction

does, however, directly shrink the set of identities that could exploit it, and the hardening measures limit

what an attacker can do with those identities.

Strategic Considerations

Vulnerability management programs should formally recognize a class of "evasion-enabling"

vulnerabilities whose priority is set by threat context rather than base score. Practical criteria include KEV

listing, credible reports of threat-actor use, and whether the flaw affects logging, audit, or detection

controls on high-value infrastructure such as hypervisors, identity providers, and edge devices. A KEV-

aware program would have escalated CVE-2026-41709 on October 28. A program that also applied an

evasion-enabling class criterion would have flagged it on July 29, when the advisory was published, three

months before exploitation became public.

More broadly, organizations should design detection architectures on the assumption that any single

telemetry source on a compromised layer may be incomplete. Defenders who rely only on a hypervisor's

own logs to tell them what happened on that hypervisor are relying on a component the adversary may

control once it is compromised. Independent, layered evidence sources reduce the value of any one

logging bypass. Those sources include network sensors, out-of-band configuration snapshots,
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cryptographically protected log pipelines, and guest-level agents. Organizations should also ask

virtualization vendors to publish more detail on which operations are and are not audited, so defenders

can identify gaps before attackers do.

CSA Resource Alignment

CSA's research note Blinding the Watchmen: Cloud Logging as an Attack Surface (June 2026)

examined how adversaries manipulate, disable, or exploit gaps in cloud audit logging across AWS, GCP,

and Azure to evade detection [13]. CVE-2026-41709 is an on-premises and private-cloud instance of the

same pattern. The adversary's goal is to keep the defender's primary evidence source from recording its

activity, and the remedy is likewise to protect logging integrity and corroborate across independent

sources. The recommendations in that note on immutable log pipelines and monitoring of logging

configuration apply directly to vSphere environments.

CSA's research note VerdantBamboo Deploys BRICKSTORM BSD Variant on Linux Appliances

(June 2026) documented the BRICKSTORM toolset's expansion to Linux and BSD appliances. It recorded

intrusions that went undetected for at least 18 months and regained access through a managed service

provider after partial remediation [10]. Read together with this note, it shows an adversary ecosystem

that repeatedly favors infrastructure layers where EDR coverage is thin and logging is the main control.

That makes evasion-enabling flaws like CVE-2026-41709 especially valuable to these actors.

CSA's Best Practices for Mitigating Risks in Virtualized Environments remains relevant to the

foundations this incident exercises: hypervisor hardening, separation of administrative duties, restriction

of management interfaces, and logging and monitoring of the virtualization layer [14]. The publication

predates current vSphere releases, but its emphasis on treating the hypervisor as a high-value target with

its own access-control and audit requirements anticipates the Warp Panda tradecraft described here.

Finally, the AI Controls Matrix (AICM) v1.1 provides control objectives that map to the

recommendations above [15]. Its Logging and Monitoring (LOG) domain covers audit-log protection,

retention, and integrity. Its Threat and Vulnerability Management (TVM) domain covers risk-based

remediation prioritization that goes beyond base severity. Its Identity and Access Management (IAM)

domain covers least-privilege administration of infrastructure such as hypervisors. Organizations can use

these domains to check that virtualization-layer controls are in scope for their assurance programs.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 10



References

[1] Broadcom. "VMSA-2026-0006: VMware ESX, vCenter, Workstation, and Fusion Updates Address Mul

tiple Vulnerabilities." Broadcom Support, July 29, 2026 (revised August 19, 2026).

[2] CrowdStrike. "CrowdStrike 2026 Legal Threat Landscape Report." CrowdStrike Blog, October 28,

2026.

[3] CISA. "CISA Adds Two Known Exploited Vulnerabilities to Catalog." CISA Alert, October 28, 2026.

[4] Help Net Security. "Chinese Hackers Used VMware ESX Zero-Day; PHP2Shell and Fragnesia Chained t

o Root Firewalls." Help Net Security, October 29, 2026.

[5] CSO Online. "Broadcom Patches Vulnerabilities All Over VMware." CSO Online, July 31, 2026.

[6] MITRE. "CWE-778: Insufficient Logging." Common Weakness Enumeration, accessed October 30,

2026.

[7] CrowdStrike. "Unveiling WARP PANDA: A New Sophisticated China-Nexus Adversary." CrowdStrike

Blog, December 4, 2025.

[8] CISA, NSA, and Canadian Centre for Cyber Security. "BRICKSTORM Backdoor (AR25-338A)." Joint

Malware Analysis Report, December 4, 2025 (updated January 2026).

[9] Google Threat Intelligence Group. "Another BRICKSTORM: Stealthy Backdoor Enabling Espionage int

o Tech and Legal Sectors." Google Cloud Blog, September 24, 2025.

[10] Cloud Security Alliance. "VerdantBamboo Deploys BRICKSTORM BSD Variant on Linux Appliances."

CSA AI Safety Initiative Research Note, June 8, 2026.

[11] FIRST. "Common Vulnerability Scoring System v3.1: Specification Document." Forum of Incident

Response and Security Teams, June 2019.

[12] heise online. "Attacks Exploit Linux and VMware ESX Vulnerabilities." heise online, October 29, 2026.

[13] Cloud Security Alliance. "Blinding the Watchmen: Cloud Logging as an Attack Surface." CSA AI Safety

Initiative Research Note, June 10, 2026.

[14] Cloud Security Alliance. "Best Practices for Mitigating Risks in Virtualized Environments." Cloud

Security Alliance, May 5, 2015.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 11

https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/38017
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/38017
https://www.crowdstrike.com/en-us/blog/crowdstrike-2026-legal-threat-landscape-report/
https://www.cisa.gov/news-events/alerts/2026/10/28/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.helpnetsecurity.com/2026/10/29/php2shell-fragnesia-vmware-esx-zero-day/
https://www.helpnetsecurity.com/2026/10/29/php2shell-fragnesia-vmware-esx-zero-day/
https://www.csoonline.com/article/4203947/broadcom-patches-vulnerabilities-all-over-vmware.html
https://cwe.mitre.org/data/definitions/778.html
https://www.crowdstrike.com/en-us/blog/warp-panda-cloud-threats/
https://media.defense.gov/2025/Dec/04/2003834878/-1/-1/0/malware-analysis-report-brickstorm-backdoor.PDF
https://cloud.google.com/blog/topics/threat-intelligence/brickstorm-espionage-campaign
https://cloud.google.com/blog/topics/threat-intelligence/brickstorm-espionage-campaign
https://labs.cloudsecurityalliance.org/research/csa-research-note-verdantbamboo-brickstorm-linux-espionage-2/
https://www.first.org/cvss/v3.1/specification-document
https://www.heise.de/en/news/Attacks-exploit-Linux-and-VMware-ESX-vulnerabilities-11504036.html
https://labs.cloudsecurityalliance.org/research/csa-research-note-cloud-logging-defense-evasion-20260610-csa/
https://cloudsecurityalliance.org/artifacts/best-practices-for-mitigating-risks-in-virtualized-environments


[15] Cloud Security Alliance. "AI Controls Matrix (AICM) v1.1." Cloud Security Alliance, June 22, 2026.

[16] CISA. "Known Exploited Vulnerabilities Catalog." Cybersecurity and Infrastructure Security Agency,

entry for CVE-2026-41709 (added October 28, 2026; due November 11, 2026), accessed October 30,

2026.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 12

https://cloudsecurityalliance.org/artifacts/ai-controls-matrix-v1-1
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

