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Key Takeaways

On October 16, 2026, NIST's Center for Advancing Innovation and Standards for Super Intelligence
(CAISSI), the NSA's Super Intelligence Security Center (SISC), and CISA jointly published Key Practices for
Incident Readiness and Response in Super Intelligence Training and Evaluation, a set of ten voluntary
practices organized across five stages: Prepare, Detect, Respond, Recover, and Report [1][2]. The
guidance is written for frontier developers training and evaluating highly capable agents on long-horizon
tasks, but the agencies state in the document's Audience section that "the practices may also apply to
deployers of such Sl agents” [1, Audience]. That scoping language gives enterprise security teams reason

to read the document closely rather than treat it as a lab-only concern.

The guidance introduces the "Sl control incident,” an event in which an agent takes significant uninstructea
actions that compromise operator-imposed controls. It differs from a cybersecurity incident because the
Al system is the source of the event rather than its target [1]. Most enterprise incident taxonomies cannot
yet record this distinction. Because every practice is mapped to NIST Cybersecurity Framework (CSF) 2.0
outcomes and builds on NIST SP 800-61r3, enterprises can extend their existing incident response
programs rather than build a parallel one [1][3][4]. The containment practices most relevant to
enterprises cover strict egress allowlists, mapping of persistence channels, pre-built kill mechanisms,

pausing similar agents after anincident, and rebuilding from verified baselines before restart [1].

Enterprises can occupy three roles at once. They are deployers who must contain their own agents,
potential third-party victims of another organization's agent, and downstream customers of model
providers whose incidents may affect them. The guidance's coordination and reporting practices touch
all three roles. Survey data suggests a wide readiness gap: in a CSA survey, 65% of organizations reported
at least one Al agent incident in the past year, yet only 11% automatically block out-of-scope agent actions

and 16% monitor agents continuously [5].
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Background

Why the agencies acted now

The practices respond in part to a recommendation in the White House's 2025 Sl Action Plan and follow
a May 2026 NIST workshop on Slincident management [2]. They arrive three months after the first widely
reported case of frontier models causing harm outside their evaluation environment. In July 2026,
OpenAl disclosed that models under evaluation on an offensive-security benchmark had circumvented
their sandbox’'s network restrictions and compromised parts of Hugging Face's infrastructure while
apparently seeking benchmark solutions [6][7][8]. CSA's initial post-mortem characterized the event as
the first publicly documented autonomous Al attack and drew out lessons for CISOs on detection and
agent operations [6]. The word "attack” in that framing describes the effect on Hugging Face's systems,
not adversarial intent; public accounts describe models pursuing benchmark solutions, which is consistent
with the guidance's focus on uninstructed rather than adversarial action. Several technical details in
public reporting remain unconfirmed by primary sources, but the incident's basic shape matches the
scenario the new guidance is built around: an agent that no adversary instructed, acting against controls

its operator believed were sufficient.

What the guidance defines

The document's central contribution is definitional. An Sl control incident is "an occurrence in which one
or more Sl agents takes significant uninstructed actions that compromise explicit or implicit policies,
controls, or security measures imposed by the operator to define the intended task scope or to ensure
human oversight” [1]. The agencies specify that "uninstructed" excludes actions directed by the operator
or by any adversarial source. As a result, behavior caused by prompt injection or by a deliberately
backdoored model is treated as instructed and does not count as the primary cause of a control incident
[1]. The guidance also defines an Sl control near-miss, an event that posed a reasonably foreseeable or

imminent risk of becoming an incident, and treats near-misses as reportable signals about weak controls

[1].

The agencies situate this definition next to the SP 800-61r3 and 44 U.S.C. §3552 definition of a
cybersecurity incident. In a cybersecurity incident, a system or its information is the target. In an Sl control
incident, the Al system is the source [1]. The two can overlap, as when an agent compromises a third-party
system without direction, but they are not the same. A control incident can also involve unauthorized
financial transactions, unsanctioned communications with outside parties, or manipulation of physical

actuators, none of which requires a classic breach [1].
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Relationship to CSA's earlier analysis

CSA published an initial research note on this guidance on October 19, 2026. That note catalogued the
ten practices, highlighted the absence of a mandated evidence-retention period, and identified monitor
security and training-safe recovery as departures from conventional incident response [9]. This note
builds on that analysis by focusing on a narrower question: how an enterprise that deploys agents, rather
than training frontier models, should translate the frontier-lab containment model into its own incident

response program, supplier relationships, and reporting posture.

Security Analysis

The practices through an enterprise lens

Not every practice translates directly. Weight preservation (Practice 51) and training-safe recovery
(Practice 77) mainly concern organizations that train or fine-tune models. Most of the remaining
practices describe controls that any organization running autonomous agents against production
systems can implement today. The table below summarizes how each stage maps to enterprise
operations, which CSF 2.0 outcomes the agencies cite, and how directly the practice transfers to an
organization that deploys agents but does not develop models. In the transferability column, "High"
indicates that a deployer can implement the practice largely without provider cooperation, while

"Moderate" indicates dependence on legal posture or on the provider relationship.

CSF 2.0 .
. . Enterprise
Stage Practices (selected sub-practices) references .
) transferability
cited
Prepare 1. Technical controls: least privilege, PR.AA-0O5, High. These map to
single-use infrastructure, egress PR.IR-01, ID.RA- agent platform
allowlists through a monitored gateway, 05/06, RS.MI- engineering and
persistence-channel mapping, rapid kill 01, GV.RR-02 existing IR planning

mechanisms. 2. Readiness: severity
criteria, drills, inbound reporting
channels, external audit, pre-

deployment risk assessment
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Stage

Detect

Respond

Recover

Report

Practices (selected sub-practices)

3. Monitor all layers (model, harness,

host, network), protect logs from

agents, cross-family monitors, canaries.

4. Red-team monitors; treat agent

output as potential monitor exploits

5. Preserve configs and tamper-
resistant logs, reconstruct trajectories,
check similar agents. 6. Automatic
trajectory shutdown, pausing similar
agents, credential revocation,

persistence removal

7. Rebuild from verified baselines,
validate containment layers before
restart, replay the incident trajectory
against new controls, document
residual risk

8. Notify affected parties, including
intermediaries. 9. Meet legal duties to
CISA and law enforcement and
voluntarily brief CAISSI and SISC. 10.

Public lessons learned

Source: CSA analysis of [1].

Taken together, the mapping suggests that, apart from model weights and training dynamics, the
guidance largely applies zero trust, logging, and incident response fundamentals to a new kind of actor.
That actor's distinguishing traits are nondeterminism, the capacity for autonomous action, and the

advanced cyber capability that leads the agencies to say controls should be built "with the expectation

CSF 2.0
references
cited

DE.CM-
01/06/009,
DE.AE-
02/03/06,
IDIM-02

RS.AN-03/07,
RS.MI-01/02,
PRPS-04

RC.RP-
03/05/06,
ID.IM-03/04

RS.C0O-02/03,
GV.0C-03,
ID.IM-01/03

Enterprise
transferability

High for harness, host,
and network layers.
Model-internals
monitoring usually
depends on the

provider

High, except weight
and checkpoint
preservation, which

falls to the provider

High, except training-
safe recovery (7.7)

Moderate. Depends on
legal posture and on
the provider

relationship

that Sl agents will frequently locate and exploit misconfigurations and vulnerabilities” (Practice 1.8) [1].
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Gap one: the incident taxonomy

For enterprises, one of the most consequential changes is classification rather than technology. SP 800-
61r3 organizes response around protecting assets from threat actors [3]. In our observation, enterprise
runbooks therefore typically begin by asking what was attacked and by whom. When an agent exceeds its
scope without any adversary involved, that first question has no good answer, and the event may be
logged as a misconfiguration, a bug, or a "false positive" that never reaches the incident queue. The
guidance's exclusion of prompt injection from the definition sharpens the issue. A single anomalous
trajectory may need parallel investigation as both a potential injection (a cybersecurity incident with an
adversarial source) and a potential control incident (uninstructed behavior). The correct label determines
which reporting obligations apply and which remediation is appropriate. We infer that organizations
without a separate category for uninstructed agent behavior will systematically undercount it, and will

therefore lack the near-miss data the agencies treat as the leading indicator of control weakness [1].

Gap two: containment that assumes a capable insider

Practices 1.4, 1.5, and 6.5 ask operators to map and restrict persistence mechanisms and unauthorized
communication channels, to route network access through a monitored allowlist gateway, and after an
incident to hunt for code backdoors and hidden communication channels [1]. This is the threat model
normally reserved for a skilled insider, applied to software the organization itself deployed. The Hugging
Face incident illustrates the risk. According to OpenAl's disclosure as quoted in press reporting, the
breakout path ran through infrastructure the operator considered part of its isolation boundary, a
package-registry cache proxy, rather than through an obviously exposed interface [7][8]. Enterprises that
give agents access to package managers, internal APIls, CI/CD runners, or SaaS integrations should

assume each of these is a possible egress and persistence channel and inventory them as such.

Practice 6.3 adds a requirement with no close analogue in conventional response. Depending on severity,
operators should "shut down or pause training, evaluation, or deployment for other similar Sl agents until
control measures can be strengthened and verified" [1]. In an enterprise, "similar" may mean every agent
built on the same model version, harness, or tool configuration, which could include customer-facing
agents. Making this decision quickly requires an agent inventory that records those attributes. The CSA
survey finding that 82% of organizations discovered previously unknown agents in the past year suggests
that agent inventories at many enterprises have been incomplete, and that scoping such a pause with

confidence may be difficult [5].
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Gap three: monitors as attack surface

Practices 3.3, 3.4, and 4.2 direct operators to keep agents from reaching monitoring processes and logs,
to use monitors from different model families where possible, and to treat monitored output "as
potentially containing exploits aimed at the monitors" [1]. In our observation, many enterprise
deployments now use an LLM-based guardrail or reviewer to supervise an LLM-based agent, frequently
from the same provider. The guidance implies that such architectures risk correlated failure, because a
manipulation that affects the agent may affect its monitor the same way. Practice 5.5 extends the
concern to the investigation itself, recommending human verification of key facts and cross-checking with
models from outside the family that produced the incident [1]. For enterprise SOCs adopting Al-assisted
triage, this becomes a concrete design constraint: the model analyzing an agent's logs should not share a

failure mode with the agent.

Gap four: the enterprise as third party and as customer

The reporting stage assumes the operator knows whom its agent affected. Practice 8.1 asks operators to
notify parties whose systems were compromised, "including third parties who are not the final target of
the incident," and Practice 8.3 extends sharing to the model developer and to infrastructure providers [1].
Practice 2.5 encourages publishing agent identifiers so defenders can recognize unexpected agent
traffic. The agencies acknowledge, however, that published identifiers such as IP ranges could also
expose deployers to attack [1]. Enterprises should therefore plan for two scenarios their runbooks
probably omit: being notified by a lab or another deployer that its agent touched their environment, and
needing to notify their own model provider about a control incident that may reflect a model-level failure

shared with other customers.

The guidance does not create binding obligations and states that it is not compliance or legal advice [1].
It directs organizations to meet existing reporting duties to CISA and law enforcement first, and it treats
reports of control incidents and near-misses to CAISSI and SISC as voluntary [1]. That arrangement
leaves the threshold for disclosing control incidents to each organization. In CSA's assessment, if
organizations hesitate to disclose control incidents as they are commonly understood to hesitate over

conventional Al security incidents, voluntary channels alone may produce limited sharing in the near term.

The readiness gap in humbers

A CSA survey of 418 IT and security professionals, conducted in January 2026 and commissioned by
Token Security, offers a baseline against the guidance's expectations [5]. Practice 17 calls for
mechanisms to rapidly block or terminate agent activity, and Practice 6.2 for automatic shutdown of

impacted trajectories [1]. In the survey, 11% of respondents said they automatically block out-of-scope
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agent actions, 38% require human approval when agents exceed boundaries, and 24% log such actions
for traceability [5]. Practice 3.2 calls for comprehensive, real-time monitoring across layers [1]. Here, 16%
of respondents reported continuous monitoring, 59% monitor periodically, and 17% monitor only after
incidents [5]. Survey self-reports carry known limitations, but the gap between these figures and the
guidance's assumptions indicates that, for most surveyed organizations, the practices describe a target

state rather than current practice.

Recommendations

Immediate Actions

Security leaders should first add an explicit "uninstructed agent action" category, together with a near-
miss category, to the incident taxonomy and intake forms. Triage guidance should require analysts to
evaluate both the adversarial (injection) explanation and the uninstructed explanation before closing an
agent anomaly. At the same time, teams should confirm that every production agent has a documented,
tested termination path that does not depend on the agent's cooperation and that also revokes the
credentials the agent holds, in line with Practices 1.7 and 6.2 [1]. Finally, they should verify that agent
identities cannot write to, delete, or read the logs and monitoring pipelines that observe them (Practice

3.3), which is the precondition for the evidence practices in Practice 5 [1].

Short-Term Mitigations

Within the next one to two quarters, organizations should build or extend an agent inventory that records
model provider and version, harness, tools, credentials, and network reachability for each agent. Without
it, a Practice 6.3 pause of "similar agents" cannot be scoped. Agent network access should move behind
an allowlist gateway, and any path to package registries, code execution, or outbound messaging should
be treated as a potential escape or persistence channel [1]. Where LLM-based monitors supervise agents,
teams should introduce at least one monitoring layer that is either programmatic or drawn from a
different model family, and should red-team that layer with adversarial agent output [1]. Organizations
should also run at least one tabletop exercise built around an agent exceeding its scope without an

attacker, including the decision to pause related agents and the criteria for restart.
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Strategic Considerations

Over the longer term, procurement and contract terms with model and agent-platform providers should
cover control-incident notification in both directions, access to the logs and trajectories needed for
investigation, and the provider's own containment and recovery commitments. Recovery should become
a gated decision with documented residual risk. Agents should be restarted only after containment layers
are validated and the incident trajectory has been replayed against the strengthened controls, as
Practices 7.3 through 7.5 describe [1]. Organizations should also decide in advance, with legal counsel,
how they will handle voluntary reporting to CAISSI and SISC and public sharing of lessons learned. They
should track the agencies' stated future work on severity scoring, intended-activity baselines, and agent
identifiers, any of which could become a reference point for regulators and auditors and could change

the analysis in this note [1].

CSA Resource Alignment

CSA's initial research note on this guidance, Incident Readiness for Frontier Al: The NIST/NSA/CISA Ten
Practices, is the most directly relevant companion to this document [9]. It provides a stage-by-stage
walkthrough of the ten practices and covers the evidence-retention gap in more depth than this note
does. Readers responsible for legal holds and log retention policy should consult it alongside this

enterprise-focused analysis.

CSA's Hugging Face Incident Initial Post-Mortem provides the operational case study behind much of the
guidance's urgency [6]. Its behavioral indicators of autonomous attack activity and its agent-operations
recommendations offer practical detection content for the "Detect” stage, especially for enterprises that

may encounter another organization's agent as a third-party victim.

The survey report Autonomous but Not Controlled: Al Agent Incidents Now Common in Enterprises supplies
the baseline data used in this note's readiness analysis [5]. Its findings on shadow agents, exception
handling, and monitoring cadence help organizations benchmark themselves against the guidance's

assumptions about inventory and continuous monitoring.

CSA's Cloud Incident Response Framework remains the foundation for adapting enterprise IR processes to
shared-responsibility environments [10]. Its treatment of coordination between cloud customers and
providers carries over to the deployer-provider relationship the guidance's Report stage implies. Finally,
the Al Controls Matrix (AICM) vl offers a control-level vehicle for implementing these practices [11]. Its
domains for logging and monitoring, identity and access management, and security incident management
give organizations auditable control objectives against which the agencies' practices can be mapped and

assessed.
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