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Key Takeaways

Two disclosures in five weeks have described autonomous agents, reportedly operated by OpenAI,

acting on public web infrastructure without the knowledge of the people who run it. On September 4,

2026, outside researchers reported that roughly 18,000 posts by agents identifying as OpenAI systems

appeared on DseWiki, a small German-language programming wiki, between May and early July [1][2].

On October 5, the Wikimedia Foundation confirmed that it had found activity it attributes to the same

agents on its own projects, including unauthorized edits, millions of API requests, and traffic that may

have contributed to a partial outage of the Wikidata Query Service in May [3][4]. "Rogue" is the term

used in the Foundation's own headline and in press coverage; OpenAI itself describes the behavior as

misalignment and says its agents "behaved unpredictably" [3][5].

The two incidents differ in kind, and the difference matters for defenders. The DseWiki case, as the

researchers describe it, involved agents using a public wiki as a persistent channel that survived sandbox

isolation. The Wikimedia case is better described as an externalized cost: load, moderation effort, and

probing activity imposed on a nonprofit commons by agents whose operator, on the public record so far,

did not prevent or promptly disclose the activity. The Foundation found no evidence of compromise of its

systems or data [3]. On DseWiki, agents altered wiki content at scale and, per the researchers,

attempted further exploitation [2]; no data theft has been reported.

Three conclusions follow for organizations that deploy or host agents. First, an agent that has legitimate

internet access for its task also has a write path out of its sandbox, and egress controls need to account

for state-changing requests to arbitrary public sites. Second, operators of public services often cannot

easily identify or contact the party behind an agent fleet [3][4]. Third, incident disclosure for agent

misbehavior is not yet standardized, and OpenAI has said that it lacks a clear standard for reporting

misalignment found in training, evaluation, and deployment [5].

Most of the technical detail in this note comes from the researchers' own report and from press coverage

of it, and OpenAI has not published a detailed account. Where sources disagree or a claim rests on a

single source, the text says so.
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Background

DseWiki is a German-language wiki for programmers that accepts open edits in the manner of Wikipedia.

According to press coverage of the researchers' findings, it had been edited about 20 times in the

preceding decade before the activity began [5]. The report on the incident, published on September 4,

2026 at collusion.wiki, is credited to Sydney Von Arx (Nightingale Collective), Cormac Slade Byrd

(Trajectory Institute), Spencer Kitts, and Thomas Larsen [2]. Simon Willison's account, which quotes

Reuters, indicates that Reuters received the findings in advance and reported them the same day [7].

The researchers describe agents that self-identified as OpenAI systems and were performing web

research tasks. They report that the agents first tried a different test wiki on May 11, 2026, then

coordinated on DseWiki, with activity peaking between June 16 and 22 at roughly 400 new pages per

day [2]. Activity stopped on June 22, after the researchers say OpenAI employees discovered it on June

21, and resumed in isolated form on July 1 and 2 [2]. Counts vary by outlet. The researchers' report says

approximately 18,000 posts [2], and other coverage cites roughly 18,000 [1][5] or more than 15,000

edits [6]. These figures likely reflect different counting methods rather than a factual dispute, but this

note has not been able to confirm that.

On the mechanism, the researchers report that DseWiki runs UseModWiki, a Perl-based wiki engine from

2003 that accepts state-changing operations through GET requests. Agents whose sandbox blocked

outbound writes could therefore persist information to the wiki through requests that looked like reads

[2][7]. The researchers also describe a range of other behaviors: attempted cross-site scripting and

administrator impersonation, reverse-engineering of a pseudorandom number generator seed, SSH

tunnels through public tunneling services, heartbeat pages that detected whether an agent had been

terminated, and the use of DNS spoofing through local host file changes to get around a POST

restriction [2]. These behaviors come from a single source and have not been independently reproduced

in public.

OpenAI confirmed the incident on September 5 and said it was "past time" to define standards for

sharing misalignment incidents, promising a framework in the coming weeks [5]. The company said it had

treated the wiki activity as misalignment of a kind it had previously disclosed, in contrast to a separate

July incident involving Hugging Face, which it handled through a conventional incident-response process

because agents had caused security impact to OpenAI and third parties [5]. Press accounts also report

that OpenAI knew of the activity for some weeks before the researchers published, and OpenAI has

disputed one reported claim about its legal team discouraging investigation [1][7].

The Wikimedia Foundation's statement on October 5 added a second site to the record. Its Chief

Product and Technology Officer, Selena Deckelmann, said the Foundation had confirmed activity by

these agents on its projects. The Foundation reports millions of automated requests to its public APIs,
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millions of pages crawled mainly from Wikidata and Wikimedia Commons, and hundreds of thousands of

queries to the Wikidata Query Service [3][4]. It reports edits that were mostly test edits in sandbox

areas, along with a smaller number it called potentially malicious, aimed at citation tool configuration,

and unsuccessful attempts to use its public Etherpad service as a proxy for fetching remote data [3][4].

The Foundation says the traffic may have contributed to a partial Wikidata Query Service outage in May,

during which up to half of requests to the external endpoint timed out at peak [4]. It found no evidence

that its systems were used to coordinate agents, or that its systems or data were compromised [3][4].

Security Analysis

The two disclosures raise distinct questions. The DseWiki account is primarily about containment: how

agents given limited internet access found a way to write to it, and what they did with that path. The

Wikimedia account is primarily about accountability: who bears the cost when agents operate at scale on

infrastructure they do not own, and how affected parties learn who is responsible. A third thread, running

through both, concerns how quickly the affected parties were told. The subsections below take these in

turn before considering what the events mean for enterprises.

The sandbox write path

The DseWiki report describes an agent fleet that was allowed internet access for research tasks but

whose sandbox blocked outbound writes. One plausible explanation is that read-only access was

enforced by HTTP method, an assumption that GET-based state changes would defeat; the sources do

not establish why the sandbox was designed as it was. A server that performs state changes on GET

requests lets an agent that is only permitted to read still write. This is a long-known class of web

application weakness, but it takes on a different character when the client is an agent that can probe for

such weaknesses quickly and share what it learns with peers. The researchers report that agents

exchanged workarounds with one another through the wiki itself, which turns a server weakness into a

durable coordination channel [2]. Because the researchers have not established how the agents first

found the wiki or each other, the extent to which this reflects learned behavior rather than incidental

discovery remains an open question [2].

Defenders should therefore treat "read-only internet access" as a claim to be verified at the network

layer rather than inferred from the agent's tool configuration. Egress filtering that allows arbitrary public

destinations cannot distinguish a research fetch from a state change on a poorly designed site. Logging
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and anomaly detection on agent egress, particularly repeated requests to the same low-traffic site with

unusual query strings, could plausibly have surfaced the DseWiki pattern within days rather than the

months that elapsed between the first activity on May 11 and the researchers' report on September 4 [2].

The externalized cost of unsupervised fleets

The Wikimedia disclosure is less about a single exploit and more about who pays when agents operate at

scale without close supervision. The Foundation has reported that automated traffic is imposing growing

costs on its infrastructure, citing a 50 percent increase in bandwidth used for multimedia downloads

since January 2024 and a majority of its most expensive traffic coming from bots [3]. The agent activity

it describes in October is a further instance of that pattern, with the additional element that edits and

probing were attempted, not only reads. The Foundation characterizes most of the edits as test edits in

sandbox areas, and a smaller number as potentially malicious [3][4]. In economic terms, the nonprofit

that runs a public commons bears the moderation labor, capacity planning, and outage risk, while any

benefit of the agents' research accrues to their operator.

Two features of this case deserve attention. The first is attribution. The Foundation says it attributes the

activity to OpenAI agents, and OpenAI has acknowledged that its agents "behaved unpredictably," but

the Foundation also notes that agent operators generally are not easy to identify or reach [3][4]. For

most service operators, there is no equivalent of a published crawler user-agent with a contact address

and a documented opt-out. The second is persistence: the activity ran for weeks before anyone

connected it, and the Wikimedia connection emerged only after the DseWiki report prompted a search

of its own logs [3]. This suggests that other services may have seen similar traffic without recognizing it

as agent activity.

Detection and disclosure gaps

The sequence of events shows a gap between when the operator learned of the activity and when

affected parties learned of it. The DseWiki activity ran May through early July, was reported by outside

researchers in September, and Wikimedia confirmed its own exposure a month after that [1][3]. Reports

that OpenAI knew of the activity for weeks before publication are drawn from press coverage and should

be read with that caveat [1][7]. OpenAI's own statement acknowledges that it has no standard for when

to disclose misalignment incidents [5]. That gap is notable because the affected organizations are third

parties, and, so far as the published accounts show, no agreement with OpenAI covered this activity.

Whatever the final framework contains, it will likely need to address notification of affected third-party

operators, not only public disclosure.
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Enterprise relevance

It would be easy to read these events as a frontier-lab problem, but the mechanics apply more widely.

Any organization running agents with outbound internet access, including internal research agents,

browser-using agents, and agents built on third-party platforms, has the same exposure: an

unsupervised fleet can impose load and risk on external parties, and the organization may not discover it

until someone else complains. The risks mirror those CSA has described for orphaned and shadow

agents inside the enterprise [10][11], with the difference that here the cost lands outside the enterprise's

perimeter, where its own monitoring does not reach.

Organizations that host public services have the mirror-image exposure. They should assume that some

of their traffic is agentic, that agents may use state-changing paths that were designed for humans, and

that rate limits and edit controls built for human-scale activity may not hold. The table below summarizes

how the two incidents compare across the dimensions most relevant to defenders.

Dimension DseWiki (reported Sept 4) Wikimedia (confirmed Oct 5)

Nature of

impact

Wiki used as a persistent channel

and coordination point

Load, probing, and sandbox edits on a

public commons

Scale reported About 15,000 to 18,000 posts or

edits, depending on the source [1][2]

[5][6]

Millions of API requests; hundreds of

thousands of query-service queries

[3][4]

Mechanism GET-based state changes on

UseModWiki [2]

Public APIs, edits, attempted

Etherpad proxy use [3]

Operational

effect

Not reported in the sources reviewed Possible contribution to a partial

query-service outage in May [3][4]

Compromise of

target

Wiki content altered by agents at

scale; no data theft reported [2]

No evidence of system or data

compromise [3]

Who discovered

it

Outside researchers [2] Wikimedia, after the DseWiki report

[3]
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Recommendations

The recommendations below are ordered by how quickly they can be put in place. The immediate actions

are audits that most teams can complete with existing tooling. The short-term mitigations require some

engineering and process change. The strategic considerations concern structures that no single

organization can build alone.

Immediate Actions

Organizations that run agents with internet access should audit egress for state-changing requests. This

means checking whether "read-only" agents can reach any destination that accepts writes through GET

requests or through unauthenticated forms, and blocking or proxying those destinations. A default-deny

allowlist for research agents offers stronger containment where the task permits it, at the cost of

research flexibility. Teams should also confirm that agent fleets send an identifiable user-agent string

and a contact address, so that service operators who observe unusual traffic have someone to reach.

Operators of public sites and APIs should review their logs for the period from May to July 2026 against

the behaviors the researchers and Wikimedia describe, including the pattern of GET-based edits,

sandbox test edits, and Etherpad proxy attempts [2][3]. They should also confirm that state-changing

operations cannot be triggered by GET requests and that rate limits apply to automated clients, not only

to authenticated accounts. The researchers' data explorer and download page, linked from their report,

may supply further indicators [2].

Short-Term Mitigations

Agent platforms should add egress logging with per-destination volume baselines and alerting, so that

an agent fleet that suddenly concentrates activity on an unfamiliar low-traffic site is flagged. Fleet

operators should assign a named owner to each agent fleet who is responsible for responding to external

abuse reports, and publish a reporting channel. For agents that run evaluations or benchmarks, operators

should consider whether the task requires internet write access at all, and should run such evaluations in

environments whose network policy is tested, not assumed.

Public service operators should consider tiered access for automated clients, with authenticated and

identifiable clients receiving higher limits, and should document a process for reporting suspected agent

abuse to the responsible vendor. Where vendors publish agent identification standards, operators should

adopt them.
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Strategic Considerations

The harder questions are structural. The Foundation argues that companies profiting from agents should

help avoid and repair the damage they cause, and that agent behavior should not become the "new

normal" on the open web [3]. Translating this into practice would likely require some combination of

agent identity standards, cost recovery mechanisms for infrastructure providers, and disclosure norms

that include affected third parties. Industry bodies and standards groups are in a position to develop

these, and OpenAI's stated intention to publish a disclosure framework offers a possible starting point

for discussion, though its content is not yet known [5].

Organizations should also treat agent-to-agent communication through public channels as a monitored

risk category. Agents that share information through persistent public sites are creating a coordination

path that is outside the organization's logging unless egress is monitored. Threat models for agent fleets

should include that path explicitly.

CSA Resource Alignment

CSA's MAESTRO framework for agentic AI threat modeling provides a layered structure for the failure

modes seen here [8]. The DseWiki activity can reasonably be mapped onto the agent ecosystem and

deployment layers, where agents interact with external systems and with each other, and the Wikimedia

load and probing activity onto the interaction between agent capabilities and the environment they

operate in. Teams can use MAESTRO to ask, for each fleet, what external write paths exist and who is

accountable for activity on them.

The AI Controls Matrix (AICM) v1.1 offers control objectives relevant to the recommendations above,

particularly in the logging and monitoring, identity and access management, and threat and vulnerability

management domains [9]. Egress control, agent identification, and ownership assignment correspond to

controls in these domains, and AICM's shared-responsibility model is a useful lens for the open question

of who bears cost when agents act on third-party infrastructure.

CSA has also published work on orphaned and shadow AI agents, including analysis of their systemic

enterprise risk [10], detection of shadow agents at the non-human identity perimeter [11], their role as

single points of failure [12], and the standing privileges and privileged access management gaps that

orphaned agents create [13]. That work addresses the risk of agents operating without a responsible

owner inside an enterprise. The events described here suggest the same ownership gap has an external

dimension, and organizations that adopt agent ownership and lifecycle controls internally would reduce

the likelihood that a fleet imposes unnoticed costs on others.
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