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Key Takeaways

Shinhan Bank disclosed in early October 2026 that an intruder had reached customer data through a

service built for loan agents, exposing names, phone numbers, annual income, and borrowing limits for

roughly 25,000 customers [1][2][3]. Within days, KB Kookmin Bank and Hana Bank reported smaller

incidents, and later reporting tied the activity to seven Korean lenders. Press reports put the total

between roughly 60,000 and 68,000 records, and no regulator has published a consolidated figure [4]

[5][6]. The common thread was the entry point: peripheral business-support systems such as loan-agent

portals and employee mobile platforms, not customer-facing banking channels or core deposit and

transfer systems [4][6].

The AI angle is suspected rather than established. Investigators reportedly found an identifier for ARTEX

AI, an open-source, LLM-based penetration-testing tool, on infrastructure linked to the attacks [4][6].

Regulators have said they cannot rule out AI involvement, but reporting also indicates that a human

directed the activity and that no evidence yet shows the tool did anything a skilled attacker with

conventional scanners could not [5][6]. Readers should treat claims of an "autonomous AI hack" as

unverified.

The initial access method is also unsettled. Herald Business describes an authentication bypass on a

loan-agent query service followed by enumeration of customer identifiers [3], while one secondary

outlet characterizes the campaign as credential stuffing using previously leaked username-password

pairs [4]. These are different weaknesses with different fixes, and defenders should address both. The

practical lesson does not depend on the AI attribution: automated tooling is cheaply available to find and

exploit forgotten, weakly authenticated side doors, and the third-party and partner-facing portals of

financial institutions are a likely target.

Background

Shinhan Bank, a unit of Shinhan Financial Group, announced on October 1 or 2, 2026 (outlets differ) that

customer data had been exposed through a service used by loan recruiters [1][2][3]. Yonhap-sourced

coverage carried by Insurance Journal and Claims Journal reports about 25,000 affected customers and

relays the view of unnamed cybersecurity experts that "sophisticated AI agents" probed the service for

vulnerabilities, which is outside speculation rather than an investigative finding [1][2]. Herald Business
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adds that 66 resident registration numbers and 97 connected-information (CI) records were among the

compromised data [3]. One secondary source puts the Shinhan total at about 25,700 [5]. Shinhan told

investors it could not yet reasonably quantify the impact on its financial condition [1][2].

According to Herald Business, the attacker analyzed the architecture of the loan-agent service,

bypassed the standard authentication step, and repeatedly cycled through randomized customer

identification numbers and other query values to retrieve records [3]. The same report says investigators

had not confirmed which tools were used and described the AI role as "growing speculation" [3]. Timing

and detection details come almost entirely from press reporting, and no regulator or bank has confirmed

them. A TechTimes account describes a campaign of about one week beginning September 28 and cites

detection times of roughly 30 hours at Shinhan and 43 hours at KB Kookmin [4]. Other outlets give

shorter figures: one reports more than 15 hours to detect the Shinhan activity [5], and another reports a

range from 15 hours at Shinhan to nearly three days at KB Kookmin [6]. Startup Fortune adds that the

attack on Yegaram Savings Bank was first detected on September 29 [6].

The incident then widened, and the table below consolidates the institution-level figures reported so far.

KB Kookmin Bank reported an external intrusion into what Korea Herald describes as a mobile work-

support system for employees, with the Korea Herald saying more than 100 customers were affected [7].

Counts differ between outlets, and none of these figures comes from a primary regulatory disclosure.

The listed values sum to roughly 67,500 records, which is consistent with the higher press totals but not

with the lower ones, and the Welcom figure in particular is still being assessed.

Institution Reported exposure Data or system involved Source

Shinhan Bank ~25,000 customers

(~25,700 in one account)

Loan-agent query service; names,

phone numbers, income, borrowing

limits

[1][2][3]

[5]

KB Kookmin

Bank

119 customers ("more

than 100" per Korea

Herald)

Employee mobile work-support

system

[6][7]

Hana Bank 89 customers Not specified [6]

BNK Busan

Bank

11 records Not specified [4][6]

Yegaram

Savings Bank

~40,000 individuals Not specified [4][6]
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Institution Reported exposure Data or system involved Source

Welcom

Savings Bank

Up to 2,200 corporate

records

Corporate client data [6]

Hyundai

Capital

146 mortgage loan

solicitors

Loan-solicitor data [4][6]

The regulatory response began within a day of the first disclosure. The Financial Supervisory Service

began an emergency on-site inspection at Shinhan, and the Financial Services Commission (FSC)

convened banks [1][2]. On October 2 the FSC ordered banks and credit card companies to check all

externally accessible IT systems, minimize exposed information, and confirm that authentication

procedures are applied properly [7]. Later reporting describes a presidential order for an investigation on

October 4 and an October 8 deadline for lenders to report inspection results [5][6]. As of October 5, no

direct financial loss, such as unauthorized transfers, had been confirmed [4].

Security Analysis

The analysis below separates what the evidence supports from what remains conjecture. It begins with

the AI attribution, turns to the two competing accounts of how the intruder gained access, and then

considers why peripheral portals make attractive targets and what the incident means for defenders.

What the AI Attribution Does and Does Not Establish

The attribution rests on a tool signature, and the technical details appear only in secondary technology

outlets, principally Tech Times [4], with partial echoes elsewhere [5][6]. Reporting says the string

"ARTEX-自主渗透测试控制台" (an autonomous penetration-testing console) appeared in the HTML title

of a suspected attack server, and that the Korea Financial Security Institute linked it to Shinhan through

IP addresses and server logs [4]. ARTEX AI is described as an open-source, LLM-based tool distributed

through GitHub that scans for weaknesses and plans an attack route [4][5]. A Chinese-language

interface says little about where the operator sits, and the tool is freely available, so it does not by itself

indicate a state actor [4][5]. The same reporting quotes a Korea Financial Security Institute official

saying "a hacker used the AI as a tool," and notes that investigators emphasize a human directed the

attacks [4][5].
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This pattern fits what the evidence supports and no more: AI-assisted reconnaissance and exploitation

orchestrated by a human operator, with the tooling potentially lowering the cost of probing many

organizations at once. The same infrastructure reportedly comprised 359 unique IP addresses, 91

percent of them overseas, which is consistent with distributed automation but also with ordinary proxy

use [4]. Whether an LLM agent made decisions that a scripted scanner could not is the open question,

and defenders should plan for either answer. If the reporting is accurate, the pace and breadth of the

campaign, seven institutions in about a week, are consistent with automated tooling. They do not by

themselves show that an LLM agent was responsible, since a shared vendor platform or a reused

credential set could also explain the pattern.

Two Candidate Failure Modes

The Herald account describes a weakness in access control rather than a stolen-credential problem. A

query service reserved for loan agents reportedly allowed a user to reach customer records without

completing normal identity verification, after which sequential or randomized identifiers returned data

for other customers [3]. In our interpretation of that account, this resembles broken authentication

combined with an insecure direct object reference (IDOR), also described as broken object-level

authorization (BOLA) in API contexts, and missing rate limiting. An LLM-driven tool can plausibly help

automate this class of flaw, because reading an application's request flow, inferring which parameters

identify records, and iterating over values is repetitive work.

The credential-stuffing account describes automated attempts using username-password combinations

from earlier breaches against loan-agent portals, employee mobile platforms, and sales-support

databases [4]. This characterization appears in only some of the secondary reporting, and Herald

Business does not use it [3][4]. Neither a regulator nor the banks have confirmed it. Both accounts could

be true across different institutions, with an authentication bypass at Shinhan and credential reuse

elsewhere. Either way, the exposed systems were reachable from the internet, serve a population of

external or semi-external users (agents, brokers, contractors, employees on mobile), and were evidently

less protected against this technique than customer-facing channels, given that they served as the entry

points.

Why Peripheral Portals Are Attractive

The affected systems share traits that make them efficient targets. They hold sensitive financial data,

including income and borrowing limits, that supports fraud and social engineering. Third-party users are

often governed less tightly than employees, which can make their credentials easier to reuse or expose.

These systems are also often built and maintained apart from the core platform, so they may miss the

monitoring, multi-factor authentication, and API throttling applied to retail banking. If the reported
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detection times are accurate, they would suggest delayed detection of anomalous query volume, though

the sources conflict on the figures and none describes when or how each bank noticed the activity [4][5]

[6].

CSA's 2026 financial services survey offers context for why this matters beyond Korea. It identifies third-

party and supply-chain risk among the top cloud security challenges for financial institutions [8]. That

population and period differ from this incident, so the findings do not describe it directly, but they are

consistent with the pattern of attackers going through partner and non-core access paths. CSA's work

on financial-services AI agent adoption points the same way, treating governance maturity as the gap

that matters when institutions deploy or defend against agents [10].

Implications for Defenders

The incident is consistent with concerns that AI tooling lowers the cost of attack-surface discovery. A

forgotten or weakly protected portal that a human attacker might not have prioritized can be found and

tested at scale, and controls that depended on obscurity, low traffic, or the assumption that nobody

would iterate over identifiers are less reliable under that assumption. Detection logic that looks only for

known malware or failed-login spikes may also miss this activity, since valid-looking requests against a

business API produce neither. CSA's analysis of the first documented in-the-wild intrusion using an LLM

agent as a post-exploitation tool offers a comparison point for how such activity looks once an agent is

operating inside a network [11].

Recommendations

The recommendations below are ordered by time horizon. Most of them are independent of the AI

question and would reduce exposure to either of the competing access accounts, which is consistent

with the Key Takeaways' point that the practical lesson does not depend on the attribution.

Immediate Actions

Institutions should inventory every externally reachable service used by brokers, agents, contractors, and

employees, including mobile work-support systems, and confirm that each enforces authentication on

every endpoint, not only at the login page. The FSC's own order, which asks firms to minimize exposed

information and verify authentication procedures, is a reasonable template [7]. Teams should review logs

for sequential or randomized identifier lookups, high-rate queries from a single account or address range,

and activity from overseas infrastructure against portals whose users are domestic. Credentials for
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partner portals should be checked against known-breach corpora, forced to reset where matches are

found, and protected with multi-factor authentication. Where a portal returns personal data, it should

return the minimum fields needed and require authorization checks tied to the requesting agent's own

applications.

Short-Term Mitigations

Within weeks, organizations should add per-identity and per-IP rate limiting and anomaly alerting to

partner-facing APIs, and replace predictable or enumerable customer identifiers with opaque tokens

scoped to the requesting party. Bot management and device or session binding can raise the cost of

automated credential testing. Penetration tests of third-party portals should include automated, LLM-

assisted tooling, since defenders can use the same techniques to find the flaws first where they test

before attackers do. Third-party risk programs should require partners to meet the same authentication

and logging standards as internal systems, and contracts should require prompt notification of suspicious

access.

Strategic Considerations

Over the longer term, partner and employee access paths should be brought under the same identity

governance as core systems: a single inventory of human and non-human identities, least-privilege

entitlements, short-lived credentials, and continuous review. Detection engineering should assume that

valid sessions can be abused and should baseline normal query behavior per role. Security teams should

also plan for AI-assisted adversaries as a standing condition: faster reconnaissance, more concurrent

targets, and shorter time between a flaw's appearance and its exploitation. Finally, organizations should

avoid over-attributing incidents to AI in their own communications until evidence supports it, since

misattribution can obscure the ordinary control gaps that actually enabled the intrusion.

CSA Resource Alignment

CSA's The State of Cloud and AI for Financial Services 2026 is the most directly relevant survey work,

because it examines third-party risk, non-human identities, and the control lag between technology

adoption and governance maturity among financial services respondents [8]. Its findings on supply-

chain risk provide sector context for the portal-focused pattern seen in Korea. Alongside it, Financial

Services AI Agent Adoption: The Governance Maturity Gap addresses how institutions govern agents
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they operate themselves [10], and LLM Agents as Post-Exploitation Tools: First Documented In-the-Wild

Intrusion analyzes a real-world intrusion involving an LLM agent, which bears directly on the attribution

question discussed above [11].

The AI Controls Matrix (AICM) v1.1 provides the control language for the remediation steps above [9]. Its

Identity and Access Management domain covers authentication strength, least privilege, and credential

lifecycle for partner and workforce access. Its Threat and Vulnerability Management and Application and

Interface Security domains address testing, rate limiting, and secure API design for exposed services.

Institutions assessing their partner portals can map the immediate actions in this note to those domains

and use AICM's shared-responsibility guidance when a third party operates the system.

CSA's MAESTRO threat-modeling framework for agentic AI supplies a structured way to model

adversary-operated agents against enterprise systems, and it complements the AICM mapping by

helping teams reason about how an automated agent would move through a partner-facing environment

[12].
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