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Key Takeaways

Security researchers at Pillar Security disclosed that Unsloth Studio, the browser-based front end for the

widely used Unsloth fine-tuning and quantization library, could be made to execute arbitrary attacker-

controlled Python code simply by having a user select a malicious model in its interface [1]. No fine-

tuning job, inference call, or explicit model download confirmation was required; the mere act of

inspecting a Hugging Face repository's configuration metadata was enough to trigger code execution on

the machine running the Studio backend. The root cause was a hardcoded

trust_remote_code=True  default applied during a capability-probing step that was intended

only to read declarative metadata, which caused the underlying Transformers library to import and run a

Python module referenced in the model's config.json  [1][2]. Because Unsloth ranks among the

largest sources of model derivatives on the Hugging Face Hub, the exposure applied to any Studio user

browsing the model catalog, not merely to those who deliberately opted into running untrusted code [1].

Unsloth's maintainers shipped a fix in version 2026.6.9 that removed Studio's ability to load models

directly from Hugging Face and closed an equivalent local-directory code path, though they declined to

request a CVE identifier on the basis that Studio carried a beta label [1][3]. The flaw is one of at least

four closely related 2026 disclosures in which AI inference and training frameworks hardcoded

trust_remote_code=True  in ways that silently overrode user intent, indicating a recurring design

pattern across the open-source model-serving ecosystem rather than an isolated implementation

mistake [1][4][5][6].

Background

Unsloth is an open-source library for fine-tuning and quantizing large language models; Hugging Face

ranks it as the third-largest source of model derivatives published on the Hub [1]. Studio is Unsloth's

browser-based graphical interface, which lets users browse, select, and configure models for local fine-

tuning without writing code. Although Studio was labeled as a beta feature, it shipped as part of the

standard unsloth  package distributed through the Python Package Index, meaning any user who ran

pip install unsloth  and launched the Studio interface was exposed to the vulnerability

regardless of whether they considered themselves early adopters of an experimental feature [1][3].
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The vulnerability traces to how Studio's backend inspected a candidate model before a user committed

to fine-tuning it. When a user browsed the model picker, the backend needed to read the model's

declared architecture and capabilities from its Hugging Face repository to populate the interface, a step

that should have involved nothing more than parsing a static JSON configuration file. Pillar Security's

researchers traced this capability-probing logic to

studio/backend/utils/models/model_config.py , where the function

load_model_config()  declared a default parameter of trust_remote_code=True , and a

separate code branch used for a newer Transformers subprocess path hardcoded the same setting as

kwargs = {"trust_remote_code": True}  [1]. Neither path was ever overridden to disable

remote code execution during the inspection phase, even though inspection was never meant to run any

code from the model repository at all.

The trust_remote_code  parameter exists in the Hugging Face Transformers library to let users

opt into loading custom Python modules that some model repositories bundle alongside their weights,

typically to define novel architectures not yet supported natively by Transformers. Used deliberately, this

is a legitimate extensibility mechanism. The security assumption underpinning it is that a user who sets

the flag to True  has reviewed the referenced code and accepts the risk of running it. Unsloth Studio

inverted that assumption by enabling the flag unconditionally during a phase of interaction, metadata

inspection, where no user had expressed any intent to execute remote code, and where a typical user

would plausibly have had no reason to expect code execution was possible.

Security Analysis

The exploitation path required editing a single field in a configuration file rather than any custom tooling.

A Hugging Face model repository's config.json  file can include an auto_map  field that points to

a custom Python class for loading the model's configuration, for example "auto_map": {

"AutoConfig": "configuration.UnslothPocConfig" }  [1]. When

trust_remote_code=True  is set, Transformers' AutoConfig.from_pretrained()

function automatically downloads and imports the referenced module before returning configuration

data, executing any code contained in that module as a side effect of import. Pillar Security's researcher,

Ariel Fogel, summarized the resulting attack surface directly: "The code ran from nothing more than a

metadata check. Reading the model's config.json was enough to trigger the exploit; the backend never

loaded the weights or ran inference" [1][2]. This distinction matters because it moved the attacker's

required foothold to an earlier point in the user's workflow, metadata inspection, that would typically

receive less scrutiny than a deliberate decision to download, fine-tune, or run the model.
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The practical attack scenario followed three steps. An attacker first published a Hugging Face repository

that appeared to be an ordinary fine-tuned or quantized model, with a config.json  referencing a

malicious custom module through the auto_map  field. A victim with access to Unsloth Studio then

browsed the model catalog and selected that repository from the UI picker, an action that would appear

indistinguishable from normal, routine use of the tool. The Studio backend subsequently downloaded the

configuration metadata and, because of the hardcoded trust setting, imported and executed the

attacker's module automatically. The resulting code ran with the full permissions of the user account

running the Studio backend process, which, depending on the environment, may include access to

proprietary training data, locally cached model artifacts, Hugging Face API tokens, SSH keys, and cloud

provider credentials used for distributed training jobs [1][2]. InfoWorld's reporting on the disclosure

noted that Hugging Face's own malware scanning for hosted repositories relies on blocklist-style

detection and would not reliably catch a payload purpose-built to exploit a single downstream tool's trust

configuration, meaning the Hub's existing safeguards could not be relied upon to catch this class of

attack before it reached a victim [2].

No CVE identifier was assigned to this vulnerability. Pillar Security reported the issue privately to

Unsloth's maintainers in early June 2026 through a GitHub Security Advisory accompanied by a working

proof of concept [1]. The maintainers acknowledged the report and began hardening work by June 16,

and Pillar verified on June 18 that the issue persisted in the then-current build, at which point the proof

of concept was reshared [1]. The maintainers requested refinements to the draft advisory language on

June 23, and Unsloth shipped a fix in version 2026.6.9 later that month [1]. Rather than publish a formal

security advisory, however, the maintainers declined to do so on the grounds that Studio was still labeled

beta [1]. Pillar's researchers pushed back on that framing in their published writeup, observing that "while

the Studio's beta status is a reasonable basis for not assigning a CVE, the vulnerability's severity is not a

property of its popularity" [1], an argument consistent with the fact that the vulnerable code shipped in

the default PyPI distribution rather than a separate pre-release channel. No CVSS score accompanied

the disclosure [1].

Rather than simply pinning the probing call to trust_remote_code=False , the maintainers

reworked the model-loading path so that Studio no longer loads arbitrary models directly from Hugging

Face during inspection, and no longer trusts remote code bundled with locally stored model files either

[1]. Pillar independently retested the fix and confirmed the attack vector was closed on both the Hugging

Face and local-directory loading paths as of version 2026.6.9 [1].

This disclosure fits a broader pattern of 2026 vulnerabilities in which AI inference and training tooling

hardcoded trust_remote_code=True  in ways that silently defeated a user's explicit configuration

choice. Table 1 summarizes the three related CVEs alongside the Unsloth Studio case.

Table 1. Related trust_remote_code  disclosures in AI inference and training tooling, 2026
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CVE
Affected

Project
CVSS Hardcoded Mechanism

CVE-

2026-

46432 [4]

LMDeploy 7.8 trust_remote_code=True  hardcoded across

multiple Hugging Face model-loading call sites in

lmdeploy/archs.py  and lmdeploy/utils.py ,

letting an operator-supplied model path pointing to an

attacker-controlled repository trigger code execution

CVE-

2026-

4944 /

CVE-

2026-

27893 [5]

vLLM 8.8 trust_remote_code=True  hardcoded inside two

model implementation files, bypassing a user's explicit --

trust-remote-code=False  flag; reported as an

incomplete fix for two earlier vLLM advisories covering the

same design flaw

CVE-

2026-

6859 [6]

InstructLab 8.8 linux_train.py  training script hardcoded the same

setting, letting a specially crafted malicious model achieve

code execution via standard ilab train , ilab

download , or ilab generate  commands

Across all four cases, the common defect was not that trust_remote_code  existed as an option,

but that downstream tooling removed the user's ability to decline it at the exact point in the workflow

where that choice was supposed to take effect.

Recommendations

Immediate Actions

Organizations running Unsloth Studio should upgrade to version 2026.6.9 or later without delay, since

the vulnerable code shipped in the default PyPI package rather than an isolated beta channel and

affected any user who browsed the model picker [1]. Security teams should audit which internal users or

service accounts have Unsloth Studio installed and confirm the deployed version, treating any instance

predating the fix as having had code-execution exposure on every model-browsing session. Any
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environment where Studio or a similar model-inspection tool was used prior to the patch should be

treated as a candidate for credential rotation, particularly for Hugging Face tokens, SSH keys, and cloud

credentials that were accessible to the account running the backend process.

Short-Term Mitigations

Teams that rely on Transformers-based tooling more broadly, not just Unsloth, should audit their own

code and dependencies for any call site that passes trust_remote_code=True  to functions such

as AutoConfig.from_pretrained() , AutoModel.from_pretrained() , or

GenerationConfig.from_pretrained() , since the LMDeploy, vLLM, and InstructLab cases

demonstrate this is a recurring pattern rather than an Unsloth-specific defect [4][5][6]. Model-loading

and model-inspection operations should run with the minimum privileges necessary and, where feasible,

inside a sandboxed or network-isolated environment so that any code execution triggered by a malicious

repository cannot reach production credentials or internal network resources. Organizations should also

establish an internal allowlist of vetted model sources for fine-tuning and training workflows, rather than

relying on ad hoc selection from the full Hugging Face catalog, since the Hub's existing malware

scanning was not designed to catch payloads engineered against a specific downstream tool's trust

configuration [3].

Strategic Considerations

This disclosure suggests that the AI model supply chain carries code-execution risk at stages that threat

models built around training, fine-tuning, and inference may not yet cover, including metadata inspection

and model browsing. Governance programs built around model provenance and approval workflows

should extend coverage to any tooling that automatically fetches configuration or capability metadata

from external model repositories, since that step can carry the same risk profile as executing the model

itself. Security and ML platform teams should also push back on vendor or open-source project

decisions to withhold a CVE or formal advisory on the basis of a beta label when the vulnerable code

ships in a default, generally available package, since that labeling does not reduce the real-world

population of exposed users.

CSA Resource Alignment

This incident connects to CSA's broader research on developer toolchain supply chain risk, which has

examined how developer-facing tooling can create exposure when it runs third-party content with full

user privileges and without meaningful consent boundaries. The Unsloth Studio case can be read as an
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instance of that same pattern applied to the model-loading layer rather than the IDE extension layer: a

tool intended to streamline AI development granted execution rights to untrusted, externally hosted

content as a side effect of routine use, and the resulting blast radius extended to the same categories of

credentials (API tokens, SSH keys, cloud access) that developer and ML engineering workstations

commonly hold.

The disclosure also parallels CSA's prior research note on LangGraph RCE Chain: Checkpointer Flaw

Enables Server Takeover, which documented how classical application security flaws, there, SQL

injection and unsafe deserialization, recur inside rapidly adopted AI agent frameworks and can chain into

full host compromise [7]. Both cases illustrate a pattern worth monitoring: AI tooling can reintroduce

security failures that application security practice addressed over a decade ago. Whether this recurs

frequently across the broader AI tooling landscape is a question this note and the LangGraph note alone

cannot answer; in the Unsloth case, the failure was an overly permissive default applied to a routine

convenience feature, functionally equivalent to unsafe deserialization in that both patterns execute

attacker-supplied content as an unintended consequence of a routine data-reading operation.

Organizations assessing their exposure to this class of risk should map AI model-loading and inspection

pipelines against CSA's AI Controls Matrix (AICM) v1.1, particularly the domains covering AI supply chain

security and secure software development, since AICM provides the control baseline for evaluating

whether third-party model artifacts are handled with the isolation and provenance verification that this

incident shows is frequently absent in default tool configurations [8].
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