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Key Takeaways

Beginning on or about October 8, 2026, and continuing through October 11, Ukrainian drone strikes
reportedly disabled or damaged three of Yandex's six data centers, in Sasovo (Ryazan region), Kaluga,
and Vladimir [1][2][3][4]. Ukrainian President Volodymyr Zelensky described the strikes as a response to
Russian attacks on Ukrainian data centers [5]. Whatever one's view of the conflict, the episode illustrates
that commercial cloud and Al compute facilities can become deliberate military targets, and that the
resulting outages propagate well beyond the operator to every tenant and downstream service that
depends on it.

The incident also bears on enterprise Al risk management. Most cloud and Al resilience planning focuses
on cyber compromise, vendor failure, and natural hazards, with kinetic attack treated as a remote tail risk.
Organizations whose Al workloads, training pipelines, or critical services sit in a small number of facilities,
or in a region exposed to armed conflict, should revisit that assumption. The guidance in this note rests
on four observations. Facility-level concentration, not only provider-level concentration, determines how
much of a workload a single physical event can remove, and tenant dependencies on a provider's
infrastructure are often invisible until an outage, at which point third-party services inherit the failure.
Failover that exists only on paper, or that depends on a second provider with limited spare capacity, may
not hold under correlated stress. Finally, Al training clusters are high-value, slow-to-replace assets, and
the market for replacement hardware is constrained.

Background

Yandex is a Russian technology company described by The Moscow Times as "Russia's Google,"
operating a leading search engine alongside ride-hailing, delivery, cloud computing, and Al services [6].
According to reporting on October 8, a Ukrainian drone attack started a fire at a Yandex data center in
Sasovo, in the Ryazan region, and the company suspended operations at the site [1][6]. Downdetector
reportedly recorded more than 1,300 user reports of disruption affecting Yandex Cloud, Documents, and
Tables, while search and taxi services stayed online [1]. On October 9, Yandex said several modules at its
Kaluga data center had been completely disabled in a second attack [2]. On October 11, the company

said its Vladimir data center had shut down after a third attack in four days [3].
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Reporting differs on some details. Al Jazeera places the Sasovo shutdown on October 7 and the Kaluga
strike on October 8, while CNBC and The Moscow Times date them October 8 and October 9 [1][2][5]
[6]. This note uses the CNBC and Moscow Times dates; the cause of the difference is unknown and may
reflect time zones or the timing of company announcements. Yandex's own statements and Ukrainian
official claims have not been independently verified by CSA, and the extent of physical damage to

specific equipment is not publicly documented.

According to Meduza's reporting, the outages affected Yandex's Mail, Pay, Disk, Go, Cloud, Alice Al
assistant, Maps, and Search products, and extended to third-party customers hosted on Yandex
infrastructure, including a restaurant chain's app, airport services, media sites, and medical monitoring
applications across Russia and Central Asia [4]. Other coverage lists Avito, IVI, MegaFon, Russian
Railways, and T-Bank among the disrupted services [7]. Yandex reportedly moved some data and
services to VK Cloud, Selectel, and K2Cloud, restricted Yandex Disk downloads to preserve capacity for
other services, and added force majeure language to its user agreements [4]. Meduza reports that
equipment replacement is expected to take roughly six months, and that Yandex shares fell 7.6% on the

Moscow Exchange after the initial strikes [4].

The strikes followed a month of Russian attacks on Ukrainian data centers. Reporting describes Russian
strikes in Kyiv on September 15 (affecting the BeMobile and UCloud facilities), September 19 (the De
Novo data center, described as a Tier lll commercial facility), and September 23, when damage to
facilities used by the ISPs UTELS and Pavutyna disrupted internet service to about 100,000 households
[8][9]. Russia's Defense Ministry reportedly justified the strikes by saying the facilities process and
transmit intelligence data for Ukraine's armed forces, and later posted a drone image captioned "Digital
detox" [8][10]. Al Jazeera reports that Ukraine's strikes were also directed at Yandex's Al development,
with the Sasovo site hosting two of Yandex's three supercomputers used for Al model work [5]. Meduza
reports that three of Yandex's supercomputers used to train Al models were located in the damaged

data centers and that "their fate remains uncertain” [4].

Security Analysis

Commercial data centers as dual-use targets

One reading of these events is that commercial data centers are increasingly being treated as dual-use
targets. Russia's Defense Ministry cited intelligence processing in Ukrainian facilities as its justification
[8], while Zelensky described the Yandex strikes as a response to those attacks and the strikes hit a
company central to Russia's digital economy and Al development [5]. No equivalent Ukrainian
justification is quoted in the cited reporting, so the two positions are not strictly symmetrical. The
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September strikes on Ukrainian facilities were widely reported as a sustained campaign [8][9], and the
Yandex strikes appear to be an escalation in the other direction, though CSA has not found a source
confirming that they were the first attack on Russian data infrastructure since 2022. These events
suggest, but do not establish, that attacks on civilian compute are becoming a normalized option in state
conflicts. Operators and customers with no connection to any belligerent could nonetheless be affected

if they share facilities, networks, or upstream providers with a targeted entity.

Facility concentration and hidden tenant dependencies

Yandex reportedly operates six data centers, and three were affected within roughly four days [4][5].
Consumer-facing search and taxi were reported to have stayed up in the first incident, while cloud
storage and documents were disrupted, and payments, mail, and maps degraded later as capacity was
lost and shifted [1][4]. This suggests that capacity loss compounded across sites, though the public
record does not show by how much. The pattern is consistent with a provider that had regional
redundancy sufficient for one site failure but not for sequential failures, though the public record does
not show Yandex's actual design. In CSA's assessment, the spread to third parties is the most relevant
point for enterprise customers. Airports, transit operators, media outlets, and health applications

depended on Yandex infrastructure, and many users of those services would not have known it [4][7].

This matches a pattern CSA has examined in Al supply chains more broadly [12]. Enterprises often
identify their primary cloud or model provider but not the second-order hosting and compute
dependencies of their SaaS and API vendors. A strike on a single facility becomes a supply chain event

once those chains are traced, and the tracing is easier to do before an incident than during one.

Failover under correlated stress

Yandex's reported response, migrating workloads to other Russian providers, illustrates both the value
and the limits of multi-provider failover [4]. Moving services to VK Cloud, Selectel, and K2Cloud required
those providers to have spare capacity, compatible tooling, and data available to move. The restriction
on Yandex Disk downloads suggests capacity was being rationed to protect higher-priority services [4].
Organizations should read this as an illustration that failover plans are tested by simultaneous demand:
when many tenants of one failed provider move at once, the receiving environment can become the next

constraint. This is an inference from reporting rather than a documented outcome.
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Al compute as a slow-to-replace asset

Al training infrastructure is different from general-purpose capacity because it cannot be restored by
reallocating virtual machines. Training clusters depend on specific accelerators, high-bandwidth
interconnects, and power and cooling designed around them. Meduza's reported six-month replacement
estimate, in what it describes as an expensive and constrained equipment market, suggests, if the
estimate holds, that the effective downtime for a damaged Al facility may be measured in quarters
rather than days [4]. Russia's access to advanced accelerators is widely reported to be limited, which
would lengthen recovery further, though CSA has not found a source quantifying that effect for this
incident. For enterprises, the corresponding exposure is any in-flight training run, fine-tuning pipeline, or
proprietary model that exists in only one facility without checkpoint replication elsewhere.

Information-environment and attribution effects

Zelensky stated on October 12 that social media was "less hostile" after the strikes because fewer bots
were operating, and Cloudflare Radar data cited by Euronews showed automated traffic from Yandex's
network down roughly 94% on Sunday against mid-September averages [11]. Meduza reports a lower
figure, with bot traffic down nearly 50% [4]. Euronews notes that the figure includes legitimate crawlers
and that a causal link to bot-driven influence activity is unverified [11]. This note treats the claim as
unconfirmed. It is relevant mainly as a reminder that physical attacks on compute can change the
behavior of automated systems, including those that enterprises monitor for threat intelligence, and that

traffic-based indicators may shift for reasons unrelated to security posture.

Summary of exposure pathways

Exposure o . .
lllustration in this incident Enterprise question
pathway
Facility Three of six Yandex sites How many physical sites host critical
concentration reportedly affected within roughly or Al workloads, and in which
four days [4][5] jurisdictions?
Hidden tenant Airports, media, and health apps Which vendors' infrastructure do our
dependency disrupted [4] Saa$S and API providers rely on?
Failover capacity Workloads shifted to three other Has secondary capacity been
providers; downloads throttled [4] contracted and tested at scale?
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Exposure

lllustration in this incident Enterprise question
pathway
Al hardware lead Reported six-month equipment Are training state, checkpoints, and
time replacement [4] weights replicated off-site?
Contractual Force majeure language added to Do our agreements address kinetic
allocation user terms [4] events and service credits?
Geopolitical Strikes framed as retaliation for Is any facility in or near an active
exposure attacks on Ukrainian facilities [5] conflict zone or tied to a targeted
entity?
Recommendations

Immediate Actions

Organizations should first establish which physical facilities and jurisdictions host their critical and Al
workloads. Many cloud customers know only a region name, so asking providers to disclose site-level
location, and the sites' operator and ownership, is a necessary starting point. The same inventory should
cover SaaS and Al API vendors that the organization relies on, and should ask those vendors where their
compute is hosted. Workloads in or adjacent to active conflict zones, or hosted by entities that

governments may treat as strategic, should be flagged for review.

Teams should also confirm that proprietary model weights, training checkpoints, fine-tuning datasets,
and configuration state are replicated to at least one geographically separate facility. For services that
would be disrupted, they should verify that incident communication plans do not depend on the affected

infrastructure, such as a status page or messaging tool hosted at the same provider.

Short-Term Mitigations

Over the following quarter, organizations can test failover at realistic scale instead of confirming that it
exists. A tabletop or live exercise that assumes loss of two facilities at once, and that includes the
capacity limits of the secondary provider, will expose assumptions that a single-site test does not.
Contracts with cloud and Al providers should be reviewed for how they treat war, force majeure, and

military action, including whether service credits, data return, and exit assistance apply. Business
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continuity plans should add kinetic and infrastructure-targeting scenarios, with defined recovery
objectives for Al-dependent business functions, including a degraded mode that does not require the Al

service.

Strategic Considerations

At a strategic level, organizations should treat physical concentration as a governance matter. Board-
level risk reporting for Al adoption can include the number of facilities and jurisdictions behind critical Al
capabilities, along with the acceptable recovery time if one is lost. Procurement can favor providers who
publish resilience architecture, disclose site-level redundancy, and commit to tested recovery objectives.
Where Al capability is business-critical, enterprises may consider portable model and tooling
architectures that can run on more than one provider, accepting the cost of that portability as insurance
against a long replacement cycle for hardware. Providers themselves should reassess physical protection,
air-defense and fire-suppression assumptions, power redundancy, and site-hardening for facilities in

regions where the threat model has changed.

CSA Resource Alignment

CSA's research note on Al Compute Concentration: Security Risk in a New Political Economy is the most
directly relevant prior work [12]. It examines hardware, financial, and policy single points of failure in the
Al supply chain, and the Yandex events add a kinetic variant of the same concentration problem: a small
number of physical sites supporting a large set of dependent services. CSA's companion treatment,
SpaceXAl: A Vertically Integrated Al Concentration-Risk Case Study, considers what happens when
physical infrastructure through application layers sits within one controlling entity [13]. Its reasoning
applies here to the question of what a single event, whether a strike, outage, or policy decision, can

remove from a dependent ecosystem.

For control mapping, the Al Controls Matrix (AICM) V1.1 provides the standing reference for business
continuity, resilience, datacenter security, and supply chain management controls that apply to the
recommendations above [14]. Organizations can use it to check whether provider assurances, such as

those documented through STAR, address site-level resilience and not only logical controls.

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 8


https://labs.cloudsecurityalliance.org/research/csa-research-note-ai-compute-concentration-risk-20260715-csa/
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https://cloudsecurityalliance.org/artifacts/ai-controls-matrix-v1-1
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