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Key Takeaways

On November 12, 2026, the FBI published FLASH AC-111226-MS describing "FaceStealer," a North

Korean social engineering scheme that lures targets into imposter Zoom, Microsoft Teams, and Google

Meet sessions and convinces them to install malware as a "fix" for a staged audio problem [1]. The

Department of Justice announced the same day that it had seized cloud infrastructure supporting the

scheme, which it links to more than $400 million in cryptocurrency theft over roughly 18 months [2]. The

FBI attributes the activity to the cluster publicly tracked as Sapphire Sleet, UNC1069, BlueNoroff, APT38,

CryptoCore, Dangerous Password, and Stardust Chollima [1].

Each victim seeds the next attack. The operators use a victim's hijacked messaging accounts, contact

lists, and secretly recorded webcam footage to lure that victim's own contacts, so the pool of targets

grows with every compromise [1]. Notably, stolen real video comes first and AI deepfakes come second.

The FBI states that the scheme "currently continues to overwhelmingly rely on the theft of genuine victim

videos," with AI-generated deepfakes of well-known crypto and Web3 figures serving as an emerging

supplement, and it seized more than 900 victim webcam recordings under a federal warrant [1][2].

The payload is user-executed: victims paste a command, run a script, or click an "update." This technique,

which vendors call ClickFix [7][9], is designed to sidestep exploit-based defenses and many email and

download controls. Open-source maintainers are a priority target, and the FBI reports a near-miss in

which a maintainer of a JavaScript library with tens of millions of weekly downloads was compromised

and malicious dependencies were staged before responders intervened [1]. Finally, dwell time is long. In

several cases the theft came months to more than a year after the initial infection, once wallet balances

had grown [1], so organizations that confirm exposure should assume persistent access and stolen

secrets rather than a one-time event.

Background

North Korean operators have targeted the cryptocurrency sector with fake job offers, fake investment

discussions, and trojanized tools for years. The fake video meeting technique has been publicly reported

since at least 2025, when Huntress described a BlueNoroff intrusion in which a cryptocurrency

foundation employee joined a group Zoom call containing deepfakes of the company's own senior

leadership and was told to install a malicious "Zoom extension" [14]. The technique was documented in
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increasing detail throughout 2026. Microsoft Threat Intelligence described in April how Sapphire Sleet

used recruiter personas and a fake "Zoom SDK Update" AppleScript to compromise macOS systems,

steal keychain and browser data, and bypass Apple's Transparency, Consent, and Control (TCC)

protections [6]. Later that month, Arctic Wolf Labs reported a Windows variant in which a Calendly

invitation led to a typosquatted Zoom domain, a fake "SDK deprecated" prompt, and a fileless PowerShell

implant that kept access for 66 days, and it put the chain from click to compromise at under five minutes

[7]. In July, JUMPSEC analyzed source code from an active phishing kit and documented how the fake

meeting page streams the victim's webcam to an operator panel and fingerprints installed crypto wallets

before showing the malicious prompt [9].

The November 12 FLASH matters because it pulls these vendor observations into one law-enforcement

account of the full, operator-driven lifecycle and adds evidence only a seizure can provide. The FBI

identifies more than 900 webcam videos the actors had secretly recorded from victims for reuse in later

attacks [1][4]. Patrick Grandy, Assistant Director in Charge of the FBI Los Angeles Field Office, said the

scheme "exploits our trust in ubiquitous video conference platforms and valued personal relationships"

[2][5]. Arctic Wolf's November follow-up, which the FBI acknowledges for its contribution on AI use and

deepfake production, catalogued 677 distinct individuals across 58 countries in the actors' media library.

Founders and C-suite executives made up 84 percent, and Arctic Wolf notes that these figures describe

who was prepared against, not confirmed compromises [8]. The FBI and Arctic Wolf counts measure

different things (seized recordings versus unique individuals) and should not be read as conflicting.

The same report shows the actors moving beyond meetings as the only lure. Arctic Wolf observed the

same "build trust, create a technical problem, supply the fix" pattern applied to fake PDF viewer updates,

media players, identity verification prompts, and hardware wallet workflows. It also documented a move

from manual video editing to commercial generative AI services for avatars and synthetic participant

video [8]. Defenders should therefore treat FaceStealer as one expression of a broader pattern rather

than as a single meeting-platform problem.

Security Analysis

Anatomy of the Intrusion Chain

The FBI describes six stages that loop back on themselves, with the final stage feeding a new first stage

[1]. Because each stage relies on a different form of trust, each also presents a different opportunity for

defenders to interrupt the cycle. The table below summarizes each stage alongside the trust signal it

exploits and the control most likely to break it.
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Stage Attacker Action (per FBI FLASH)
Trust Signal

Exploited

Primary Break

Point

1. Compromise

of Victim A

Scan device for wallets and seed

phrases; take over Telegram or other

messaging app; harvest contacts and

chat history; record webcam

Prior infection Endpoint

detection;

wallet hygiene;

session

revocation

2.

Impersonation

Message Victim A's contacts to

"catch up" or "discuss collaboration,"

tailored using chat history

Known sender,

authentic account,

plausible context

Out-of-band

confirmation of

meeting

requests

3. Imposter

meeting setup

Send Calendly invite without a link;

deliver typosquatted meeting link

(e.g., uu01webzoom[.]us ,

teams.livemeet[.]us )

shortly before the call

Legitimate

scheduling

service; familiar

meeting UI

Join only

through the

native client

with a meeting

ID; DNS and

web filtering

4. Fake

participants

Replay Victim A's recorded webcam

video, often with other recorded or

deepfaked participants

Familiar faces;

social proof of a

group

Keep camera

off until the

inviter is

verified live

5. Self-

infection

Claim the target cannot be heard;

direct them to click an update, run a

script, or paste a terminal command

Urgency;

embarrassment;

authority of a

"trusted" contact

Policy and

technical blocks

on pasted or

script-based

"fixes"

6. Repeat Use the new victim's footage,

accounts, and contacts to start again

Each new victim

becomes a new

trusted sender

Rapid victim

notification to

contacts and

employer
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The stage-four detail is easy to miss. The FBI reports that the webcam recording starts when the target

first clicks the imposter link, not when they install anything [1]. JUMPSEC's kit analysis adds that the

stream goes to the operator over WebRTC once the victim grants browser camera permission and enters

a name [9]. A target who granted that permission but became suspicious and left before running the "fix"

may therefore have already given the actors footage for future impersonation. This is the reason behind

the FBI's recommendation to keep the webcam off until the inviter has been seen and heard live [1], and it

also makes the browser camera-permission prompt on an unexpected meeting page a concrete point at

which to stop.

Why Conventional Controls Struggle

FaceStealer works against several assumptions built into common security programs. The lure comes

from a real, previously trusted account on a platform such as Telegram, LinkedIn, Slack, or Discord, so

sender reputation, domain authentication, and "do you know this person?" training heuristics all pass [1].

Calendly and similar services are legitimate, and the FBI notes that the actors often leave the meeting link

out of the scheduling message and send it close to meeting time to limit exposure of their infrastructure

[1]. The payload, moreover, is delivered by the user's own hands rather than by an exploit. JUMPSEC

found that the kit swaps clipboard contents so the command a victim copies differs from the benign-

looking text on screen [9]. On Windows, the observed loaders added Microsoft Defender exclusions [9].

On macOS, the observed chains used curl piped to osascript, fake password prompts validated against

local directory services, and TCC database tampering [6].

Video presence is often treated as the final check on identity, and FaceStealer shows that defeating it

does not require sophisticated synthesis. Replaying a real person's genuine webcam recording, captured

while they waited in an earlier fake lobby, contains no synthetic artifacts at all, so detectors built to spot

generation artifacts have nothing to find; only interactive liveness cues, such as a response to an

unscripted question, would expose it. The FBI observes that synthetic video "only needs to be good

enough to pass as webcam video" [1]. Arctic Wolf adds that it based all deepfake determinations on

provenance evidence rather than appearance, because the videos could no longer be distinguished from

genuine webcam footage by visual inspection alone [8]. These findings suggest that organizations relying

on visual judgment or real-time deepfake detection as their main meeting control are guarding against a

narrower threat than the one now in use. Verification has to rest on channels and procedures, not on how

a face looks.
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Supply Chain Exposure

The open-source dimension extends potential harm from individual victims to downstream software

users. The FBI reports that the actors used multiple interactions to draw the maintainer of a JavaScript

library with tens of millions of weekly downloads into a fake Teams call with at least one participant the

maintainer recognized. After the maintainer ran the "corrective" steps, the actors used the maintainer's

access to publish malicious dependencies alongside legitimate library downloads [1]. The FBI credits

quick detection and response with preventing large-scale harm, and it reports further attempts against

npm maintainers and, more recently, Rust crate maintainers [1].

The FBI did not name the library. Separately, CSA documented in June the hijack of a contributor account

and malicious publication across the Mastra AI npm scope, which was attributed to the same actor cluster

[10]; however, the initial access vector for that compromise has not been publicly tied to FaceStealer.

Together, these incidents indicate that developer workstations holding publishing credentials are a

deliberate target of this actor, and that one successful meeting lure could cascade to every downstream

consumer of a widely used package.

Role of AI and Likely Trajectory

The FBI and Arctic Wolf both describe AI as an accelerant, not the core of the scheme [1][8]. Today,

generative tools mainly produce synthetic participants modeled on public figures, along with avatars and

platform artwork, which give operators targeting options when no suitable stolen footage exists [8]. The

remainder of this subsection is an inference from the reported trends, not a documented development.

The cycle described by the FBI, in which the pool of targets and victims grows with each compromise [1],

appears to favor scale, since every victim adds footage, accounts, and contacts for the next round. As

generative video becomes cheaper and more convincing, the remaining limit (needing real footage of

someone the target knows) is likely to weaken further. CSA's earlier research note on AI-enabled

persuasion argued that frontier models enable tailored social engineering at industrial scale [11], and the

tailored, chat-history-informed invitations the FBI describes in stage two are a concrete example of that

capability in use [1].
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Recommendations

Immediate Actions

Organizations in the cryptocurrency, Web3, and financial technology sectors, and any organization that

employs open-source maintainers, should brief staff on the FBI FLASH this week. Briefings should cover

the specific pretexts ("catch up," "collaboration," "investment opportunity") and the staged audio failure

[1]. The single most important message is a hard rule: no legitimate meeting platform should ever require

a user to paste a command into a terminal or run a script to fix audio, and any such request should be

treated as an attack in progress and reported.

Security teams should, in parallel, hunt for the infrastructure and behaviors published by the FBI and the

cited vendors. These include the typosquatted domains in the FLASH [1], curl-to-osascript and Script

Editor child-process chains on macOS [6], PowerShell cradles that add Defender exclusions on Windows

[9], and outbound meeting traffic to hosting providers associated with the kits [7][9]. The FBI notes that

the Arctic Wolf, JUMPSEC, and Microsoft reports include indicator lists [1], and it maintains a central

FaceStealer resource page for updates [3].

Anyone who suspects exposure should follow the FBI's response guidance without delay [1]. The first step

is to create a new wallet with a new seed phrase on a device never used to contact the actors and move

funds to it, because the actors watch balances and steal long after the infection. Victims should then

change passwords, sign out all active sessions, and enforce multifactor authentication on Telegram,

WhatsApp, Slack, and developer accounts, including package registry and source control accounts. They

should also warn personal and professional contacts that recorded footage and hijacked accounts may

be used to impersonate them, notify their employer if a work device or work data was involved, and file a

report at IC3.gov using the keyword "FaceStealer."

Short-Term Mitigations

Over the next 30 to 90 days, organizations should turn the FBI's individual guidance into enforceable

controls. Meeting hygiene should require joining external meetings only through managed native clients

by meeting ID, and web and DNS filtering should block newly registered and lookalike meeting domains.

Camera-off-until-verified should become the default for external calls [1]. Endpoint policy should restrict

script execution from user contexts where the business allows it. On macOS, this means blocking .scpt

files from the internet and alerting on TCC database changes and new LaunchAgents or LaunchDaemons

[6]. On Windows, it means alerting on Defender exclusion changes and on PowerShell launched from the

Run dialog or a clipboard-paste pattern [7][9].
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Messaging accounts used for business need the same protection as email. The FBI describes hijacks that

work by signing in from a new device, changing the recovery phone number, and terminating the

legitimate user's sessions. Login alerts, multifactor authentication, and expiring messages limit both the

takeover and the chat history available to attackers [1], and platform registration locks, where available,

add a further barrier against re-registration on a new device. For open-source and internal package

publishing, organizations should require phishing-resistant multifactor authentication for maintainers,

scope publish tokens narrowly, adopt provenance attestations, and keep publishing credentials off the

general-purpose workstation used for external meetings; CSA's analysis of the Mastra compromise

recommends the same measures [10]. Finally, treasury and high-value wallet operations should keep only

small balances in browser-extension wallets, use hardware or exchange custody for larger holdings, and

never store seed phrases on any networked device [1].

Strategic Considerations

FaceStealer demonstrates that what appears to be a live video feed may be replayed or synthetic

footage, so video presence should not be treated as proof of identity, and identity assurance programs

should be updated to reflect that. High-risk actions such as fund transfers, credential changes, code-

signing or publishing operations, and software installation should require verification through a pre-

established channel independent of the one carrying the request, whatever the requester looks or sounds

like. This applies Zero Trust's principle of never granting trust on the basis of a single signal [13] to human

interaction as well as network access. Where possible, organizations should prefer meetings hosted in

enterprise-managed tenants where external participants authenticate through verified federated

identities, and should treat unauthenticated or web-only participants as unverified.

Security awareness programs should also move away from teaching staff to detect deepfakes by eye. The

evidence that FaceStealer mostly uses real footage, and that deepfake classification requires provenance

analysis [1][8], suggests that training should focus on recognizing the procedural red flags: an

unexpected meeting link, a staged technical failure, and a request to run something. Organizations should

also plan for victim-to-victim propagation in incident response. A FaceStealer compromise is not

contained until contacts, partners, and any package ecosystems the victim can publish to have been

warned and checked, because the scheme is designed to turn each victim into the next lure.
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CSA Resource Alignment

CSA's June 2026 research note Sapphire Sleet Poisons Mastra AI npm Ecosystem is the most directly

related prior work [10]. It documents the same North Korean actor cluster hijacking a contributor account

and backdooring packages across the Mastra AI npm scope, with a multi-stage payload targeting

developer credentials and cryptocurrency wallets. Although the Mastra compromise has not been publicly

attributed to a FaceStealer meeting, the FBI's description of attempts against npm and Rust crate

maintainers shows that this kind of social engineering is one plausible route to maintainer account

compromise. The Mastra note's recommendations on phishing-resistant multifactor authentication for

maintainers, scoped publish tokens, publish attestations, and separating privileged credentials from

developer workstations therefore apply directly to the supply chain exposure described here.

AI Superpersuasion: Enterprise Social Engineering at Industrial Scale [11] provides the strategic framing for

FaceStealer's AI dimension. That note argues that AI-quality persuasion reduces the value of awareness

training built on spotting flawed lures, and it recommends architectural and procedural verification

instead. FaceStealer is a field example of that thesis. Its lures are authentic, personalized, and increasingly

backed by synthetic media, and the effective defenses are channel-independent verification and

execution controls, not human detection.

CSA's AI Controls Matrix (AICM) v1.1 [12] gives a control baseline for putting these recommendations into

practice. Its Identity and Access Management domain covers phishing-resistant authentication and

session management for messaging and developer accounts. Its Threat and Vulnerability Management

and Universal Endpoint Management domains cover endpoint script-execution restrictions and detection

engineering. Its Supply Chain Management, Transparency, and Accountability domain covers the

maintainer and package-provenance controls discussed above. The Zero Trust Guiding Principles [13]

support the strategic recommendation that no single signal, including a familiar face on a video call,

should be enough to authorize a sensitive action.
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