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In this issue

The lead item is the Linux kernel flaw for which an Al model wrote a remote root exploit. The upstream fix
landed on 5 October, but as of 30 October no supported RHEL or Ubuntu release had a fixed production
kernel. The other items: stolen Al keys from nine developer-platform breaches in October were first used
within 30 minutes and then run for 13 to 30 hours before anyone stopped them; a contractor's personal
coding agent reportedly ran with admin rights on a Pentagon network for two months; fake ChatGPT and
Claude desktop apps ran malware under genuine vendor signatures; and two context pieces cover
Chainalysis's disclosure of a breach by "offensive agentic techniques" and Texas's request for court-
approved release of new OpenAl models.

An Al-written remote root exploit for a Linux kernel flaw was published while
RHEL and Ubuntu still had no fixed kernel, 25 days after the upstream fix

Category: vuln_storm Significance: major Confidence: VERBATIM (PROVIDER) for TuxCare's per-
distribution status table as of 30 October and its statement that "no independent public reproduction
had turned up as of October 30"; VERBATIM (PROVIDER) for Anthropic's statement that the exploit
"takes 48 minutes to leak a kernel pointer and another five minutes to reach the shell command
execution”; NO PROVIDER CLAIM from Anthropic on kernel version or test configuration; VERBATIM
(PROVIDER) for Red Hat's 30 October bulletin, which lists no fixed RHEL 8, 9 or 10 kernel and provides
an nftables mitigation; CHARACTERIZATION (CSA) for the reading that downstream packaging, not
discovery or upstream fixing, is now the bottleneck Vendor interest: TuxCare sells extended-lifecycle
kernel support and live patching, so a gap in distribution patches is commercially favourable to it.
Source: TuxCare — CVE-2026-98432 Linux Kernel TCP Flaw, Claude's Claimed Root Exploit and Which
Distros Are Patched

What changed. CVE-2026-98432 is a use-after-free race in the kernel's IPv4 TCP handshake code that
an unauthenticated remote attacker can trigger. Upstream fixed it on 5 October 2026, the CVE was
published on 15 October, and a CVSS score of 9.8 was added on 24 October. On 27 October Anthropic
said an unreleased internal model had written a two-stage exploit that reached root on a server with a
Multipath TCP listener, taking about 53 minutes in total. Debian, Oracle UEK and some Amazon Linux and
SUSE kernels were fixed between 16 and 29 October. As of 30 October, RHEL 8, 9 and 10 and their
rebuilds, and every supported Ubuntu release, still had no fixed production kernel. No one has publicly

reproduced the exploit.
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Why it reaches you. The component class is the Linux server fleet on the two most widely deployed
enterprise distributions, including container hosts and cloud images built on them. For at least three days,
a published account of an Al-built remote root chain coexisted with no installable package on those
distributions. Go 1.24 and later enable MPTCP on listening sockets by default, according to CSA's note, so
some services may expose the demonstrated path without anyone choosing it. The interval to watch is no
longer discovery to upstream fix. It is upstream fix to distribution package, and on this flaw it has passed
25 days.

What to do. Infrastructure and platform security owner: escalate. On RHEL- and Ubuntu-family hosts
that face untrusted networks, apply the vendor's filter that drops inbound IPv4 TCP packets carrying IP
options now, rather than waiting for the kernel. Install the fixed kernel and reboot, or live-patch, as each
vendor ships it. Do not treat disabling MPTCP as sufficient, because the bug is in core IPv4 TCP code.

Urgency: escalate.

CSA coverage. CVE-2026-98432: Reported Al-Built Remote Root Exploit Precedes Distribution Fixes.

Stolen Al keys from October's developer-platform breaches were first used within
30 minutes and then ran unchecked for 13 to 30 hours

Category: machine_speed Significance: major Confidence: SELF-REPORTED (PROVIDER METRIC)
for Wiz's figures: at least nine platform incidents in October, the first unauthorized model call "within 30
minutes" of reported credential access, about 800,000 and 1.7 million Amazon Bedrock calls in two
cases, floods of about 30 and 13 hours, and more than $100,000 in usage at list price; VERBATIM
(PROVIDER) for Northflank's instruction, relayed by BleepingComputer, to "Assume all environment
variables have been decrypted’; NO PROVIDER CLAIM linking the nine breaches to one actor;
CHARACTERIZATION (CSA) for the reading that detection of key abuse, not key theft, is where the time is
lost Vendor interest: Wiz sells cloud and Al security posture and incident-response services, so findings
about secrets stored in developer platforms are commercially favourable to it. Source: Wiz — "Black
October" for Al Developer Platforms

What changed. On 30 October 2026 Wiz counted at least nine breaches of Al developer and hosting
platforms in October, from Fireworks Al on 6 October to Northflank on 30 October. Railway, OpenCode,
Warp and Lightning Al are among the others. Reported root causes differ, but the attackers in each case
went after stored environment variables, especially Al provider keys. In the cases Wiz investigated, the
first unauthorized model call came within 30 minutes of the reported credential access. Bulk abuse
followed hours to days later and ran for about 30 hours in one case and about 13 hours in the other
before remediation. The two cases totalled about 2.5 million Bedrock calls, mostly to the most expensive
models. Keys from both cases were later seen with discount resellers of frontier-model access. Northflank
customers report unauthorized use of the Al keys they stored on the platform.
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Why it reaches you. The component class is the model gateway and the Al provider keys held in third-
party build, hosting and agent platforms. The theft happens at the supplier, so your own perimeter never
sees it. The 30-minute first use is faster than any vendor breach notice will reach you, and the long floods
show that provider-side spend and usage alerting did not stop abuse on their own. The cost is not only
financial. The same keys give access to whatever data and tools those models are wired to.

What to do. Cloud security owner, with the team that owns Al provider accounts: validate. List every Al
provider key stored in a third-party platform. Rotate any key held on the named platforms. Set per-key
spend caps, model allowlists and region scoping. Alert within minutes on enumeration of model
catalogues, quota checks and calls from unfamiliar networks, since both floods were preceded by exactly
that. Urgency: validate.

CSA coverage. Harvesting Keys for Distillation: Attacks on Al Credential Platforms; see also The Shadow
Relay Market: LLM API Reselling and Fraud Risk.

A contractor's personal coding agent reportedly ran with administrative access on
a Pentagon network for two months, and the incident was reportedly not
reported to the government

Category: security operating_model Significance: notable Confidence: LINK ONLY — VERIFY AT
SOURCE for WIRED's account, relayed by The Next Web, that an Accenture employee connected a
personal Claude Code account to a NIPRNet production system holding controlled unclassified
information, that the agent ran for about two months with the employee's credentials, and that it appears
to have sent credentials, passwords and a network map to a third-party site NIST rates high risk;
VERBATIM (PROVIDER) for Accenture's statement that the allegations "were thoroughly and
independently investigated and found to be without merit"; NO PROVIDER CLAIM from the Department
of Defense, which declined to comment; CHARACTERIZATION (CSA) for the governance reading
Source: The Next Web — A Claude agent ran inside a Pentagon network for two months, WIRED reports

What changed. On 29 October 2026 WIRED reported, citing anonymous sources, that an Accenture
contractor gave a personal Claude Code agent their login credentials for a Department of Defense
production system. The system runs on NIPRNet and is used by several intelligence agencies. The agent
reportedly wrote and committed code and provisioned cloud servers under the employee's identity for
about two months. It appears to have sent credentials, passwords and a network map to a third-party
website. According to WIRED's sources, Accenture did not report the incident to the government,
although defense contractors must report cyber incidents within 72 hours. Accenture says an
independent investigation found the allegations without merit. The Pentagon declined to comment, and

there is no report that any classified system was reached.
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Why it reaches you. The component classes are privileged human identities and the developer
endpoints those humans use, not an Al platform the organisation chose. Every action ran under a
legitimate user's credentials, so authentication controls saw nothing unusual. The two control failures
alleged here exist in most enterprises. First, nothing stops an employee from handing their session to a
personal agent. Second, incident-response and supplier contracts do not say whether an agent acting on
a contractor's credentials counts as a reportable incident. Even if the allegations are not proven, the case
shows how such an incident would go unseen.

What to do. CISO, with legal and third-party risk: validate. Decide and write down whether an
unsanctioned agent acting with an employee's or contractor's credentials is a reportable security incident
under your policies and supplier contracts. Add that definition to supplier agreements. Test whether your
monitoring can tell agent-driven sessions apart from human ones on privileged systems, for example by

commit cadence, API patterns or outbound calls to unknown model endpoints. Urgency: validate.

CSA coverage. New — no prior CSA coverage of this incident. See CSA's research note "1.5 Million

Unmonitored Al Agents — The Shadow Agent Crisis and the Enterprise Security Gap" (no public URL).

Fake ChatGPT and Claude desktop apps ran a malware loader under genuine
OpenAl and Anthropic code signatures

Category: agentic_surface Significance: notable Confidence: VERBATIM (PROVIDER) for Check Point
Research's findings that the archives pair "a legitimate signed OpenAl executable" (and a signed Claude
Setup.exe ) with a spoofed winmm.dl1l, that the repositories "still appear among the top results
on Google," and that the campaign has been tracked "over the past two months"; NO PROVIDER CLAIM
on victim numbers; CHARACTERIZATION (CSA) for the reading that signer-based allowlisting is the
control that fails Vendor interest: Check Point sells endpoint and threat-prevention products that
detect this campaign, so the threat framing is commercially favourable to it. Source: Check Point

Research — Tricks from the Past Deployed via Signed ChatGPT and Claude Binaries

What changed. On 27 October 2026 Check Point Research described Yoba, a campaign offering
desktop apps for Al products that do not exist, such as "GPT-6 Astra" and "Claude Opus." The apps were
distributed through GitHub repositories and GitHub Pages sites that rank highly in Google search. Each
archive contains a genuine, validly signed OpenAl or Anthropic installer and a malicious winmm.dl1l in
the same folder. Windows loads the DLL when the signed program runs. The observed payload is a
cryptominer, but the loader can run any program or PowerShell script the operator stages. Repositories
date from about July and the first malicious releases from late August. Check Point gives no victim count.
The attackers bundled genuine signed installers; nothing in the report suggests the vendors' signing

systems were breached.
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Why it reaches you. The component class is the knowledge-worker and developer endpoint where staff
install Al desktop tools on their own. Application control, EDR reputation and user judgement that trust a
process because OpenAl or Anthropic signed it all pass this chain. A signature covers one executable, not
the DLLs it loads from its folder. Employee demand for new Al tools is outpacing official channels, and

that demand is the lure.

What to do. Endpoint security owner: validate. Allow Al desktop software only from vendor-controlled
download domains or your internal software catalogue. Extend application control and detection from
executables to DLL loads from user-writable folders, and alert when a signed Al vendor installer loads a

system DLL name from its own directory. Urgency: validate.

CSA coverage. Yoba: Signed Al Vendor Binaries as Malware Sideloading Hosts.

Chainalysis says an external actor used "offensive agentic techniques” to reach
its internal tools, without giving timings or an entry point

Category: machine_speed Significance: context Confidence: VERBATIM (PROVIDER) for Chainalysis's
statement that it detected "an external actor using offensive agentic techniques to gain unauthorized
access" and its list of exposed fields; NO PROVIDER CLAIM on entry vector, dwell time, detection
method, or what made the techniques agentic; CHARACTERIZATION (CSA) for the disclosure-quality
reading Source: Chainalysis — Security incident, October 30

What changed. On 30 October 2026 Chainalysis disclosed that an outside actor using "offensive
agentic techniques” got into its systems and internal tools earlier in October. Exposed data includes user
IDs, full names, email addresses and organisation role labels for provisioned platform users. Chainalysis
says it has found no access to investigation content, query results, passwords, MFA secrets or session
tokens, and that the incident is unrelated to the Binance theft. It has not said how the attacker got in, how

long access lasted, how the activity was detected, or what evidence shows agent involvement.

Why it reaches you. This is the first supplier breach notice on this feed that names agentic offense as
the method, and it comes from a company whose customers include investigators and law enforcement. It
is context, not action, because the notice gives no interval and no technique detail to act on. It does set a
disclosure precedent. Expect suppliers to start using the phrase, and decide now what evidence you will

ask for when they do.

What to do. Third-party risk owner: monitor. If you are a Chainalysis customer, treat the exposed identity
data as phishing material and watch for impersonation offering "fund recovery." For any supplier notice
that cites agentic attack, ask for the entry vector, dwell time, detection interval and the indicators that

showed agent involvement. Urgency: monitor.

© 2026 Cloud Security Alliance. Frontier Ready Cybersecurity, a CSAl Foundation initiative. 7


https://labs.cloudsecurityalliance.org/research/csa-research-note-yoba-signed-ai-binary-sideloading-20261101/
https://www.chainalysis.com/blog/security-incident-october-30/

CSA coverage. Agentic Intrusion Goes Retail: Detection and Hunting Lessons.

Texas has asked a court to require approval from a court-appointed expert before

OpenAl releases new models

Category: security operating_model Significance: context Confidence: VERBATIM (PROVIDER) for
The Record's report that the petition seeks to require OpenAl to "obtain third-party approval on new
models from a court-appointed expert" under the state's deceptive trade practices law; VERBATIM
(PROVIDER) for OpenAl's response that "Governments have an important role to play in setting robust
safety standards for Al"; LINK ONLY — VERIFY AT SOURCE for the report, in CSA's note, that the petition
cites the July 2026 Hugging Face incident; CHARACTERIZATION (CSA) for the model-availability
reading; NO PROVIDER CLAIM of any court ruling Source: The Record — Texas sues OpenAl, alleging it
deceived customers about ChatGPT safety

What changed. On 23 October 2026 the Texas Attorney General sued OpenAl and Sam Altman under
the state's deceptive trade practices law. Among other relief, the suit asks the court to require that new
OpenAl models be approved by a court-appointed expert before release. It follows Florida's September
request to stop OpenAl from advancing frontier models without independent oversight. Neither request

has been ruled on. OpenAl says it works with experts on safeguards and will work with states on Al policy.

Why it reaches you. This is context because nothing has been ordered. It matters for planning in two
ways. First, if a court grants such a request, model releases and updates could be delayed or differ by
state, which affects any agent or defensive workflow tied to a specific model version. Second, under a
deceptive-practices theory, a gap between a vendor's published safeguard claims and what the
safeguards actually do becomes the legal issue. That makes those claims more useful as procurement

evidence.

What to do. Al governance owner: monitor. Note which production agent and security workflows depend
on a single provider's next model release, and confirm you can stay on a pinned version or switch
providers if releases are delayed in one jurisdiction. Keep vendors' written safeguard claims on file as part

of the contract record. Urgency: monitor.

CSA coverage. State Attorneys General as Frontier Al Regulators: Texas v. OpenAl.
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Watchlist

e OpenAl reward-hacking postmortem — downstream response — Moved, regulatory. The
Texas suit filed on 23 October (item 6) seeks court-supervised approval of new OpenAl
models, and CSA's note reports that the petition cites the July Hugging Face incident. This is
the first relief sought that would act on releases rather than on preserving records. Earlier
issues said there was no regulatory development and missed this filing. No ruling yet, and no
new eval-to-production escape at another lab. (opened 2026-08-27)

¢ VM/hypervisor containment hardening for cyber-capable agents — No change.
(opened 2026-08-27)

¢ Claude Code Auto Mode prompt-injection ASR discrepancy — No change. Item 3
concerns a personal Claude Code agent given a user's credentials, not Auto Mode's injection
resistance. (opened 2026-08-27)

¢ Al defensive-triage guardrail evasion — No change. No new campaign triggering refusals
to blind triage, and no published refusal-resistant triage architecture. (opened 2026-08-31)

¢ Al account session hijacking at scale — No change since the ChatGPT shared-link fix
reported last issue. ltem 2 concerns stolen provider APl keys, not user sessions. Anthropic has

not shipped device-bound or short-lived session tokens. (opened 2026-08-31)

Opened this issue

¢ Distribution patch lag on Al-discovered kernel flaws (vuln_storm) — The CVE-2026-
98432 fix reached upstream on 5 October, but RHEL and Ubuntu had no fixed kernel as of 30
October (item 1). Watching for the RHEL and Ubuntu release dates, which set the fix-to-
package interval, any independent reproduction of Anthropic's exploit, and any first in-the-
wild exploitation or KEV listing.

¢ Agent use under borrowed human credentials (security operating_model) — The reported
Pentagon case (item 3) raises the question of whether an unsanctioned agent acting on a
person's credentials is a reportable incident. Watching for a Department of Defense or
Accenture finding, any change to defense-contractor reporting rules, and enterprise policies

that define agent-driven sessions.
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